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Flex API

Pre-Requisites Server Reguirements

DNA Fusion version 6.6 is required.

Flex APl installed on the DNA Fusion server.
Microsoft .NET 4.0 Framework or higher
Windows 7 Professional or higher

MSMQ

XML-RPC

Confiqure the Flex API

1) The Flex API Install.exe must be run with Administrator privileges and installed in the Administrative Account.
Do not install in Local System.

2) Configure the Flex API.

Install and run C:\Program Files (x86)\Flex API\OpenOptions.dnaFusion.Flex.exe.

The Flex API must be installed with administrative privileges and be installed in an
administrative account. Do not install in Local System.

a) Set the Site Bindings...

AP Access Site Bindings
» Bindings Here vou define the listening context for the Flex service,
Certificates http://*:80/ )
https /a4 3/ -
Devices (#)
DMA Fusion ‘llﬂ,

Should the docurmentation and library information page be displayed?

Serve Weh Application

]
]
]
]
]
]
]
]
|
|
|
|
|
|
|
|
|

Serve Info Page

Should the DMNA Fusion Web Application be enabled?

Save Changes Close
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OO-Ocularis-Flex Installation & Configuration

Custom Site Bindings...

settings  about

APT Access Site Bindings
» Bindings Here you define the listening context for the Flex service,
Certificates httpi/#80/dnafusion/ @
https:/#:443/dnafusion/
Devices
DMA Fusion

= Serve Info Page

Should the documentation and library information page be displayed?

Serve Web Application
Should the DNA Fusion Weh Application be enabled?

Save Changes | | Close

...require that the 'customization' be added to the DNA Fusuion Flex Address on the OO-Ocularis-Flex Proxy
Configuration dialog, i.e. "192.168.11.155/dnafusion".

~|P Addresses ~Sen

Cculans Server Address

| 192.168.12.168 |

DMNA Fusion Flex Address
| 192.168.11.155/dnafusion| |

Get Assets

[-Devi::es
|

b) Create a Self-Signed Certificate

On-Net Surveillance Systems, Inc.
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OO-Ocularis-Flex Installation & Configuration

settings

API Access
Bindings

+ Certificates
Devices

DMNA Fusion

Save Changes.

about

Server Certificates

Use this feature to manage certificates that the Flex API can use with bindin|

MAME  ISSUED TO  ISSUED BY  EXPIRATION DATE

localhost  localhost | 12/31,/2035 11:00:00 PR| DBBB96835CE332869B6CEBII4AFTS3647R153F82 (i

eate a Sel

CERTIFICATE HASH

igned Certificate

Certificate information

‘When using a self-signed certificate, there is no chain of trust. The certificate

has signed itself.

X.500 distinguished name:
Friendly name:

Key size (bits):

Valid from:

Valid to:

Create Self-Signed Certificate

| cn=TEST-11-155.domain.labnetwork.local

Flex AP

5/15/2017

5/16/2027

2048 T
™
™
oK Cancel
Save Changes Close

On-Net Surveillance Systems, Inc.



OO0O-Ocularis-Flex

Pre-Requisites Requirements

e  Windows 7 Professional or higher

e Message Queuing - Ensure the system has Microsoft Message Queueing (MSMQ) installed.

Install the OO-Ocularis-Flex

Install the OO-Ocularis-Flex by executing the installer package (i.e. OO-Ocularis-Flex Installer a.b.c.d.exe).

welcome [_ ]

Welcome to the
0O0-0Ocularis-Flex Setup Wizard.

The wizard will install 00-0cularis-Flex on paur campter,

It iz strongly recommended that you exit all \Windows programs
befare running thiz Setup prograri.

Click Cancel to quit Setup and then cloge any programs you hawve
unning. Click Mext bo continue with the Setup program.

<@+ 0nsSs|

WARMIMG: This program is protected by copyright lavwe and
international treaties.

SetupBuilder. com LCancel

Welcome dialog for the O0-Ocularis-Flex Setup Wizard to have Open Options DNA Fusion devices and
events delivered to Ocularis. Click Next to continue or Cancel to exit.

On-Net Surveillance Systems, Inc. 5



Select Destination Folder M=
Destination Folder @-
Click Mext toinstall b thiz folder, or click Change ta install inta a differant folder. OnSSI

Flease enter the location where wou would like ta install the program. Y'ou may twpe a new
falder name ar click the Change buttan ta find a new location.

Imztall D0-0culaniz-Fles to:

C:\Program FileshOnSS1400-0cularis-Flex Change... |

SetupBuilder. com < Back | Mest » I Lancel

Select Destination Folder where OO-Ocularis-Flex will be installed. Click Back to go back to the
Welcome dialog.
The default Install OO-Ocularis-Flex to location is

C:\Program Files\OnSSI\OO-Ocularis-Flex.

Click Change to modify this location or manually type your location in the text box. If the settings are
satisfactory then click Next to continue or Cancel to exit.

Ready to Install M=
Ready to Inztall the Program -@\-
The wizard iz ready to begin installation. onssl

If pou weant to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard,

Current S ettings:

Destination Folder
C:AProgram Filesh0nS 580 0-0cularis-Flex

Dizk Space Reguirements
1.225E

SetupBuilder. cam < Back LCancel |

Review the settings. If modification is needed click Back and make the necessary changes. If the settings
are satisfactory the click Next to proceed.

The plug-in will install.

On-Net Surveillance Systems, Inc.



Finish [_ [ <]

Setup Wizard Complete

The Setup wizard has successfully installed O0-Oculariz-Flex.
Click. Finizh to et the wizard,

<@+ 0nss|

SetupBuilder com Lancel

The O0O-Ocularis-Flex Setup Wizard has completed. Click Finish to exit the Setup Wizard.

On-Net Surveillance Systems, Inc.



Configure the OO-Ocularis-Flex

OO-Ocularis-Flex Installation & Configuration

The O0-Ocularis-Flex Config icon will be present on the desktop.

Click the icon to launch the OO-Ocularis-Flex Proxy Configuration dialog.

@ 00-Ocularis-Flex Proxy Configuration

(IP Addresses Service Control C Event Log

Ocularis Server Add

ularis Server Address —
Start Set Source in Ocularis
DNA Fusion Flex Address
Seconds to Throttle Events | 5 |
Do not show old events [_]
Devices Events
j

@ OnSSlI kil V54 (541258)

Initial 00-Ocularis-Flex Proxy Configuration dialog is displayed.

IP Addresses

Enter the IP Addresses information.

Ocularis Server Address

This is the address of the Ocularis Server (Base). i.e.192.168.12.168

DNA Fusion Flex Address

Enter DNA Fusion Flex Address. i.e. 192.168.11.155/dnafusion. Refer to #2a for custom site bindings.

On-Net Surveillance Systems, Inc.



OO-Ocularis-Flex Installation & Configuration

Get Assets

Click Get Assets to load the DNA Fusion assets into the OO-Ocularis-Flex Proxy.

® 00-Ocularis-Flex Proxy Configuration

~ P Addresses
Cculans Server Address

| 192.168.12.168 |

DMA Fusion Flex Address
| 192.168.11.155/dnafusior| |

~Sen

[-Devices
[

The available DNA Fusion Devices and Events will populate the Devices and Events panes.

® 00-Ocularis-Flex Proxy Configuration

1P Addresses Service Control = EventLog
Ocularis Server Ada
ularis Server Address it
192.168.12.168 T
== rce in Ocularis
DNA Fusion Flex Address
192.168.11.155/dnafusion Seconds t Throtte verts | 5
_ Do not show old events []
Devices Events
I [ Site: 1: Floor 1 - Blue Hill Plaza » O Deor
I [] site: 2: Floor 2 - Blue Hill Plaza 0 Am
[] Disarm

[[] Secure_or_lnactive

[ Alarm_or_Active

[ comm

[] Access_Areas

[] Manitor_Peint_Groups
[ Time_Triggers_and_Macros
[] Host_and_Operator
[ Access Granted

i [] Access Denied

I [] Mode

v [ Alarm_handling

I [] Other

<& OnSsl

V5.4 (5.4.125.8)
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OO-Ocularis-Flex Installation & Configuration

Click on the expand icon to expose all the information for the Devices and Events.

® 00-Ocularis-Flex Proxy Configuration

(|P Addresses
Ocularis Server Address
19216812168

DNA Fusion Flex Address
192.168.11.155/dnafusion

Get Assets

Service Control

Stopped

Stop

C ion Event Log

Set Source in Ocularis

Seconds to Throttle Events | 5

Do not show old events [

(- Devices

Events

4[] Site: 1: Floor 1 - Blue Hill Plaza
[] 1.2: Controller
12

mps
mps
O
O

1.2.A1: Card Door Area

1.2.T51: Always
1.2.T52: Business Hours
1.2.D1: Front Door
1.2.1.11: Input Point
12002
[ 12.02: Back Doer
[] 1203 Loading Dock
] 12R1: Front Door - Reader
4[] Site: 2: Floor 2 - Blue Hill Plaza
[ 22: Controller
[ 22.1: On board SIO
[ 22751 Always
[[] 22.752: Business Hours
[[] 22.D% Front Stairway
[[] 22.02: Back Stairway
[[] 22.D3: Office Safe

o

I [] Host_and_Operator
4
[ Access Granted: Unlocked
[[] Access Granted: (FC) Not Used
[[] Access Granted: (FC) Used
] Access Granted: APB Violation, Not Used
] Access Granted: APB Violation, Used
[ Access Granted: Duress, Used
[ Access Granted: Duress, Not Used
[ Access Granted: Door Not Used
[ Access Granted: Door Used
[ Access Granted: Unlocked (<<)
[[] Access Granted: Not Usad (<<)
[[] Access Granted: Used (< <)
[[] Access Granted: APB Violation, Not Used (< <)
[ Access Granted: APB Violation, Used (< <)
[[] Access Granted: Duress, Used (<<)
[[] Access Granted: Duress, Not Used [<<)
[ Access Granted: Door Not Used (<<)
[] Access Granted: Door Used (< <)
[ Access Granted: Pending Host Approval
[[] Access Granted: Pending Host Approval (< <)
[ Access Granted: Alarm Card Used!
[ Access Granted: Used/Not Used Will Follow
] Access Granted: Used/Not Used will follow (< <)
[[] AccessGranted: Alarm Card Used! (<)

<& 0OnSsl

Select the desired Devices and Events.
For this example we will have 2 Sites:
Site: 1: Floor 1 — Blue Hill Plaza and
Site: 2: Floor 2 — Blue Hill Plaza
and with 3 doors:
1.2.D1: Front Door
1.2.D2: Back Door
1.2.D1: Loading Dock
2.2.D1: Front Stairway
2.2.D2: Back Stairway and
2.2.D3: Office Safe.

Exit

V34 (5.4.125.8)

We are interested in the Access Granted: Door Used and Access Granted: Door Not Used events.

On-Net Surveillance Systems, Inc.



OO-Ocularis-Flex Installation & Configuration

® 00-Ocularis-Flex Proxy Configuration

rIP Addresses
Ocularis Server Address
Stopped
Eillly
DNA Fusion Flex Address
192.168.11.155/dnafusion

Service Control —————  ~Configuration

Event Log

Seconds to Throttle Events | 3

Stop Do not show old events [_]
Get Assets

 Devices [ Events

4 [m] Site: 1: Floor 1 - Blue Hill Plaza

[] 1.2: Controller

[] 1.2.MPG1: Group 1

[ 1.2.1: On board SIO

[] 1.2.M2: Door Locked Macro

[ 1.2.M1: Trigger Macro

[] 1.2.A1: Card Door Area

[0 1.2751: Always

[] 1.2.T52: Business Hours

1.2.01: Front Door

[] 1.2.0.11: Input Paint

1212

1.2.02: Back Door

1.2.03: Loading Dock

[ 1.2.R1: Front Door - Reader
4 [m] Site: 2: Floor 2 - Blue Hill Plaza

[] 2.2: Controller

[] 2.2.1: On board SIO

[ 2.2751: Always

[] 2.2.T52: Business Hours

2.2.D7: Front Stairway
2.2.D2: Back Stairway
.2.03; Office Safe

I [] Host_and_Operator

Fl

[] Aceess Granted: Unlacked

[] Access Granted: (FC) Not Used

[[] Access Granted: (FC) Used

[] Access Granted: APE Viclation, Not Used
[ Access Granted: APB Viclation, Used

[] Access Granted: Duress, Used

[ Access Granted: Duress, Not Us

] Door Used
[] Aceess Granted: Unlacked (< <)

[] Access Granted: Not Used (<<}

[] Access Granted: Used (< <)

[] Access Granted: APB Viclation, Not Used (< <)
[[] Access Granted: APE Violation, Used [« <)

[] Access Granted: Duress, Used (<<)

[ Access Granted: Duress, Not Used (< <)

[] Access Granted: Door Not Used {<<)

[ Access Granted: Door Used (<<)

[] Access Granted: Pending Host Approval

[ Access Granted: Pending Host Approval (<<)
[[] Access Granted: Alarm Card Used!

[] Access Granted: Used/Not Used Will Follow

[] Access Granted: Used/Not Used will follow (< <)
[] AccessGranted: Alarm Card Used! (<<)

<& 0OnSs|

Configuration

Set Source in Ocularis

Click Set Source in Ocularis to send the event source setup to the desired Ocularis system. The DNA

Fusion and Ocularis are now linked.

~Configuration

Set Source in Oculans

Seconds to Throttle Events | 3

Do not show old events ||

Seconds to Throttle Events

Optionally a value can be changed in Seconds to Throttle Events to ignore any like events being reported

for the number of seconds configured. This is 5 seconds by default.

V5.4 (5.4.1258)
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Do not show old events

Optionally, check Do not show old events if events that occurred prior to starting the service are not

desired. This is unchecked by default.

Service Control

Click Start to start the service. The Events will now flow from DNA Fusion to Ocularis using the OO-

Ocularis-Flex.

- Service Control

Started

LN
—+
o
-
—

Event Log

If necessary use the Event Log to verify the communication from the plug-in to the Ocularis Base.

- Event Log

View Log

The content of the Event Log can be used by Tech Support if assistance is needed.

P Event Log Viewer

Copy Pause Close

Started 8/18/2017 1:15:12 FM
Service has been stopped.
O0-Oculars-Fex (5.4.125.7) is starting.

Setting up to receive DMNAFusion system Event Motifications
Service has been started.

On-Net Surveillance Systems, Inc.



OO-Ocularis-Flex Installation & Configuration

Exit

Click Exit to exit the dialog.

On-Net Surveillance Systems, Inc.
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Ocular

is

Ocularis Administrator Configuration

Launch Ocularis Administrator.

The DNA Fusion events should appear on the right in the Events pane of the Servers/Events tab.

In our example these are 192.168.11.155 (DNAFusion) on 10.1.20.174 (OO-Ocularis-Flex)

Qn35l Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | Logs | Settings | About

ervers / Events

- [m] x

Servers Events

& Add. [ Resync | [ Fuse New B Batch Handle | [} Purge Closed _
| |[a] [

+ [ Actions » Generic Events

+ B 10.1.20.157 (Ocularis Ultimate Recerder)

» 10.1.20.157 (Ocularis Recorder) on 192.168.12.168
- 192.168.11.155 (DNAFusion) on 10.1.20.174 {00-Ocularis-Flex)
~ (33 1.2.D1: Front Door
Access Granted: Door Not Used
Access Granted: Door Used
~ (3 1.2.02: Back Door
Access Granted: Door Not Used
Access Granted: Door Used
~ [11.2.03: Loading Dock
Access Granted: Door Not Used
Access Granted: Door Used
~ (33 22.01: Front Stainway
Access Granted: Door Not Used
Access Granted: Door Used
~ (3 2.2.02: Back Stairway
Access Granted: Door Mot Used
Access Granted: Door Used
~ [0 2.2.03: Office Safe
Access Granted: Door Not Used

Access Granted: Door Used

» Composite Source

Associate cameras to the events you would like to monitor. Do this by expanding the cameras on the left
Servers pane and dragging and dropping a camera from the left pane onto an event on the right Events

pane.

Set up who can receive these alerts and when in the Distribution Group.

On-Net Surveillance Systems, Inc.



On35l Ocularis Administrator - [m] X

Servers / Events | Users / Privileges | Views Distribution Groups | Maps | Table Management | Assets | Logs | Settings | About

Distribution Groups

Distribution Groups

Events
B New Group < Al Available Events Enabled Events in this Distribution Group
~ [ Default + 10.1.20.157 (Ocularis Recorder) on 192.168.12.168 - 192.168.11.155 (DNAFusion) on 10.1.20.174 (00-Ocularis-Flex)
[ Events + Composite Source ~ (£31.2.07: Front Door
B users » OnGuard on 168 Access Granted: Door Not Used
2 Actions Access Granted: Door Used
Video Walls ~ [11.2.02: Back Door

(2] Weekly Schedule
Holiday Schedule

Access Granted: Door Not Used
Access Granted: Door Used

~ (331.2.03: Loading Dock
Access Granted: Door Not Used
Access Granted: Door Used

~ (£322.01: Front Stairway
Access Granted: Door Not Used
Access Granted: Door Used

~ [12.2.02: Back Stairway
Access Granted: Door Not Used
Access Granted: Door Used

~ [12.2.03: Office Safe
Access Granted: Door Not Used

Access Granted: Door Used

Generic Events

1) Click New Group to create a new event Distribution Group.

2) Identify the DNA Fusion events by expanding the event source and dragging and dropping the event(s)
from the center pane to the right pane.

3) Identify which users should receive alerts when these events take place. Select Users, expand the user
group and then drag and drop usernames from the center pane to the right pane.

4) Alerts will occur 24/7/365. If you would like to limit when the alerts get delivered, click Weekly Schedule
and modify the schedule.

For more details instructions, refer to the Ocularis Adminstration User Manual obtainable from the
About tab.

On-Net Surveillance Systems, Inc. 15



Ocularis Client

The system is now set to receive events from DNA Fusion into Ocularis. Launch Ocularis Client and use a Blank
Screen to view these events.

Oculars Client

16

Events

*Priority

5 Access Granted:

Access Granted:

Access Granted:

Access Granted:

Access Granted:

Access Granted:

Door Used

Door Used

Door Used

Door Used

Door Used

Door Used

00-0Ocularis-Flex

/1872017 12:57:45

71872017 12:57:28

/1872017 12:57:11

/1872017 12:56:50

871872017 12:56:31

/1872017 12:54:09

On-Net Surveillance Systems, Inc.



Miscellany

¢ On the configuration dialog, devices and events are only saved when the source setup is sent to Ocularis.

e To see additional data on the events being processed, add an xml node to the configuration settings file in
C:\ProgramData\OnSSNOnSSIFlexEventsService\OnSSIEventsConfig.xml

<debug/>

e The default polling interval is five seconds, this was suggested by Jeremy Brown at Open Options. The
polling interval can be changed by adding an xml node to the configuration settings file in
C:\ProgramData\OnSSI\OnSSIFlexEventsService\OnSSIEventsConfig.xml

<pollrate>8000</pollrate>

The value should be in milliseconds.

On-Net Surveillance Systems, Inc.
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Contact Information

On-Net Surveillance Systems (OnSSl)

One Blue Plaza
7th Floor
P.O. Box 1555

Pearl River, NY 10965

Website: WWW.0Nssi.com
General: info@onssi.com

Fax:

Sales Support: sales@onssi.com
PreSales Support se@onssi.com
Technical Support: support@onssi.com
Training: training@onssi.com
Marketing: marketing@onssi.com

18

845.732.7900

845.732.7999

845.732.7900

845.732.7900

845.732.7979

845.732.7900

845.732.7900

x 1

X2

x4

x5
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