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1

About This Guide

1.1

This document discusses the backup and restoration of the Ocularis Base configuration.

Related Documentation
Related documents are listed below.

Table 1-1: Related Documents

Ocularis 6.1 SP1 Release Notes November 2021
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2

Introduction

2.1

2.2

Regardless of the Ocularis model, the Ocularis Base component uses a Microsoft SQL Server

Express database to store configuration and authentication resources used by Ocularis.

This SQL database for the Ocularis Base software should not be confused with the databases

used to store live and recorded video and audio data.

Purpose

The purpose of this document is to identify the procedures on how to backup Ocularis configuration
and migrate the data to a new SQL server instance if necessary. The latest supported version of
SQL Server is SQL Server 2019

Target Audience

The target audience for this document is surveillance system administrators and/or database

administrators who are responsible for data integrity and system maintenance.
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the Backup/Import Tool (Recommended)

Backup of Ocularis Base Configuration Data
using the Backup/Import Tool (Recommended)

3.1

The following procedure backs up the data in the SQL Server database used with Ocularis Base.

Use this procedure when you:
e need to switch the hardware used for Ocularis Base
e need to recover after reinstalling the operating system
e desire to make a system backup

This procedure may be used to backup Ocularis Base data with any Ocularis model. Please note

that it will only back up configuration information from Ocularis Base.

Summary of Steps

The new tool dramatically improves the process of backing up and migrating the Ocularis Base
configuration without the need to be an expert in using SQL Management Studio.

1. Download the “Ocularis Base Transfer Tool” from the Qognify.com website
2. Launch the tool

3. Select “Backup” or “Restore”

Select Option _ %
Select Option
Select an option below and click Next to continue.
Please select one of the fallowing options:

() Backup
() Restore

[hees ][ conce

4. |If creating a configuration backup, here are the options:

a. Select SQL (Ocularis configuration) and or 1IS (Maps, Bookmarks, Assets)
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Select Options - X
Select Options.
Select the options below and click Next to contrnue
Please sslect at least one option:
JsaL
s

T

b. Next, select where to back up the data:

Select Destination Folder - X

Destination Folder
Clck Neat to use this folder. or cick Change to use a different folder.

Please enter the backup output path. You may type & new foider name or click the Change
button to find a new location

Backup output path:
|C-\Wisers\Administrator\Documerts Change.

oo [Tt ]| Corce

c. The tool will get to work gathering all the data. The application will let you know
when it is done.

Completed

SQL backup completed
IS backup completed

Click Finish to ext the wizard

C\Users\Administrator\Documents

5. If restoring a configuration, here are the steps:

a. Select the archive file (a 7-Zip file) created by the tool:

Select File — X

Select an archive file
Please select an archive file

Please enter an archive file name path. You may type an archive fie name path fincluding .7z)
or click the Change button to select an archive file

Archive file name:

| | change.

< Back Next > Cancel
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b. Once done restoring, the application will show the following:

Completed

SQL restore completed.
1IS restore completed

Click Finish to exit the wizard
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4 Backup of Ocularis Base Configuration
DataUsing Manual Process (Not
Recommended)

The following procedure backs up the data in the SQL Server database used with Ocularis Base.

Use this procedure when you:
e need to switch the hardware used for Ocularis Base
e need to recover after reinstalling the operating system
e desire to make a system backup

This procedure may be used to backup Ocularis Base data with any Ocularis model. Please note

that it will only back up configuration information from Ocularis Base.

4.1 Summary of Steps

1. Backup Ocularis Service Folders (only if using maps, icons, and bookmarks)
2. Backup the Ocularis Base SQL Database.

If you intend to migrate the database to another machine:

Install Ocularis Base

Restore the Ocularis Service Folders

Restore the Ocularis Base SQL Database

Modify the Security Settings in the SQL Database

a0 T w

4.2 Backup Ocularis Service Folders

(Move to next step if you don’t wish to backup maps, icons, and bookmarks)
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4.3

Backup of Ocularis Base Configuration DataUsing
Manual Process (Not Recommended)

Figure 1 Backup Service Folders
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Back up the existing Ocularis Service folders. These folders store resources used in Ocularis and are found
in the following directory on the Ocularis Base Server machine:

C:\inetpub\wwwroot\OcularisService
Folders to back up include:

e Assets

e  Bookmarks?!

e EventThumbnails
e Icons

e Maps

Copy these folders to an external source such as a thumb drive or network share.

1 This is the default location for Bookmarks. During the Ocularis Base installation this location may have
been changed by the system administrator

Backup the Ocularis Base SQL Database

Use this procedure to back up the database used to store Ocularis Base configuration data.
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4.3.1 To Backup Ocularis Base SQL Database

1. Loginto SSMS (SQL Server Management Studio).
If you need to install SSMS, please refer to page 21.

2. Once logged into SSMS, expand the Databases folder and right-click the VSEvents
database.

3. Choose Tasks > Back Up...

Figure 2 Backup

"\-. Microsoft SQL Server Management Studio i

File Edit Vew Tools Window Community Help

P Newouery | [y [ |7 H 3 | B
Object Explorer

Connect~ | #3 &1 m T [Z] &§
= L6 YM2-2003\OCULARISSERVER (SQL Server 10.0.11

[=] [ Databases
[ System Databases

¥

3 Security MNew Database...

[ Server ( Mew Query

[ Replicati ;

E3 Manage Script Database as »

Tasks » Detach...

Paolicies » Take Offline
Facets Bring Online
Start PowerShell Shrink »
Reports 4 I EackUp % N |
Rename Restore .,

St G *\m-hw‘ww*u‘-*

4. On the General page of the Back Up Database pop-up, take note of the Destination
path and Name of the Backup set (or choose one yourself).
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Figure 3 General > Backup Set

§ Back Up Database - ¥SEvents

=101]
;S Script ~ Eﬁ Help
Source
Database: ]VSEvents LI
Recovery model: ]SIMF'LE
Backup type: I Full L‘
™ Copy Only Backup
Backup component:
@ Database
mvoups: | \J
( Backup set )
\!‘k |V5Events-FuII Database Backup‘/
Description: |

Backup set will expire:
* After: 0

| days
C o 2 I—
Server: Destination
VM2-2003\0CULARISSERVER W
Connection:
VM2-2003\Demo

33 View connection properties

Add... |
Remave |

e |
Ready

coce |

DN

5. On the Options page, select these options:

a. Inthe Overwrite media section, choose ‘Overwrite all existing backup sets’
b. Inthe Reliability section, check ‘Verify backup when finished’
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Figure 4 Options > Overwrite Media

. Back Up Database - ¥SEvents 3

5 =1olx]
i _ electapage .5 Seript + %) Help
% —_— —
<$ Ovenwrite media
' Back up to the existing media set

TP ee R TECRUD set

' Dvenwiite all existing backup sets

I Check media set name and backup set expiration

Media set name: I
" Back up to a new media set, and erase all existing backup sets
New media set name: I
New media set description: I i'l
ﬁeliabilily —
IV Veiify backup when IinisheQ
B = T edia
N [~ Continue on error
S
Server. € Truncatethe transaction o
VM2 2003\0CULARISSERVER e
i £ Back up the tail of the log, andleave the database in the restoring state
Connection:
WM2-2003\Demo Tape diive
24 View connection piopeties I~ Unload the tape sfterbackup
H I™ | Bewind the tape before urloading
Ready Set backup compression: l Use the default server setting LI
Corc
4
c. Click OK.

Once the task is completed, copy the Backup file to an external source.

4.4  Migrating Backup Data and Database

Use the following procedure to migrate the Ocularis database to a new or rebuilt server:

1. Install the Ocularis Base software component on the new or rebuilt server.

a. You must notify Qognify that you have installed Ocularis Base on a server. We

can increase your license activation count so you may activate this new server.

Once the Base component is installed, and Qognify has increased your
activation count, please activate your license at this time.

Page 10 of 24




Ocularis Configuration Database Backup Guide Backup of Ocularis Base Configuration DataUsing

Manual Process (Not Recommended)

Figure 5 Stop Event Coordinator Service

=
File Action Vew Help
@ B EDR @B > =8 1w
% Services (Local) Mame /. I Description I Status ] Startup Type [ _A_|
%gica] Disk Manager Detects an...  Started Automatic
%Logical Disk Manager Administrative Service Configures... Manual
%Message Queuing Provides a... Started Automatic
%Message Queuing Triggers Provides ru... Started Automatic
%Messengev Transmits ... Disabled
%Microsaft Software Shadow Copy Provider Manages s... Manual
%Net Logon Maintains a... Manual
%Net.Tcp Port Sharing Service Provides a... Disabled
%NetMeeting Remote Desktop Sharing Enables an... Disabled
Metwork Connections Manages 0... Started Manual
%Network DDE Provides n... Disabled
%Network DDE DSDM Manages D... Disabled
Metwork Location Awareness (NLA) Collects an... Started Manual
%Network Provisioning Service Manual
s%NT LM Security Support Provider Started Manual
OnSSI Event Coordinator Service Centralizec Started Automatic
%Performance Logs and Alerts Collects pe... Automatic
B0l snd Dlaw Frshlac = - Skarkad Ayikamakic %
& .
Extended ), Standard /
| I |

2. Stop the Qognify Event Coordinator Service in local services.
3. Paste (replace) the folders backed up from

4. on page 6 into the directory:
C:\inetpub\wwwroot\OcularisService

5. Install SQL Server Management Studio (SSMS) on your new Base server. (see How
to Install SQL Server Management Studio on page 21.

6. Once installed, log into SSMS using the Windows Account.
a. Expand the Databases folder and right-click the VSEvents database.
b. Choose Tasks > Restore > Database...

7. On the General page of the Restore Database pop-up, in the ‘Source for restore’
section:

a. Choose From device, and click the ellipses to browse for the file.
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Figure 6 Restore

@ Restore Database - ¥SEvents - |DI XI‘
Selectapage | 55 seipt + I Help
2 General
- Options o e
Select or type the name of a new or existing database for your restore operation.
To database: [VSEvents =l
To apoint in time: IMosl recent possible '
Source for restore
Specify the source and location of backup sets to restore.
IVS Events ;]
Select the backup sets to restore;
Restore | Name |c | Type | Serer
Server:
WM2-2003\0CULARISSERVER
Connection:
WVM2-2003\Demo
47 View connection propetties
Ready
T | il
Coct |
==,

b. Browse for the Backup file saved in Backup the Ocularis Base SQL Database
on page 7.

Figure 7 Browse for Backup

V200TIDCULARISSERVER (508 Server 10.0.164
14 Databuses

it e i

) [ Mecsusoh SO Server

1 £ Miciosslt SOL Sarver Conpact Edtion
4 (23 Mierozoh Synehicrzahon Senaces
91 (4 Mecsoroh Visud Shado 0

.
= (3 MSSQUID DCLLARISSERVER
= 3 MSS0L

1) VSEvents NewDlsck bak

Salactad pas |C \Program Fles\DeSS1\Doudans Dace\SOL'M 2

Fles of fype: [Backug Fimat” bk "4l =

Fio povers
I |

c. Select the .bak file and click OK.

d. Mark the check box for the backup set to Restore.
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Figure 8 Check Restore

‘ Restore Database - ¥YSEvents ]

) =10l
Selec(apage ¥ .5 Seript + I Help
& General
# Opt
Eabbme Destination for restore
Select or type the name of a new or existing database for your restore operation,
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To a point in time: [Most recent possible
Source for restore
Specify the source and location of backup sets to restore.
" From database: IVSEvenks j
& From davice: [EADRESIWVSE vents bak )
Select the backup sets to restore:
N, I Co ent | T
N
Server:
WM2-2003\0CULARISSERVER
Connection:
WM2-2003\Demo
47 View connection propetties
Ready
e |

cocs |

8. Inthe Options page, check the box to ‘Overwrite the existing database (WITH
REPLACEY).

Figure 9 Overwrite Existing DB

‘ Restore Database - ¥SEvents

L =10l x|
Selectapage ;s Seript » [B Help
2 General
P
' Epeos Restore options
he.
I~ Prompt before restoring each backup
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Original File Name I File Type I Restore As I
YSEvents | RowsData c:\Program Files\OnSSI\Oculari... _|
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Recovery state

o Leave the database ready to use by rolling back uncommitted transactions. Additional
transaction logs cannet be restored. (RESTORE WITH RECOVERY)

¢~ Leave the database non-operational, and da not roll back uncommitted transactions. Additional
E transaction logs can be restored. [RESTORE 'WITH NORECOVERY)
erver
VM2-2003\0CULARISSERVER
c i ¢~ Leave the database in read-only mode. Undo uncommitted transactions, but save the undo
V&?Sgggr\]bemo actions in a standby file so that recovery effects can be reversed (RESTORE WITH STANDEY)

47 View connection propetties

Standby file: | N

Cace_|

9. Click OK.

Process should execute successfully.
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If the process fails:

e Leave the Restore Database screen open. (This is likely due to there being active connections to
the database).

e Restart the service SQL Server (OCULARISSERVER)
e Click OK on the Restore Database screen.

It should execute successfully.

4.5 Recreating the Ocularis User

For the restored database, you must recreate the Ocularis User.
1. Expand the VSEvents database.

a. Expand Security.

b. Expand Users.

c. Ifyou still see the OcularisUser here, right-click the username and delete this user.
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Figure 10 Ocularis User

File Edit View Debug Tools Window Community Help
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Figure 11 Delete User

X, Delete Object R E—— ety Ry e — |EM|

—— . — - — o
Object to be deleted
Object Name Object Type 0. Status Message
i OcularisUser Login

e

Deleting server logins does not delete the database users assocdated with the logins. To complete the
process, delete the users in each database. It may be necessary to first transfer the ownership of
schemas to new users,

= [oc ][ conca ]

Server:
BASEIMOCULARISSERVER

Connection:
boop

4 View connection properties

Progress

@ Execution canceled.

= T — e — — e — — ———--—-::

d. Click OK.

2. Under the Security folder, right-click the OcularisUser account and choose Properties.
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Figure 12 User Properties
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3. Onthe User Mapping page, select the VSEvents database.

a. For the Default Schema field, enter dbo

b. Check the box next to the db_owner under ‘Database role membership for: VSEvents’.
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Figure 13 User Mapping
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4. Expand the Security folder under the VSEvents database again.

The OcularisUser account should appear in the Users folder now.

5. Right-click the OcularisUser account and choose Properties.
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Figure 14 Properties of User
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a. Inthe General page, scroll down the Role Members window, select the db_owner and
click OK.
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Figure 15 Select db_owner
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b Script ~ [ Help
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Schemas owned by this user:
Owned Schemas
db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter

Database role membership:
Role Members

I~ db_datareader

I~ db_datawriter

I~ db_ddladmin
db_denydatareader

r
r
F

4.5.1

Testing the changes

1. Start the Qognify Event Coordinator Service. The service should start successfully.
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Figure 16 Start Event Coordinator Service

%4 Services : = o x]
File Action Wew Help
¢« B ERR| @E|> 8 1 »
% Services (Local) Mame / ] Description l Status ] Startup Type ] ;I
Logical Disk Manager Detects an... Started Automatic
6%Logical Disk Manager Administrative Service Configures... Manual
%Message Queuing Provides a ... Started Automatic
%Message Queuing Triggers Provides ru... Started Autornatic
Messenger Transmits ... Disabled
%Microsoft Software Shadow Copy Provider Manages s... Manual
%Net Logon Maintains a... Manual
%Net.Tcp Port Sharing Service Provides a... Disabled
%NetMeeting Remote Deskkop Sharing Enables an... Disabled
%Network Connections Manages o... Started Manual
%Network DDE Provides n... Disabled
%Network DDE DSDM Manages D... Disabled
%Network Location Awareness (MLA) Collects an... Started Manual
%Network Provisioning Service Manages X... Manual
%NT LM Security Support Provider Provides s...  Started Manual
t0OnSSI Event Coordinator Service Centralized... Started Automatic
%Performance Logs and Alerts Collects pe... Automatic
& Dliin 2nd Dl Epshlagas  GEarbad Akikcrsatis w2
5 |
Extended A Standard /
I

4.6 How to Install SQL Server Management Studio

SQL Server Management Studio is required in order to back up the Ocularis configuration database.
SSMS can be installed on any machine. However, for ease of use, we recommend installing it on the
Base server itself.

4.6.1 To Install SQL Server Management Studio

1. Download SQL Management Management Studio

2. Once the download completes, right-click the .exe file, and select ‘Run as
Administrator’ to run the setup file.

Baaaaaaam. N B 222 =
Downloads » 55MS

Share with + Burn Mew folder

MName

CE| en_sql_server_2008_r2_management_studio_express_xB6.exe 12/5/2013 11:35 &AM

Open
'@' Run as administrator

Troubleshoot compatibty
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3. Select the ‘Installation’ section and click the option ‘New installation or add features
to an existing installation.’

%3 SQL Server Installation Cen =l

Planning @
o Launch a wizard to install SQL Server 2008 R2 in a non-cl\l}red environment or to add
features to an existing SQL Server 2008 R2 instance.

4. Check the box for ‘Il accept the license terms’ and click the Next button. The installer
will proceed to install Setup files.
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5. Onthe feature selection screen, if not already checked, check the box next to
‘Management Tools — Basic’, and then click Next.

45 SOL Server 2008 R2 Setup = | O |

Feature Selection

Select the Express with Advanced Services features to install.

Setup Support Rules Features: Description:
Feature Selecti -

ure sefection Instance Features Server features are instance-aware and have
Installation Rules Shared Features their own registry hives. They support

Management Tools - Basic multiple instances on a computer.
5QL Client Connectivity SDK
Redistributable Features

Disk Space Requirements

Error Reporting

Installation Cenfiguration Rules
Installation Progress

Complete

Select Al ” Unselect All ‘

Shared feature directory: c:\Program Files (x86)\Microsoft SQL Server!

\ < Back ‘ | MNext > | I Cancel I I Help

6. On the Error reporting screen, click Next.

The installation should begin. If you encounter any other prompts, use the default
setting and click Next to proceed.

The installation can take around 5 minutes to complete.

After the installation, you should see a success screen.

7. Click Close, and then you may also close the main ‘SQL Server Installation Center’
window.

Page 23 of 24



Ocularis Configuration Database Backup Guide Backup of Ocularis Base Configuration DataUsing
Manual Process (Not Recommended)

4.6.2 To Open SSMS

1. To open SSMS, click on the Windows Start > All Programs > Microsoft SQL
Server Tools > SQL Server Management Studio.

2. Onthe Login screen, use the default values and click Connect

You should be logged in. (your server name will be different but the database name
should be ‘OCULARISSERVER).

=0 Connect to Server ox

SQL Server

Servertype: | Database Engne W |
Server name: |.r"\F{IF{EC \OCULARISSERVER w |
FAuthentication: |Wnd0ws Authentication W |
MO0 robinsona
Comnect || Cancel Hep | [ Options >
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