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1 About This Guide

Overview

This document describes how to administer and configure Ocularis.

1.1 Related Documentation

Related documents are listed below.

Table 1-1: Related Documents

Document Name Version File Type Date

Ocularis 6.1 Release Notes 6.1 PDF August 2021
Ocularis Installation & Licensing Guide 6.1 PDF August 2021
Ocularis Client User Manual 6.1 PDF August 2021
Ocularis Viewer User Manual 6.1 PDF August 2021
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2 Introduction

The Ocularis Platform consists of the following components:

e Ocularis Base — server software application that regulates and manages data flow between video

client users, recording servers, video wall management, event management, and alerting.

e Ocularis Administrator - The front-end software application used to configure and manage Ocularis
Base.

e Ocularis Client — The award-winning video client application used to view and monitor surveillance

video.

e Ocularis Recording Component — Camera management and recording software. Each model of

Ocularis contains a corresponding recording component application.

e Ocularis Recorder Proxy — This component manages many aspects of Ocularis, including
transmitting events from recorders to Ocularis Base, managing multiple live streams from cameras,
handling PTZ presets, optimizing the best stream to use with Ocularis Web or Mobile, and much

more. Itis an essential component and should be installed on every Ocularis system.

e Ocularis Media Server— This component allows for the viewing of Ocularis video using a web browser
(Qognify Web) or mobile device (Qognify Mobile Client)

e Optional Add-On Applications — these currently include:
= Remote VideoWall
= Ocularis OpenSight™

= Various third-party integrations

For all Ocularis models, configuration of Ocularis is performed using the Ocularis Administrator application.
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3 Overview

Ocularis is a distributed, video-centric, PSIM (Physical Security Information Management) software platform,

which offers central event, user rights, video distribution, and system management.

Ocularis supports:

e The ability for the user to view, manage and record video from an unlimited number of IP and non-IP
video surveillance cameras at multiple sites.

e The management of short- and long-term video storage and combine video with non-video alerts,
resulting in automatic video delivery to subscribers of interest.

e The utilization of off-the-shelf hardware and facilitates the integration of new technologies, thus
combining the detection and distribution of video events with data and alerts received from a host of
physical security and transaction systems.

e The use of separate or common networks, VLANS, or switches for connecting cameras to the
recording servers and video clients. This provides physical network separation between the camera
and servers/clients.

e The use of VMware to run recording servers and client applications on virtual computers, servers, and

networks.

Ocularis consists of the following software components:

e QOcularis Base — This component provides for:
o system-wide management

user access

shared event management

O O O

alarm and event correlation
o video access and distribution
Ocularis Base regulates and manages the flow of data between video client users, connecting

recording servers and integrated alerting applications using an SQL database. This allows creating
composite events from multiple detection systems, sharing resources between video client users,
sharing bookmarking and event handling among multiple users at multiple sites, and managing all
user authorization data. The front-end application used to manage Ocularis Base is the Ocularis

Administrator.

e Ocularis Recorder Software — This component provides for video recording, camera

management, and archiving configuration.

e Ocularis Client — This award-winning component is the user interface for accessing the video,

managing alerts and shared event handling, and observing Video Wall environments.
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e Ocularis Media Server — This component allows users to access Ocularis video with a web
browser (Qognify Web) or mobile device (Qognify Mobile Client).

e Add-Ons and Integrated Applications — includes Remote Video Wall and Ocularis OpenSight.
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4 Prerequisites

Before using the Ocularis Administrator application, the following steps should be completed:

1.
2.
3.

Ocularis Base server software should be installed.
The Ocularis Base license should be activated.

Ocularis Administrator software application files are automatically installed on the Base
computer. You may also want to install this application on additional computers on the
network.

Ocularis Recorder(s) should be installed and configured with cameras.

See the Ocularis Installation & Licensing Guide for instructions on all steps listed above.
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5 Ocularis Administrator

The Ocularis Administrator is the software application used for configuring Ocularis Base. This includes
managing recorders and the configuration of users, groups, cameras, maps, events, and video walls.
The Ocularis Administrator application is primarily used by system administrators. This application may
be installed on any machine with connectivity to the Ocularis Base computer. It is also automatically

installed on the Ocularis Base computer. It may be installed on more than one computer.

5.1  Ocularis Administrator Login

e Launch Ocularis Administrator: ﬂ

» from the desktop icon oc
Administrato

r (64-bit)

» or from the Windows menu Start = All Programs = Qognify = Ocularis
Administrator

Figure 1 Ocularis Administrator Login Screen

Clognify
OCULARIS

Administrator Login

Username
Password

Server
Authentication | Basic E

0 Remember Login

e Fill out the dialog based on the following:

Username Enter the username for an account created with Ocularis
Administrator. For first time access, enter the username: admin

Password Enter the corresponding password for the username entered.
For first time access, enter the password: admin
The first time you login after a fresh install, you will be asked to
change this password. See Change Password Upon First Time
Login below.
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Server Enter the IP address where the Ocularis Base server software
is installed. Using ‘localhost’ is acceptable if Ocularis Base is on
the current machine. If the IIS port is anything other than 80, add
“:port#” to the IP address.

Authentication Of the choices [Current User], Windows or Basic, select
Basic for first-time use.

Remember Click this checkbox to have the application remember your login
Login credentials for subsequent logins.

Version Number = The Ocularis Administrator software version number is located
in the lower right portion of the Login screen.

e When complete, click the Log In button.

Tip: We recommend that you change the password for the Admin
account immediately for security purposes.

Note:  If you receive the following error message when logging in: “An unsecured or
incorrectly secured fault was received from the other party. See the inner
FaultException for the fault code and detail”, check that the date and time on
the PC with Ocularis Administrator is synchronized with the date and time on
the PC with Ocularis Base.

5.2 Schedules for Logins

Administrators can control when users can login to Ocularis Client, Ocularis Web, Ocularis Mobile,
and even Ocularis Administrator. For Ocularis Administrator, all members of the ‘Administrators’
user group have unlimited access to the application. For Group Administrators, access to Ocularis
Administrator follows the same schedule set for client applications. If a Group Administrator

attempts to login to Ocularis Administrator during an unapproved time, they will see this message:

Figure 2 Unauthorized Login Attempt by a Group Administrator

OnS5| Ocularis Administrator X

l i Access Denied - You are not authorized to log in at this time.

5.3 Change Password Upon First Time Login

After you install Ocularis the first time, you will be prompted to change the admin password.
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You may use any characters, numbers, symbols, upper or lowercase. You can click the 'Show
Password' checkbox to see what you type. You will receive feedback on the strength of the

password (weak, moderate, or strong) and confirmation when both passwords match.

For upgrades, you will get this prompt if your admin account password is still set to ‘admin.’ If

you've already changed it to something else, you will not be prompted.

5.4 Dual Authorization

In some instances, system administrators may not want specific users to have unfettered access
to Ocularis video. They may, however, want to allow access on a case-by-case basis. In this
instance, the system administrator can set the user’s account to ‘Deny’ the privilege of ‘Login to
Ocularis Client’ from the Users / Privileges Tab. When the user needs to access video, their login

attempt will yield:

Figure 3 Login Approval Needed

Login Approval Needed

Username | |

Password | |

Authentication @ Basic O windows

Submit Cancel

Another user with the privilege ‘Login to Ocularis Client’ set to ‘Allow’ must enter their own account
credentials for the original user to gain access. This is called the “Four Eyes Principle.” Record of
the approval login will be registered in the Audit Log. The approving user must either be an
administrator (i.e., a member of the Administrators group) or a member of the same user group
as the original person logging in. Someone who is not an administrator or not from the same user
group may not approve the login for a member of a different user group. For more information,

see on page 80.

5.5 Ocularis Administrator Log Off

When you close the Ocularis Administrator application using the Windows Close button (the X’ in

the upper right corner), you have the option, similar to Ocularis Client, to Log Off or Shut Down.
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Figure 4 Log Off or Shut Down

Log Off Ocularis Administrator

Log OFf Shut Down

Cancel

e Log Off - this option will log the current user out of the system and return you to the
Ocularis Administrator Login screen. It allows you to either log into the same Base as a
different user or to log into an entirely different Base.

e Shut Down — this option will log the current user off and close the application. You will
need to re-launch to see the login page.

e Cancel - this option closes the dialog and returns you to the Ocularis Administrator
application.
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6 The Ocularis Administrator Interface

When you launch Ocularis Administrator, the resulting screen is a window comprised of a
series of tabs.

Figure 5 Ocularis Administrator Interface

4 Ocularis Administrator - [m] X

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Servers / Events

Servers Events
B Add.. _ [ Resync B Batch Handle B} Purge Closed _
| /@] |

* [adl Actions + Generic Events

+ Composite Source

Each tab serves to provide the system administrator with the ability to configure the various

aspects of the video management system.

6.1 Ocularis Administrator Tabs

« Server/ Events Tab

e Users /Privileges Tab

« Views Tab

o Distribution Groups Tab

« Maps Tab
« Table Management Tab

« Assets Tab

¢ System Status Tab

« Logs Tab
e Settings Tab
« About Tab
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6.2 Ocularis Administrator Process Flow

A typical process flow for administrators to use when first configuring the system with Ocularis

Administrator is as follows:

1. Import system recorders using the Servers / Events Tab.

2. Create users and groups and assign device privileges in the Users / Privileges Tab.

3. Create views for the user groups in the Views Tab.
4. Enable and configure the Audit Log in the Settings Tab.

5. Determine if you want Ocularis Client users to receive a version check in the Settings
Tab.

6. Import maps, icons, and sound files in the Assets Tab.
7. Configure maps with cameras and views for use in video walls in the Maps Tab.

8. Create video wall names and assign video wall privileges in the Users / Privileges Tab

9. Identify events and cameras you would like to monitor in the Server / Events Tab.

10. Identify the alert distribution and actions for system configured events in the

Distribution Groups Tab.

11. Configure tags, classifications, and cases in the Table Management Tab. Tags,

classifications, and cases are used when handling events and saving bookmarks.
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7 Server / Events Tab

This tab is used to manage recorders, servers, and events within the Ocularis environment.

Figure 6 Servers / Events Tab

% Ocularis Administrator - O X

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Servers / Events

Servers Events
@ Add... _ e Resync % Batch Handle s Purge Closed _
\ @] |

* Ll Actions b Generic Events

+ Composite Source

The tab contains two panes: Servers and Events. Administrators identify various servers
used in the system, including recording components (NVRS), in the left pane and configure
events in the right pane.

7.1 Servers Pane

Configuration and information from existing recorders and servers to be used with Ocularis need
to be imported into the Ocularis Administrator. This is done within the Servers pane of the Servers
/ Events Tab.

7.2 Servers Toolbar

The toolbar in the Servers pane of the Servers / Events Tab controls server-related functions.

Figure 7 Servers Pane Toolbar

EL Add.. B} edit Bk Delete

7.3 BriefCam

For systems licensed for BriefCam, there will be an option under the Servers pane called
"BriefCam.”
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The Administrator user can right-click on the BriefCam option and select Edit to enter in or update
the IP Address of the BriefCam server. No other configuration is needed inside Ocularis
Administrator to configure the BriefCam system.

7.4 Adding a Server

To add a recording component to Ocularis Base, follow these instructions. The recorder that you
may add is determined by the Ocularis SLC video channel licenses purchased. You may mix and
match new or legacy recorders in Ocularis Base for the same level recorder as the Base or lower
when using PRO, ENT, or ULT. For instance, if you have Ocularis Ultimate, you may add any
supported NVR (provided you have purchased licenses for it). This includes any v5 recorder, v4
recorder, or even NetDVMS and NetDVR. If you have Ocularis PRO Base, you may not add
Enterprise or Ultimate recorders. With a RecOn5 Base, you also may not add any additional

recorders.

1. Inthe Servers / Events Tab, click the Add button.

Figure 8 Add Server

B Add Server ®

Add Server

Add a new Server into the system

Host : [ Enable NAT
Alternate Label :

Login Type : Basic J
Username :

Password :

Use OpenSight: []

B
o

Cancel

2. Inthe Host field of the resulting pop-up window, enter the IP Address or hostname and,

in some cases, the port number of the server to be added to the Ocularis Base system.

¢ If the port number for the recorder or camera is 80, there is no need to enter
it.

e If the port number for the Ocularis recording component is set to the default
value of 60000, there is no need to enter it.
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e Otherwise, use the following format:
IP Address:Port Number

For example, on an Ocularis Recorder:

IP Address of Server: 192.168.10.111
Port for recorder: 80
Enter: 192.167.10.111

Note: For Ocularis Ultimate, Ocularis Enterprise, and Ocularis Professional,
enter the IP address or hosthame of the Main Core Server

For Ocularis Professional or any installation with multiple Main Cores, do
this for each Main Core in the system

You do NOT need to specify the default port of 60000

‘localhost’ is not supported

3. If NAT is used due to one or more components requiring access from outside the
firewall, click the Enable NAT checkbox and refer to the document How To Configure
NAT with Ocularis.

4. If you would like to change the label on the server you are adding, you may enter an
Alternate Label next. This label appears only in the Servers/Events tab or in the
Remap Cameras Setup screen. The default is to use the IP Address or Hostname
followed by the recorder name. For example 192.168.11.122 (Ocularis Enterprise

Recorder).

5. Select the Login type from the drop-down. Choose from Basic or Windows-based on

an account located on the recording component with full access rights.

6. Enter a User name for the corresponding user account with full administrative access

rights.

Note:
For Ocularis, enter an account on the Main Core Server.
For legacy Ocularis LS/ES, enter an account on the Management Server.
For legacy Ocularis PS/IS/ICS/NetDVMS, enter an account on the recorder.
The user name is case-sensitive.

7. Enter the password for the username entered. The password is case-sensitive.

8. If importing an OpenSight recorder, check the Use OpenSight checkbox to apply

OpenSight licenses. See page 210 for more information on OpenSight.

9. Click Add.
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The recorder/server should now appear in the list.

Note: if the server you are importing has more cameras than your Ocularis license
allows, you will receive a warning message that the number of cameras
exceeds the amount licensed.

For Editing a Server, see page 15.

For Deleting a Server, see page 16.

7.5 Secondary Core Redundancy

This feature applies to Ocularis Ultimate and Ocularis Enterprise only.

When you add a recorder (Main Core) to Ocularis using Ocularis Administrator, the system will
automatically look for a Secondary Core at the root level. If found, the Secondary Core will
automatically be assigned as backup in the database. Then, in an instance where an Ocularis
Client user logs in and the Main Core is unavailable, the user will still be able to access video via
the Secondary Core.

For upgrades or if you add a Secondary Core to the recorder after you've already added the Main
Core to the Base, manually refresh the Main Core on the Servers / Events tab (see To Update a
Server’s Configuration on page 14).

7.6  Post Configuration Steps

Once you've added a recorder to Ocularis Administrator, you're not quite done. There are a few
minimum steps to take to use the system.

1. Assign the cameras from the recorder to applicable User Groups. Create these
groups in the

Users / Privileges Tab.

2. If your recorder has configured Triggers, privilege these to User Groups in the
Users / Privileges Tab.

3. If your recorder has configured Event Interfaces, privilege these to User Groups in
the Users / Privileges Tab.

4. Create views for the User Groups to view the camera video in the Views Tab.
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7.7 Servers List

As Main Cores/recording servers are added to Ocularis, the resulting Servers list presents these
as collapsible and expandable by clicking the symbol in front of the list item. Cameras,
Microphones, and sometimes Speakers, Relay, Alerts, and Inputs are imported from recorders,
as shown in Figure 9.

Figure 9 Added Recorders

% Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Grouy

Servers / Events

Servers

B Add.. .

4 Actions
> E 10.1.30.106 (Ocularis Ultimate Recorder)
~ L) Cameras
¥ Axis 216-106
# Axis Hallway-106
¥ Axis LPR-106
¥ Axis P1347
# Axis P3245-106-On Demand
# Diane iPad-106
# DI Office-Axis P3384-V-106
# GrandEye Hall-106
# Hanwha SNP-6320HN-PTZ-106
# Hanwha SNV-6013
# Lab Axis P3365-106
# Lab Axis Q6034-106

4 Triggers

Unless you've used an Alternate Label for the Server, the recording component is displayed by its
IP address followed by the type of recording component (e.g., Ocularis Ultimate Recorder Expand

the node to view the camera name and license checkbox.

WARNING:
The camera names listed here are those assigned in the recording component. Please note that
certain special characters are not supported by Ocularis and, if included in a device name, may
cause erratic or non-functional behavior. We recommend you avoid all special characters in
camera names and events, including (but not limited to):

<> & """ N2 ][]
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7.7.1 Missing a Recorder Proxy

The Ocularis Recorder Proxy (formerly call the Event Proxy) is a required «
component for Ocularis to function correctly. If you see an icon adjacent to a

server in the list in the Servers pane of the Servers / Events Tab, and it is Recorder
shown as a solid color image, it means that you have not installed and/or Proxy lcon
configured the most current version of the Recorder Proxy. You can position the mouse over the
icon to see the tooltip description: “This recorder does not have a Recorder Proxy configured.” as

shown in Figure 10 below.

Once you install and configure the latest Recorder Proxy, the icon should disappear. Refer to the
Ocularis Installation & Licensing Guide for instructions on installation.

Figure 10 Missing or Outdated Recorder Proxy

% Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Set

Servers / Events

Servers Events
@ Add... e Resync
[ |[8]

1) Actions + Generic Events
» a 10.1.30.106 (Ccularis Ultimate Recorder)
] e 192.168.60.185 (Qcularis Ultimate Recarder)

» E 192.168.70.204 (Ocularis Ultimate Recorder) N N
‘ This recorder does not have a Recorder Proxy configured.

Note: If Ocularis Administrator is open while the Recorder Proxy is installed, the indicator will
not disappear until the Administrator is closed and then re-opened.

7.7.2 Recorder Proxy Offline

If the Ocularis Recorder Proxy is installed, but the proxy service has stopped or is offline or, for
some reason, the computer where the Recorder Proxy is located cannot be

o
reached, you will see the Recorder Proxy icon adjacent to the server in the list in -

Recorder
Proxy Icon
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the Servers pane of the Servers / Events Tab. In this case, the icon will pulse to indicate an offline

status.

Position the mouse over the icon to see the tooltip description: “Recorder Proxy is offline or cannot

be reached.” as shown in Figure 11 below.

Figure 11 Recorder Proxy Offline

L

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | S

Servers / Events

Servers Events

@ Add... _ e Resync

| | |

') Actions * Generic Events

] E 10.1.30.106 (Ocularis Ultimate Recorder)
] E 192.168.60.185 (Ocularis Ultimate Recorde
] E 192.168.70.204 (Ocularis Ultimate Recorder)

Recorder Proxy is offline or cannot be reached.

Once the service is restarted, or reconnection is established, the icon should disappear.

7.7.3 Updating Servers

In the course of normal use, recording component properties change over time. New cameras are
added, outdated cameras are removed, camera settings are changed, events are implemented,
software is upgraded, etc. For Ocularis to be aware of any new parameters configured on the
recorder, the recording component (Main Core) server information should be updated periodically.
When you upgrade recording component software, you should refresh the server in Ocularis

Administrator.

7.7.3.1 To Update a Server’'s Configuration

Follow these steps to update the recording component configuration and camera list. Use this
function when you add or remove cameras or modify camera settings. Also, use this if you've
changed any of the properties of the recorder’s Secondary Core (ENT & ULT only). This procedure

is not to be used to modify the recording component's IP Address. (See Editing a Server below.)

1. Inthe Servers / Events Tab, right-click the server you wish to update from the Servers
pane.

2. In the resulting menu, select ‘Refresh server.’
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Figure 12 Right-click to Refresh the server

% Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | T

Servers / Events

Servers
B Add.. _
| (&

] Actions
4 10.1.30.106 (O
a (Ceu Refresh server k
+ B 192.168.60.185 (¢
4 a 192.168.70.204 ({

Edit server

Delete server

An 'Updating’' message appears as the configuration is refreshed from the selected server.
Device licensing is updated.

A Note About Licensing

One Ocularis license is used for each IP address on the device. Therefore, for encoders
or multi-lens cameras, if the device utilizes one IP address for multiple channels, you
gain the benefit of accessing multiple streams at the cost of only one license (per IP
address).
3. Verify the license assignment by expanding the recording component. Licensed devices
appear with a checkmark. Re-apply licenses if necessary.

4. Repeat these steps for each server you wish to update.

7.7.3.2 Editing a Server

Follow these steps to modify a recorder’s IP Address or changes to its corresponding username
and password.

To EDIT A RECORDER’S |IP ADDRESS OR ACCOUNT INFO

1. Inthe Servers / Events Tab, select the server you wish to update from the Servers
pane.

2. Either right-click the server and select ‘Edit server’ or click the Edit button in the Servers
Toolbar.

An Edit Server pop-up screen appears.
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Figure 13 Edit Server Sample

B Edit Server *

Edit Server
Edit a server in system

Host |‘I[].‘I.30.1Dﬁ | |:| Enable NAT
Alternate Label :
Login Type : Basic ¥
Username : admin
Password : seses

‘ Update ‘ ‘ Cancel ‘

3. Modify the settings as needed.
4. Click the Update button.

An “Updating” message appears as the configuration is updated.

7.7.3.3 Deleting a Server

Use the procedure below to remove a recorder or other server from the Ocularis Base. This will
not delete the recorder or its software; it will simply remove Ocularis’ access to the server. This
function is only available to members of the 'Administrators' user group of Ocularis Administrator.

‘Group Administrators’ do not have permission to delete servers.

To REMOVE A RECORDER OR OTHER SERVER

1. Inthe Servers / Events Tab, select the server you wish to remove from the Servers
pane.

2. Either right-click the server and select ‘Delete server’ or click the Delete button in the

Servers Toolbar.

A message appears as the server is removed.

7.7.4 Selecting Licensed Cameras

In the Servers pane, you may expand the recorders to see the imported cameras associated with
each one. A check box appears next to each camera, indicating if the camera is Ocularis licensed

or not.
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Figure 14 Camera Licenses

- E 192.168.13.202 (Ocularis Ultimate Recorder

~ | Cameras
camera is not licensed but there ’*\f Parking Lot A /

is at least one license available ¥ Parking Lot B

Parking Lot C

camera is
| —| licensed

Parking LotD —————————— | camera is not licensed and no
¥ Parking Lot E Ocu_larls camera licenses are
available

Ocularis camera licenses are purchased as part of the Ocularis model licensing. You may view
the quantity of Ocularis camera licenses in the License Information section of the About Tab.
Cameras that are ‘unchecked’ or show no checkbox are not licensed and will not be available for
use with Ocularis. You must either purchase additional Ocularis camera licenses or reassign the

camera selection.

A Note about License Counts:

Ocularis V5 includes categories where recorder licenses are assigned. These
categories are labeled:

RL-1 Channels
RL-2 Channels
RL-3 Channels
RL-4 Channels

The categories simply represent a counter where similar recorder model counts are
placed. Since Ocularis supports Mix & Match of recorders, different recorder counts
can be combined into the same category.

For example camera licenses for RC-E and Ocularis Ultimate Recorder would both
appear in the category RL-1 Channels. If you had 50 RC-E licenses and 50 Ocularis
Ultimate licenses, the RL-1 count would be 100. This also gives you the flexibility to
exchange licenses between the two models, allowing you the time and flexibility to
migrate cameras from one recorder model to another at your own pace.

RL-4 licenses are reserved for RecOn5 NVRs. PRO, ENT, and ULT Bases do not
recognize RL-4 licenses.

You will see the Video Channel License counts in the Ocularis License Activation

application and in the About Tab of the Ocularis Administrator application. Here you
can get a detailed breakdown of each specific recorder camera license count.
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To REASSIGN CAMERA SELECTION

Server / Events

If you need to reassign camera selection for licensed cameras, follow these steps:

1. Inthe Servers / Events Tab, expand the recorder and Cameras node accordingly.

2. Then, deselect a camera that you want to unassign. Do this by unchecking the adjacent

checkbox.

3. When a camera license is deselected, unassigned cameras become available for

selection, and empty checkboxes appear.

4. Click the checkbox for each camera you wish to be used with Ocularis. If the

checkboxes disappear, you have used up all available Ocularis camera licenses.

7.7.5 Multi-Channel Device Licensing

With Ocularis, one license is required for each IP Address on a device. This licensing model

applies to video encoders and multi-lens cameras.

For instance, the example on the right shows a
camera with four lenses (Arecont AV12275DN) and
a video encoder with four channels. As you can see,
only two Ocularis licenses are used for these eight
channels. Verify your license counts in the About
tab.

Update the camera license counts after the
recording component upgrade is complete by right-
clicking the server name in the Servers / Events

Tab and clicking ‘Refresh Server.’

You can, however, use each stream individually for
blank screen events, assigning privileges, views,
and maps. With this licensing model, if you uncheck
(unlicensed) the device, all channels/streams on

that device become unlicensed.

Figure 15 Multi-Channel Devices

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps

Servers / Events

Servers

B Add.. _

4 Actions
A a 10.1.20.157 (Ocularis Ultimate Recorder)
= L Cameras
¥ 157 - Arecont AV12275DN (10.163) - Quad
157 - Arecont AV12275DN (10.163) - 1
157 - Arecont AV12275DN (10.163) - 2
157 - Arecont AV12275DN (10.163) - 3
157 - Arecont AV122750DN (10.163) - 4
# Video Encoder with 4 Channels (12.181)
Video Channel 1
Video Channel 2
Video Channel 3
Video Channel 4
® 157 - ACTi B311 (13.90) - Training Room
W 157 - ACTi B96A (13.93) - Training Room
W 157 - ACTi I73 (13.92) - Engineering Area
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7.8 SMA Expiration Notice

SMA (Software Maintenance Agreement) is a program designed to keep your Ocularis software
up-to-date. Under SMA, your organization has access to all upgrades of Ocularis and world-class

technical support.

The Ocularis Administrator application may display a pop-up ‘Notice’ box to inform all

administrators about the status of their SMA. The following rules apply:

o If the expiration date for the SMA plan is further than 90 days out, no indication pop-up
appears inside Ocularis Administrator. The expiration date can be found on the About
tab.

¢ If the expiration date for the SMA plan is 90 days in the future (or sooner), a yellow

‘Notice’ pop-up appears identifying the expiration date.

o If the expiration date for the SMA plan passes, a red ‘Notice’ pop-up appears. This pop-

up will continue to appear for 14 days and then disappear completely.

The message is informational only. The software will continue to function beyond the SMA
expiration date. You will not, however, be able upgrade to a newer version of Ocularis or receive
technical support until the SMA expiration date has been extended. Click the SMA link to open the
corresponding webpage for information on SMA or contact Qognify Inside Sales to extend the

expiration date.

The ‘Notice’ message will appear on each tab of the application. Click the ‘Notice’ bar to expand
or collapse the message. Click the ‘X’ to clear the box for the current session. If still applicable,

the message will appear again the next time you log in to Ocularis Administrator.

The SMA expiration date may also be found in the About Tab on page 207.

7.9 Automatic Base Update

Whenever a change is made on a recorder that requires a refresh in the Base, Ocularis
Administrator will perform an automatic refresh of the affected server. This is actually controlled
by the Ocularis Recorder Proxy (formerly called ‘Ocularis Event Proxy') and is equivalent to a user
right-clicking a server name and selecting 'Refresh Server.' Once a recorder change is made (e.g.,
a new camera is added, camera name changed, etc.), the Recorder Proxy is aware of this change.

It will then instruct Ocularis Administrator to refresh the applicable server.
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The recorder changes that will cause the Base to refresh include:

e Adding a device or adding an additional camera from a multi-channel device

e Renaming a device (at the top-level name only; does not apply to renaming a camera
name for a multi-channel device)

e Deleting a device
,However, adding, modifying, or deleting a camera stream will be silently updated by the Recorder

Proxy. These do not require a recorder refresh on the Base.

When the first change is made, a refresh is immediate. However, on larger systems, this could
take up to a minute. If the Ocularis Administrator application is open and you want to see the
change, either click the 'Resync’ button in the Events pane or switch tabs. To prevent too many
automatic refreshes, subsequent recorder changes will not immediately force a refresh if
performed within five minutes of the first change. Once the second change is made on the
recorder, a five-minute timer starts, and a blue highlight will pulse over the server name in the
Servers / Events tab to indicate that a Recorder refresh is pending. If another change is made on
the recorder, the timer is reset at five minutes from that point on and so on. You can wait until the
system does the refresh automatically, or you can perform a manual refresh by right-clicking the
server name and selecting 'Refresh Server." If a manual refresh is performed, the scheduled

automatic refresh is canceled.

Figure 16 Recorder refresh is pending

# Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status

Servers / Events

Servers Events

B Add.. | B tdit| [} Delete _ [@ Resync

b Actions ¥ Generic Events

b E v 10.1.30.106 (Ocularis Recorder) on 10.1

» B 192.168.60.185 (Ocularis Ultimate Recor e
Recorder refresh is pending. A manual refresh can be done at any time.

] a 192.168.70.204 (Ocularis Ultimate Recoraery F

For this feature to work, the checkbox 'Auto Update Recorder on Ocularis Base' must be checked
inside the Recorder Proxy, under Base Settings for each server. This feature is enabled by

default.

Note: If a camera name is changed on the recorder, this feature will automatically update it in the
Servers pane. However, the camera name change will not be reflected in the Events pane.
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The event will continue to work, however, even with the outdated name. To correct this,
restart the Recorder Proxy.

7.10 Camera Properties

Certain parameters can be set on a camera by camera basis by the administrator in the Servers
/ Events tab. This is done by right-clicking a camera name in the Servers pane and selecting

Properties (or double-click the camera name).
Figure 17 Camera Properties
- Camera Properties -

157 - ClockSpeak - Axis P1355 (10.85) - Audio

Adjust Camera Properties Here

Dewarping
Dewarping Type : Mo Dewarping | - |
Crientation : -
Layout : v
Calibrate : Calibrate

Options

Alternate Label :

Description

Privacy Mask :
Critical Camera Failover :
Location :

COverlay :

Lockup Tags :

Microphone : 515? - ClockSpeak - Axis P1355 (10.85) - Audio [ Microphc | v|

| OK H Cancel ‘

7.10.1 Dewarping

Cameras using 360° or panomorph lenses have a 360°x 180° field of view. When video from these
cameras is displayed on a two-dimensional computer screen, the original image appears as a

dome or ellipse and is not very usable. Ocularis can dewarp or flatten video from these lenses and
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display them in ways that make them quite useful. One lens strategically positioned in the center
of a room can cover the same area where multiple cameras were once required. Operators can
operate the field of view from a 360° lens similar to that of a PTZ camera. Meanwhile, behind the
scenes, Ocularis records the full 360° image so that investigations can access the entire image

regardless of the field of view that a particular operator happens to be displaying.

Each lens manufacturer approaches its panomorph algorithm differently. Therefore, each requires
for a unique plug-in (additional software component) to display video properly. If you do not see
your supported camera in the 'Dewarping Type' drop-down list, check the software downloads
page on the website at https://www.qognify.com/support-training/software-downloads/. Plug-ins
are no longer bundled with the software. All supported plug-ins are available from the Qognify
website, as stated above.

7.10.1.1 Plug-In Installation

Dewarping plugs-ins must be installed on the Ocularis Base server. If your Base does not have
internet connectivity, download the software from a different computer and bring the installation
file to the Base server.

1. Go to https://www.qognify.com/support-training/software-downloads/ and scroll the page

until you see Ocularis Client Dewarping Plugins.

2. Click the plug-in you wish to install. It will be downloaded locally using the browser's

normal file download steps.

3. Ifyou are not already located on the Ocularis Base server, bring the downloaded file to
that server.

4. Click the .exe file to launch the installation wizard.

5. Follow the on-screen prompts and click Finish when done.
The plug-in should now be visible in the ‘Camera Properties' dialog in Ocularis Administrator.
When an Ocularis Client user logs into the Base, the necessary .dlls are downloaded from the

Base to the client machine. Viewing dewarped images is supported only on Ocularis Client (not

with Ocularis Viewer, Ocularis Web, or Ocularis Mobile).

As plug-ins for camera manufacturers are created, they will be available for download on the
Qognify website.
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7.10.1.2 Plug-In Configuration

To take advantage of 360° lenses, the camera with the panomorph lens needs to be configured
in the Ocularis Administrator. The lens’ corresponding driver needs to be selected along with the

camera’s orientation and layout.

1. On the Ocularis Administrator Servers / Events tab, right-click the camera with the 360°

lens and select 'Properties.’

2. Inthe Dewarping Type drop-down list, select the plug-in for the corresponding camera

or lens.

3. Select the positioning of the camera mount under Orientation. Choices are: Ceiling,
Wall, Floor

4. Select the default layout for the image under Layout. Choices will vary based on the
manufacturer. Examples include Single, Quad, Panorama Narrow, Panorama Wide, or
VCam. This is what will be displayed in Ocularis Client when the camera initially appears

or when a view is reloaded.

5. For Sentry360 and Vivotek cameras, calibration must be performed. Click the Calibrate

button.

a. A spherical snapshot should appear showing the native fisheye view from the
camera. A calibration adjustment tool in the form of a red circle appears in the

upper left corner.
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Figure 18 Calibrate a Sentry360 Camera

Dewarping Calibration

157-DEW - Vivotek FE8171 (11.234)

Align the ellipse around the image to calibrate the lens.

Calibration
Adjustment
Tool

Auto Refresh | Save
= =

The goal is to use the Calibration Adjustment tool to outline the area of view. This

may be done manually or automatically.
Note: The image that appears may not be the most recent. Click the Refresh
button to take a current snapshot of the camera’s image.

b. For manual adjustment, use the mouse to drag the calibration adjustment tool
across the screen. Use the mouse to stretch the edge of the calibration

adjustment tool so that the outline matches that of the image.

c. For automatic adjustment, simply click the Auto button on the bottom left portion
of the pop-up. You may further provide manual adjustments if you do not like the

automatic selection.
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Figure 19 Sentry360

Dewarping Calibration

157-DEW - Vivotek FE8171 (11.234)

Align the ellipse around the image to calibrate the lens.

Auto Refresh Save

d. When finished, click Save.

6. If you are finished configuring Camera Properties, click OK.

The user will now be able to take advantage of the 360° x 180° field of view when viewing via
Ocularis Client.

7.10.2 Options

The following table describes additional parameters in the Camera Properties dialog box.

ltem Description

Alternate Label The text entered here will be used to identify this camera in Ocularis
Client. This gives the administrator the ability to change the display
of a camera name without changing it permanently on the recorder.
You may consider using this field in conjunction with Description
(below) to clearly identify your cameras.

Description You may add a description for the camera which provides more detalil
on its location, purpose, settings, etc. This field is available to
administrators while viewing the camera thumbnail in preview modes
within Ocularis Administrator as well as in tooltips within Ocularis
Client. You may consider using this field in conjunction with Alternate
Label (above) to clearly identify your cameras.
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ltem Description

Privacy Mask Click Define to identify areas on the video image to be masked for
privacy. Only applicable to fixed cameras. See Privacy Mask below
for more information.

Critical Camera = Click Define to configure failover cameras for this camera. See below
Failover for more information.

Location You may manually enter GPS coordinates for a camera. This can be
used with third party integrations, on certain Ocularis Maps or with
the Android version of Ocularis Mobile.

Overlay This function is used with third party integrations. You can specify a
.xt or .aspx file which will be used to supply an overlay of text,
symbols or images within the camera stream. The data displayed can
change dynamically if the content of the overlay file changes. The
additional metadata will not be recorded along with the video. Enter
a URL for the location full path and full name of the file.

Lookup Tags Add keywords to be used in a quick lookup by operators in Ocularis
Client. See Keyword Quick View below for more details.

Microphone Shows list of available audio sources from that recorder. By default,
the audio source associated with the device is selected. It is also
possible to select a different audio source. Audio sources from
different Main Cores will not be shown.

7.10.2.1 Keyword Quick View

A Keyword Quick View is used in Ocularis Client to quickly create a view for which all cameras

share the same keyword or tag. For instance, you may have a camera positioned at every

doorway in the office. If the keyword 'door' is assigned to these cameras, operators can quickly

show all cameras that meet the keyword criteria. While this may also be done in a

preconfigured view, using keyword quick view can be significantly faster than paging through

dozens or hundreds of views and selecting one from the menu.

To AssiGN KEYWORDS To A CAMERA

1.
2.
3.

In the Servers / Events tab, locate and right-click the desired camera.
Select Properties.

In the Lookup Tags field enter one or more keywords that will be used to invoke the
camera in a quick view.

e Each keyword tag is limited to no more than ten characters.
e The following characters are not allowed: [[*?@/=+|\;;'#$%"()_{}'.-~&"><,

e Use the comma character to separate multiple tags in the field. Do NOT use a
space after the comma.

For instance:
If you want to assign the keyword 'door' and the keyword 'lobby’, enter as follows:
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door,lobby

e While there is no limit to how many cameras you can assign a keyword to, only
the first twenty-five cameras found will be displayed in Ocularis Client. The grid
layout will vary depending on how many cameras are displayed:

=N
=N
=N
=

Results of between 1-4 cameras will display in a 2 x 2 view
Results of between 5-9 cameras will display in a 3 x 3 view
Results of between 10-16 cameras will display in a 4 x 4 view

Results of between 17-25 cameras will display in a 5 x 5 view

e The view displayed will use the highest resolution stream available for each
camera found.

e The view for the operator will be temporary and last only during the existing log
in session. Refer to the Ocularis Client User Manual for more instructions on
how to use this feature.

7.10.2.2 Privacy Mask

A Privacy Mask is an area of an image that is blocked out from view. For instance, in an office

environment you may want to see the images of the general office area but want to block out

someone’s private desk area to provide the employee with some privacy. In this example, you

may select a section of the image to NOT appear in the video feed. This is called a privacy mask.

Privacy masks may be used for legal or liability reasons as well.

Ocularis supports three levels of privacy masking: on the camera, on the recorder and within

Ocularis. Setting a privacy mask in Ocularis has the following benefits:

e You may designate multiple but separate masks on the same image.

e The mask shapes can be any polygon. There are no shape restrictions.
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Privacy Masks set in Ocularis are supported on fixed cameras only and will not appear in Ocularis

Mobile or Ocularis Web. Also, if you use multiple live streams,
Figure 20 Right-click to draw

the position of the privacy mask may move slightly when you privacy mask

change from one stream to another with a different resolution.

To CREATE A PRIVACY MASK
1. Inthe Servers / Events tab, locate and right-click the
desired camera.
Select Properties.

Click Define in the Options section of the Camera
Properties pop-up.

4. Inthe Draw Privacy Mask pop-up, the camera image
appears.

5. Use your mouse to identify an area or areas of the
image that you wish to block out.

To draw the area, right-click the mouse, drag, right-click,
drag, repeat until you have identified the blocked area.
Be sure to right-click back on the original starting point to complete the shape.

You may draw multiple, non-contiguous shapes.

Figure 21 Configuring Multiple Privacy Masks
& Oraw Privay Mask i [E=ER—=)

Start Drawing (right click)

Privacy
Masks

ey

6. Click OK when finished setting the privacy mask(s).

The mask shapes appear translucent on this screen to aid you in understanding what the
mask is covering. When viewing video from this camera in a client, the shapes will be
opaque.
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Figure 22 Privacy Masks when viewed in Ocularis Client

7.10.2.3 Critical Camera Failover

Critical Camera Failover is used for mission critical applications where live video cannot be
interrupted. Camera streams may become unavailable for multiple reasons such as network
failure, device failure or even recorder failure. Critical Camera Failover automatically switches the
camera pane to an alternate stream in a little as 2-3 seconds without operator intervention and
works in all Camera Views, Map Views and Alerts. Critical Camera Failover will continue to
function even if Ocularis Base is unavailable. Multiple cameras can be designated as failover

cameras for the same primary camera.
Cameras selected as failover cameras include:

e Duplicate camera stream from a redundant recorder
o Different camera from the same recorder
o Different camera from a different recorder
e« Any combination of the above
To CoNFIGURE CRITICAL CAMERA FAILOVER
1. From the Servers pane, right-click the critical camera you wish to configure and select
Properties.

2. Inthe ‘Camera Properties’ pop-up, click the Define button next to ‘Critical Camera
Failover’. The Critical Camera Failover Editor appears.

The primary camera that you're setting up is listed at the top of the pop-up.
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Figure 23 Critical Camera Failover Editor

% Failover Editor - ] X

Cameras Sequence Editor
Drag cameras to list

Attempt failover after 5| seconds

» T

Show Thumbnail w

3. Expand the camera folder(s) to expose the list of available failover cameras.

Figure 24 Drag and Drop to create failover cameras list

4 Failover Editor — m} X

Cameras Sequence Editor
Drag cameras to list

Attempt failover after 5| seconds

) 2COTT LUnEmann

D Sensia >
[ side Building PTZ P '5.»
[ snF-2010 JPEG /

(20 sony RZ50 MPEG4 L

DT\'m Brand 4

DTrain Real 4

1 Veterans Highway

[ xNF-8010R

Show Thumbnail w

Save Cancel

4. Drag and drop the desired failover camera(s) from the list on the left to the drop area on
the right. There is no limit to the number of cameras that can be configured as a backup.

How DoEs IT WORK?

If the primary camera stream fails for any reason, the next camera in the list will be displayed
in its place in the Ocularis Client. This could be in a view pane or on a map or video wall. If
that camera fails, then the next camera (in order) will appear. Inthe example above, if Camera
1 fails, Camera 2 will be displayed. If Camera 2 fails, Camera 5 will display. Then if Camera
5 fails, Camera 3 is displayed.
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Ocularis Client monitors the stream and if it determines that the stream is no longer there, it
will switch to the next camera in the list. The amount of time to wait to determine if the stream
is live is controlled by the ‘Switch Time’ field when you configure the failover cameras. The
more critical the camera, the shorter duration to use in this field.

When a failover camera is displayed in a view, there is a ‘Failover Camera’ overlay that
appears in the view pane to notify you that the stream has changed. By default, the overlay is
displayed for 10 seconds and then disappears. This time may be modified in the Client Setup
of the Ocularis Client. The failover camera name is shown in the image bar of the pane along
with an orange status light.

Also, when you use the mouse to display the pane’s streaming information, you'll see a
message that the video is a failover for the primary camera.

Lastly, during the time that the failover camera is displayed, Ocularis Client continues to check
the primary camera stream. If the primary camera stream is restored, the video from this
camera will be returned to the display.

The order of the cameras listed will be the order to display each failover camera. If you need
to recorder the list, simply drag and drop cameras from within the list.

Figure 25 Drag and drop cameras to reorder the failover list

5.

6.

% Failover Editor — m} X
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Show Thumbnail

Save Cancel

If you need to remove a camera from the failover list, simple click the red & icon to the
right of the camera name.

When finished configuring this camera’s failover list, click Save. Then click OK.
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7.11 Actions

One of the primary features of Ocularis is its ability to alert the right person when some event

occurs. The alert can take several forms:

e Video from one or more cameras can appear on a dedicated monitor or portion thereof
e A custom sound can be played to alert an operator to a specific event
e A PTZ camera can be moved to a configured preset position
e An email can be sent to one or more people
e An HTTP Get or Post Request can be issued
¢ An outgoing data packet (generic string) can be sent
The first two items in the list above are configured in the Events pane and covered in the next

section. The latter four items are configured in the Servers pane and discussed below.

Figure 26 Alert Actions

% Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Gre

Servers / Events

Servers

B Add.. | B} edit| Gk Delete

) Actions
&l Move to Preset
ki Send Email
@ Send HTTP Request
kit Send TCP/UDP Data Packet

7.11.1 Move to Preset

When a particular event occurs, one of the actions that you may configure is to move a camera to
a preconfigured preset position. For instance, if there is an ‘access denied’ event received from a
key card entry system, you may want a local camera to move to the position that views the door
to see the incident as it occurs. The preset configurations are made under the actions. Associating
the action with an event is done in the Distribution Groups tab. As a reminder, presets are set
on the recording component using the Ocularis Recorder Manager. The presets are imported into

Ocularis when the server is imported or refreshed in the Servers / Events tab.
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7.11.11 To Add a New Preset Move

1. Expand the Actions node in the Servers / Events tab.

Server / Events

2. Right-click the ‘Move to Preset’ list item and select Add New Move to Preset...

Figure 27 Configure Camera Move to Preset

3. Inthe Name field, enter a descriptive name to identify this action. Alternately, if you

L1 Move a Camera To a Preset

Move Camera To Preset

Moves a Camera to a Preset Position when an event occurs,

Mame: Move to Door
Autonaming: [

Camera:

[ Hanwha SNP-6320HN-PTZ-106

2 Sony RZ50 MPEG4

2 axis P5515-E JPEG

Precet: Hame
Bridge

Door

Exit

Max Frequency: |60 Seconds (0 = Unlimit

Max Per Hour: |60 Actions (0 = Unlimit

Preview:

‘ Add H Cancel ‘

click the Autonaming checkbox, the Name will be filled in automatically using the

format:

Move [camera name] to [Preset name]

4. Select the camera with the preset you wish to use in the action. You may use the

Camera text field to filter the list by entering all or a portion of a keyword within the

camera name.

5. Once the camera is selected, configured presets appear in the Preset text field.

Select the preset you wish the camera to move to once the event is configured.
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9.

The Max Frequency field is set to 60 seconds as the default value. This field
identifies the time interval in seconds in which you would like to monitor alerts. This
feature will reduce the number of repeated alerts within a specified timeframe. You
may modify this value to any number between 1 and 3600. A zero value indicates an

unlimited time period and may accumulate many unnecessary events.

The Max Per Hour field allows you to control the maximum number of times you

want this action to be performed in an hour.

Click the Show button to launch a pop-up that shows the image of the preset to

ensure that you are selecting the correct one. Click OK to close the Preview pop-up.

When done, click the Add button.

The preset move has just been configured but has not been assigned to any particular alert. This

association is done in the Distribution Groups tab. See Actions on page 187.

Once a preset move has been configured, you may test, edit or delete the configuration.

Figure 28 Preset Move Actions

7.11.1.2

% Ocularis Administrator
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To Test a New Preset Move

You can test the functionality of a configured preset move to be sure that it works properly.

1.

2.

Expand the Actions node in the Servers / Events tab.
Expand the Move to Preset item.
Right-click the configured move to preset list item and select Test...

A pop-up appears indicating that a test move will be issued.
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5. Click Send to execute the move.

7.11.1.3 To Edit a Preset Move
You can edit the configuration of a preset move if necessary.
1. Expand the Actions node in the Servers / Events tab.
2. Expand the Move to Preset item.
3. Right-click the configured move to preset list item and select Edit...
4. Modify the changes as needed.

5. Click Update to save changes.

7.11.14 To Delete a Preset Move
You can delete a configured preset move if necessary.
1. Expand the Actions node in the Servers / Events tab.
2. Expand the Move to Preset item.
3. Right-click the configured move to preset list item and select Delete...

4. An ‘Are you sure you want to delete...” pop-up is displayed. Click Yes to confirm the

deletion.

7.11.2 Send Emall

When an event occurs, you may want to send an email to someone for notification purposes.
Emails are configured in the Servers / Events tab and associated with an event in the

Distribution Groups tab. An email SMTP server is required in order to send outgoing email.

7.11.2.1 To Configure an Email Server
Configuring your email server need only be done once.

1. Expand the Actions node in the Servers / Events tab.

2. Right-click the ‘Send Email’ list item and select Configure Email Server...
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Figure 29 Configure the Email Server

& Configure Email Server X

=) Configure Email Server
Configure Email Server for the system.

SMTP Server Hostname : I I F1y
Port : 25

User: | | A
Password :

Ise S5L: O

3. Fill out the fields of the pop-up according to the following:

SMTP Enter the hostname for the SMTP email server.

Port Identify the port number to be used to send email. Typically, port
25 is reserved for this but you can modify the port if necessary.

User (optional) Enter the user account to be used as the sending email account.

Password Enter the password for the user account.

(optional)

Use SSL Click this box if email server uses SSL (Secure Sockets Layer)

The red outlined warnings will disappear once data is entered in the correct format into

each field.

4. When complete, click Update.

7.11.2.2 To Modify an Email Server Configuration
1. Expand the Actions node in the Servers / Events tab.
2. Right-click the ‘Send Email’ list item and select Configure Email Server...
3. Modify the fields of the pop-up as needed.

4. When complete, click Update.
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7.11.2.3 To Configure an Email

One or more emails can be pre-configured so that when an event triggers, a custom email can be
sent.

1. Expand the Actions node in the Servers / Events tab.

2. Right-click the ‘Send Email’ list item and select Add New Email...

Figure 30 Configure a new email

Add New Email X

Add new Email

Add a new Email to be sent when an event occurs.

MName: I I iy
Recipient(s): | | Fiy
Subject: | | Fy
Message:

'y
Max Frequency: |60 Seconds (0 = Unlimited)
Max Per Hour: 60 Actions (0 = Unlimited)

3. Fill out the fields of the pop-up according to the following:

Name Enter a descriptive name for the email template so that you can
easily identify it.

Recipient(s) Enter the email distribution list using standard email format
(e.g., john@domain.com). If you want to send to multiple
recipients, separate each with a comma.

Subject Enter text to be used as the subject of the email.

Message Enter text for the message body of the email. You may also
insert system variables here. See Action Variables on page 44
for more information.

Max Frequency The Max Frequency field is set to 60 seconds as the default
value. This field identifies the time interval in seconds in which
you would like to monitor alerts. This feature will reduce the
number of repeated alerts within a specified timeframe. You
may modify this value to any number between 1 and 3600. A
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zero value indicates an unlimited time period and may
accumulate many unnecessary events.

Max Per Hour The Max Per Hour field allows you to control the maximum

number of times you want this action to be performed in an hour.

The red outlined warnings will disappear once data is entered in the correct format into

each field.

4.

When complete, click Add.

The email has been configured but has not been assigned to any particular alert. This association

is done in the Distribution Groups tab. See Actions on page 187.

Once an email has been configured, you may test, edit or delete it.

7.11.2.4

To Test an Email

You can test the functionality of a configured email.

1.

2.

7.11.2.5

Expand the Actions node in the Servers / Events tab.
Expand the Send Email item.

Right-click the configured email list item and select Test...
A pop-up appears indicating that a test move will be issued.
Click Send to send a test email.

Click OK when the Test Status pop-up appears.

To Edit an Emaill

You can edit the configuration of an email if necessary.

1.

2.

Expand the Actions node in the Servers / Events tab.
Expand the Send Email item.

Right-click the configured email list item and select Edit...
Modify the changes as needed.

Click Update to save changes.
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7.11.2.6 To Delete an Email
You can delete a configured email if necessary.

1. Expand the Actions node in the Servers / Events tab.
2. Expand the Send Email item.
3. Right-click the configured email list item and select Delete...

4. An ‘Are you sure you want to delete...” pop-up is displayed. Click Yes to confirm the

deletion.

7.11.3 Send HTTP Request

Used when Ocularis is integrated with certain 3 party systems, HTTP requests (GET and POST)
can be sent when an event occurs. The requests are configured in the Servers / Events tab and

associated with an event in the Distribution Groups tab.

7.11.3.1 To Configure an HTTP Request
1. Expand the Actions node in the Servers / Events tab.

2. Right-click the ‘Send HTTP Request’ list item and select Add New HTTP Request...

Figure 31 Add New HTTP Request

[E send HTTP Request x

@) Add New HTTP Request

Send an HTTP request when an event occurs,

Mame: | Fiy
Method Type: @) GET
() POST

UR: | s
Payload:

Max Frequency: |60 Seconds (0 = Unlimited)

Max Per Hour: |80 Actions (0 = Unlimited)

Add Cancel
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3. Fill out the fields of the pop-up according to the following:

Name

Method Type
URI

Payload

Max Frequency

Max Per Hour

The red outlined warnings will disappear once data is entered in the correct format into

each field.

Enter a descriptive name for the request so that you can easily
identify it.

Select ‘GET’ or ‘POST’ based on your integration.
Enter the URI to send the request to.

Enter the payload information to be sent. You may also insert
system variables here. See Action Variables on page 44 for
more information.

The Max Frequency field is set to 60 seconds as the default
value. This field identifies the time interval in seconds in which
you would like to monitor alerts. This feature will reduce the
number of repeated alerts within a specified timeframe. Valid
values are any number between 1 and 3600. A zero value
indicates an unlimited time period and may accumulate many
unnecessary events.

The Max Per Hour field allows you to control the maximum
number of times you want this action to be performed in an hour.

4. When complete, click Add.

The HTTP Request has been configured but has not been assigned to any particular alert. This

association is done in the Distribution Groups tab. See Actions on page 187.

Once an HTTP Request has been configured, you may test, edit or delete it.

7.11.3.2 To Test an HTTP Request

You can test the functionality of a configured HTTP Request.

1. Expand the Actions node in the Servers / Events tab.

2. Expand the Send HTTP Request item.

3. Right-click the configured HTTP Request list item and select Test...

4. A pop-up appears indicating that a test move will be issued.

5. Click Send to send a test HTTP Request.

6. Click OK when the Test Status pop-up appears.
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7.11.3.3

To Edit an HTTP Request

You can edit the configuration of an HTTP Request if necessary.

1.

2.

7.11.3.4

Expand the Actions node in the Servers / Events tab.

Expand the Send HTTP Request item.

Right-click the configured HTTP Request list item and select Edit...
Modify the changes as needed.

Click Update to save changes.

To Delete an HTTP Request

You can delete a configured HTTP Request if necessary.

1.

2.

7.11.4

Expand the Actions node in the Servers / Events tab.
Expand the Send HTTP Request item.
Right-click the configured HTTP Request list item and select Delete...

An ‘Are you sure you want to delete...” pop-up is displayed. Click Yes to confirm the

deletion.

Send TCP/UDP Data Packet

Used when Ocularis is integrated with certain 3@ party systems, data packets can be sent from

Ocularis when an event occurs. The packets are configured in the Servers / Events tab and

associated with an event in the Distribution Groups tab.

7.11.4.1

1.

2.

To Configure a TCP/UDP Data Packet
Expand the Actions node in the Servers / Events tab.

Right-click the ‘Send TCP/UDP Data Packet’ list item and select Add New Data

Packet...
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Figure 32 Add New TCP/UDP Data Packet

[ Add TCP/UDP Data Packet X

o) Add TCP/UDP Data Packet
Add a new TCP/UDP Data Packet into the system.

Mame: " I Fiy
Host IP: | | r'y
Part: | | r'y
Type: @ 1CcP O UDP

Format: ® ascil O Binary

Data: | A
Max Frequency: |60 Seconds (0 = Unlimited)

Max Per Hour: |60 Actions (0 = Unlimited)

3. Fill out the fields of the pop-up according to the following:

Name Enter a descriptive name for the data packet so that you can
easily identify it.

Host IP Enter the recipient host IP address.

Port Enter the port number to use to send the data packet.

Type Select either TCP or UDP depending on the transmission
desired.

Format Choose either ASCII or Binary.

Data Enter the string to be sent. You may also insert system variables

here. See Action Variables on page 44 for more information.

Max Frequency The Max Frequency field identifies the time interval in seconds
in which you would like to monitor alerts. This setting will reduce
the number of repeated alerts within a specified timeframe.
Valid values are any number between 1 and 3600. A zero value
indicates an unlimited time period and may accumulate many
unnecessary events. Default value is 60 seconds.

Max Per Hour The Max Per Hour field allows you to control the maximum
number of times you want this action to be performed in an hour.

The red outlined warnings will disappear once data is entered in the correct format into

each field.

4. When complete, click Add.
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The Data Packet has been configured but has not been assigned to any particular alert. This

association is done in the Distribution Groups tab. See Actions on page 187.

Once a Data Packet has been configured, you may test, edit or delete it.

7.11.4.2

To Test a TCP/UDP Data Packet

You can test the functionality of a configured TCP/UDP Data Packet.

1.

2.

7.11.4.3

Expand the Actions node in the Servers / Events tab.

Expand the Send TCP/UDP Data Packet item.

Right-click the configured TCP/UDP Data Packet list item and select Test...
A pop-up appears indicating that a test move will be issued.

Click Send to send a test TCP/UDP Data Packet.

Click OK when the Test Status pop-up appears.

To Edit a TCP/UDP Data Packet

You can edit the configuration of a TCP/UDP Data Packet if necessary.

1.

2.

7.11.4.4

Expand the Actions node in the Servers / Events tab.

Expand the Send TCP/UDP Data Packet item.

Right-click the configured TCP/UDP Data Packet list item and select Edit...
Modify the changes as needed.

Click Update to save changes.

To Delete a TCP/UDP Data Packet

You can delete a configured TCP/UDP Data Packet if necessary.

1.

2.

Expand the Actions node in the Servers / Events tab.
Expand the Send TCP/UDP Data Packet item.
Right-click the configured TCP/UDP Data Packet list item and select Delete...

An ‘Are you sure you want to delete...” pop-up is displayed. Click Yes to confirm the

deletion.
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7.11.5 Action Variables

For the Email, Send HTTP Request and Send TCP/UDP Data Packet alert actions, variables may be used
to automatically insert system fields into the message/payload/data fields of the action. These action

variables are defined here:

<%=Event.ID%> ID of entry in Events table

<%=Event.EventSource.Name%> Event Source Name (Could be Generic Events, Composite
Source, Recorder Proxy Name)

<%=Event.EventRule.Name%> Name of Event Rule (Could be Motion, entry from under
Generic Event when [add rule...] saved

<%=Event.EventRule.|ID%> ID of Event Rule (such as Motion) when added to the

EventRules table

<%=Event.EventRule.EventPriority.Value%> | Priority assigned to an Event Rule such as Motion, Not
Responding, etc.

<%=Event.Occurred%> Time the event occurred which is stored in the Events table

<%=Event.EventRule.Sensor.Name%> Name of Event Sensor (Could be Recorder Proxy Camera,
entry under Generic Events when [add connection...] saved

<%=Camera.Altlabel%> Name of the alternate label for the camera

7.12 Events Pane

The Event pane of the Servers / Events tab is where administrators configure Ocularis events.

This includes:

e Camera events are identified and video alerting is mapped between cameras and

events.
e Creating associations between events and cameras.
¢ Creating new events, such as Generic, Composite Events and Analytic Events.

Events configured in this tab identify system-wide events. Filtering these events to individual users

is configured in the Distribution Groups Tab.

Note: In order to use camera events with Ocularis Base, the Ocularis Recorder Proxy must
first be installed and configured to forward events to the Ocularis Base server. See the
Ocularis Installation & Licensing Guide for more details.

The proxies configured to forward camera and system events to Ocularis Base are listed in the

Events pane. If the desired proxy is not shown, you should:

e Click the Resync button (see Events Toolbar on page 45).

e Double-check the recorder proxy installation and configuration. You may need to restart
the recorder proxy and/or restart the Ocularis Administrator application in order for it to

appear on this screen.
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Administrators determine which events on which camera they would like included as part of the
alert notification process. This is accomplished by associating camera video with these events to

create what is called an Event Rule.

7.12.1 Events Toolbar

Buttons within the Events pane are defined as follows:

The Ocularis Administrator application polls the
Ocularis Base SQL database at regular intervals. If, for
whatever reason, you wish to manually synchronize
Resync [@ Resync event data from the database with Ocularis
Administrator, click the Resync button in the Events
Toolbar. SQL Server data updates should now be
reflected on the screen.

p— Use this to create a new composite event. See To
Fuse New [ Fuse New S ,
Configure a Composite Event.

Use this to modify the priority or audio file of a

i 3 Properti : :
Properties G Properties Composite Event or Simple Event Rules.

Use this to delete Composite or Generic Events. See

Del :
Delete %59 Generic Events.

Use the Batch Handle Events button to handle

Batch Handle Pl i ‘unhandled’ alerts. See also: To Batch Handle Events.

Use the Purge Close button to delete all closed
Purge Closed B¢ PurgeClosed | | events on the server. See also: To Purge Closed
(Handled) Events.

7.12.2 Batch Handle Events

As events occur and users are alerted in the Ocularis Client, operators “handle” the events. (See
‘Handling Alerts’ in the Ocularis Client User Manual.) All ‘unhandled’ events eventually
accumulate. Administrators may remove these events and place them in a ‘Closed’ status by

using the Batch Handle Events button.

To BATCH HANDLE EVENTS

1. Inthe Servers / Events tab, click the Batch Handle Events button.

A Batch Handle Events pop-up appears.
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Figure 33 Batch Handle Events

E2 Batch Handle Events - O hed

Batch Handle Events
Select the event node(s) you wish to handle

= [J 10130108 [Ocularis Recorder) on 10.1.30.106

v [] Axis P3245-106-On Demand

r [] Camera 1

+ [] Hanwha SNP-6320HN-PTZ-106

» [] Lab Axis P3265-106

r [] Lab Axis Q6034-106

= [A Office-Auis P3384-V-106
Camera Offline — Initial
Camera Tampering - Camera Based
Server Side Motion Detection (Full Frame)
Server Side Tampering
Window 1
Window 10

Window 2

Window 3

Method : Clder Than 24 Hours V

Comment :

Batch Handle

‘ Close ‘

2. Expand the list of events as needed and select the events for whose unhandled alerts
you wish to delete. You may get as granular as you like.

3. Choose the number of events you wish to delete in the Method drop-down list. The
selection choices are: Older than 24 Hours, Keep only last 100 events, Clear
everything!

4. Enter optional comments. These comments will be visible when viewing the Handled
Events in the Ocularis Client Handled Events list.

5. Click Batch Handle to handle these events.

You'll be able to see these in the Handled Alerts list in the Ocularis Client.

7.12.3 Purge Closed Events

When an event is handled in the Ocularis Client, it becomes a handled or “closed” event. The
Ocularis Administrator application provides a means to delete all closed events. When

administrators purge closed events they are deleted permanently.
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To PURGE CLOSED (HANDLED) EVENTS

1. Inthe Servers / Events tab, click the Purge Closed Events button.

An “Are you sure you wish to delete all handled events” warning message appears.

2. Click Yes to purge these events.

7.13 Simple Event Rules

Simple Event Rules identify which events will be monitored on the system. An entry to the Ocularis
Client Alert Manager will be recorded and, if configured, video may appear in a blank screen pane.
Cameras are mapped to events that are system defined (such as motion on a camera) or user

defined (such as a Generic or Composite Event).

Create a simple Event Rule by associating camera video with an event. Events which are mapped
in the Servers / Events tab are system-wide. Administrators determine which users will get

visibility to these events in the Distribution Groups Tab.

To CREATE AN EVENT RULE (To AssociATE CAMERA VIDEO WITH EVENTS)

1. Inthe Servers / Events Tab, expand the Cameras list in the Servers pane for cameras

you wish to associate with automated events.
2. Expand the list in the Events pane until you locate the event you would like to monitor.

3. For the desired event, drag & drop a camera hame from the Servers pane to the event

listed in the Events pane. (See Figure 34).

Tip: If you want to associate the camera video to all events affiliated with that camera,
drag & drop the camera name from the left Servers pane directly onto the camera
name in the Events pane.

When the camera video is successfully associated and an Event Rule is created, it appears

in the collapsible list.

Figure 34 Drag & Drop to Associate Events

4. You may drag additional cameras to the same event for the event to have multiple

camera associations.

Video generated by automated events will appear in a Blank Screen pane on the operator’s
Ocularis Client view. If multiple cameras are associated the an event, the cameras will appear in

the blank screen as a carousel.
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For the example shown in Figure 35, the events shown here are:

e [f there is motion on Camera A, associate the camera feed from this same camera with

the event.

e If Camera A is not responding, register an event and associate the feed Camera B with

this event.

Figure 35 Associated Events

= Recorder Proxy on 192.168,11.186
~ [0 Camera &
= [ Camera Offline - Initial
Camera B

Camera Online
CLOSE: output 1
CLOSED: input 1
OPEN: input 1
COPEN: output 1

= [ Server Side Motion Detection (Full Frame)

Camera &

To REMOVE A CAMERA FROM AN EVENT RULE (DISASSOCIATE A CAMERA)

1. Inthe Servers / Events Tab, expand the nodes in the Events pane until you see the

Event Rule you wish to remove.

You can:

a. Click the ® next to the camera name to disassociate it from the event.
b. Right-click on the associated camera name and select 'Delete’.

c. Right-click on the event source camera hame and select 'Remove Camera

Associations'. This will remove all event mapping on this camera.

d. Right-click on the event source label itself and select 'Remove Camera
Associations'. This will remove all event mapping for all cameras on this

recorder.

The camera mapping is removed.
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7.14 Event Properties

For the events that you wish to monitor, you may define certain parameters related to the behavior
of the alert. These properties apply to simple event rules, generic events or composite events.

The properties are grouped into two sections:

e Alert
o Priority
o Audio

o Handle In Client
e Retention

o Max Events
o Max Age
o Max Frequency

7.14.1 Alert

In the Alert section, specific properties on the behavior and appears of the alert is set.

7.14.1.1 Priority

Events can be prioritized. For example an organization may deem that the loss of video from
camera 1 is critical but the loss of video of camera 7 is not. These priorities may be set by the

system administrator. The priority of the event will dictate how it appears within the Ocularis Client.

By default, when an Event Rule is created, it is assigned a priority of 5 or Medium. Priority levels
range from 0 — 10 where 10 is the highest priority
To MoDIFY THE PRIORITY OF AN EVENT

1. Inthe Servers / Events tab, expand the Event Rule in the Events pane whose priority

you wish to change.
2. Select (highlight) the Event for the event rule (not the camera name).
3. Click the Properties button or double-click the event.

4. In the resulting Event Rule pop-up, select the desired priority level and click Ok.
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Figure 36 Event Rule Properties: Priority

t& Event Rule X
Rule Details
Specify rule properties. O - Blank Screen Only
W1-Low
Mame : Server Side Motion Detection (Full/fra m:
Alert u:
4
Priarity : 5 - Medium - 5. Mediumr\
Audio : Default - 6 -
Handle In Client : 7
L E
Retention mo
W10 - High
Max Events ; 200| Events {0 = Unlimited)
Max Age : 7| Days {0 = Unlimited)
Mazx Frequency : 20| Seconds (0 = Unlimited)
‘ Ok ‘ ‘ Cancel ‘

Event priorities are identified in Ocularis Administrator and in Ocularis Client by color.

Priority Level Color Shade Priority Level

0 Blue None
1-3 varying shades of Low
green
4-6 varying shades of Medium
yellow
7-10 varying shades of red High

Figure 37 Priorities Color Coding sample in Ocularis Administrator

~ (0 Camera A
+ [ Camera Offline - Initial
@ Camera Online
CLOSE: output 1
CLOSED: input 1
B COPEM: input 1
B CPEN: cutput 1

v [ Server Side Motion Detection (Full Frame)

Event priorities work hand-in-hand with the Blank Screen Only/Handle In Client option. Priority

levels determine different behavior of the alert.
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7.14.1.2 Audio

When an event occurs, the subsequent alert can play a sound file through the Ocularis Client as
an added attention getting mechanism. The sound played can be configured by the system
administrator. The same sound can be played for all alerts or configured on an alert by alert basis.
A default audio setting is available. Sounds are not required and a ‘no sound’ option is also

supported.

Audio files are imported in the Assets Tab where the default audio file is set. See Event Audio

Clips on page 152 for more information on sound file configuration.

Note: If you are using audio alerts with Ocularis Web, the redalert.wav file will be played
regardless of which sound file is selected here. This sound file will be played in Ocularis
Client.

To MoDIFY THE AUDIO OF AN EVENT

1. Inthe Servers / Events tab, expand the Event Rule in the Events pane whose sound

you wish to change.
2. Select (highlight) the Event for the event rule (not the camera name).
3. Click the Properties button or right-click the event and select Properties.

4. In the resulting Event Rule pop-up, from the Audio drop-down, select the desired sound

file, None or Default.

e If you click ‘None’, no sound file will be played when the event occurs. If there is
no option available labeled ‘None’, then ‘None’ must already be set as the

default option. Select ‘Default’.

e If you select a .wav file, that sound will play through the Ocularis Client when the

event occurs.

e If you select ‘Default’, you may get a sound file or no sound, depending on the
default setting in the Assets tab. In the event where ‘None’ is configured as the
default audio in the Assets Tab, the option ‘None’ will not be visible in the drop-
down list. In this case, selecting ‘Default’ is equivalent to selecting ‘None’. You
should be aware of the default audio setting in the Assets Tab when configuring

events.

5. Click OKk.
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Figure 38 Event Rule Properties: Audio Samples

7.14.1.3

The ‘Handle In Client’ checkbox allows administrators to control which alerts they want their
operators to acknowledge in Ocularis Client and which need not. In other words, if the Handle In
Client checkbox is checked (or on), the alert will appear in the Alert Manager (i.e. list of unhandled
alerts) when the event occurs until such time that the alert is handled (or login session has ended).
The alert counter will increment for each alert. If the checkbox is not checked (or off), the alert will

be shown on a Blank Screen pane (if one is displayed) and then disappear when cleared or when

t& Event Rule X

Rule Details
Specify rule properties.

Mame : Server Side Motion Detection (Full Frame)
Alert
Priarity : 5 - Medium -

Server / Events

Audio : Default

Handle In Client :

Default
MNaone
Sound_file_01.wav
Warning.wav
URGENT wawv
FIREwav
Amber_Alert.wav

Retention
Mazx Events : 200| Events (0 = Unlimited)
Max Age : 7| Days (0 = Unlimited
Max Freguency : 20| Seconds (0 = Unlimited

‘ Ok H Cancel ‘

Handle In Client

the dwell time is reached.

Priority O

Priority 1-6

database.
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An alert with a Priority O is one where video from associated cameras will be
displayed on a blank screen only. No additional data is kept or logged for these
alerts. Priority O is used when you only want to see an event posted to a blank
screen but then no longer need to monitor it. Therefore, if there is no blank screen
displayed, you won’t see a priority 0 event. The alert counter will not increment for
alerts with this priority. By default, when you select Priority 0, the ‘Handle in Client’

checkbox is unchecked. This means that the event will not be logged into the

Alerts with Priority 1-6 are categorized low or medium. By default, these alerts will

be shown on a blank screen (if one is visible) and be shown in the Alert Manager
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list of unhandled events until the event is handled (or the session ends). The video
in the blank screen will clear after the configured dwell time for the pane in the view
has been reached. If the ‘Handle In Client’ checkbox is unchecked, the alert will

NOT appear in the Alert Manager.

Priority 7-10 Alerts with Priority 7-10 are considered high priority alerts. These alerts behave like
the priority 1-6 alerts in that by default, they are to be acknowledged by operators
using Ocularis Client. What can makes these priority alerts different (other than
their color representation), is that if configured properly they remain on-screen in
blank panes until acknowledged by an operator or until another alert with the same
or higher priority appears. For this behavior, the 'Handle in Client' checkbox must

be checked.

7.14.2 Event Retention

Depending on the environment, the types and number of events monitored, the amount of events
can quickly build up in the system. The database can be overcome with too many events. The
operator’s blank screen panes may also be cluttered by repetitive or too many events. Therefore,
system administrators have the ability to limit the events that are stored and retained in the
database and shown on a blank screen. These parameters are found when configuring an event

rule (basic, generic or composite).

7.14.2.1 Max Events

This field holds the total count of event instances to save to the database for the event rule. For
instance: if this value is set to 10 for a motion event on Camera A, then only 10 motion events for
Camera A will be in the database at any given time. Once 10 events have accumulated and new
events occur, the oldest event will be deleted (within an hour) and the newer event will be stored.
Valid values are between 0 (the default which means unlimited) and 2,147,483,647. The default
setting is 200. Keep in mind that this field works in conjunction with ‘Max Age’ and ‘Max

Frequency'.

7.14.2.2 Max Age

The ‘Max Age’ for an event rule is the number of days (in 24 hour multiples) in which to store
events generated by the event rule. The time is calculated from when the event took place. For
instance: if this value is set to 7 for a motion event on Camera A, then each of Camera A’s motion

events will be deleted (‘expire’) 7 days or 168 hours after they take place. The value is measured
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in days between 0 (unlimited and the default value) and 2,000. The default setting is 7 days. Keep
in mind that this field works in conjunction with ‘Max Age and Max Events’.

7.14.2.3 Max Frequency

This field identifies the time interval in seconds in which you would like to monitor alerts. This

feature will reduce the number of repeated alerts within a specified timeframe.

For instance, if the Max Frequency is set to 10 (seconds) for a motion event on Camera A and
then motion occurs:

1. the timer is theoretically set to zero and the clocks starts. The event is registered in the

Alert Manager and sent to the Operator’s blank screen pane.

2. If the same motion event on camera A occurs again in the next second, nothing will

happen.

3. If the same motion event on camera A occurs again in the second after that, nothing will
happen.

4. If the same motion event on camera A occurs again for the next 8 seconds, nothing will
happen.

5. Atthe 11" second, if the motion event on Camera A occurs, register the event in the
Alert Manager, display it on the Operator’s blank screen pane and reset the timer to

Zero.

The value is measured in seconds between 0 (unlimited and the default) and 3600 (one hour).
The default setting is 20 seconds. Keep in mind that this field works in conjunction with ‘Max

Events’ and ‘Max Age’.

7.14.2.3.1 Event Properties Combined
Keep in mind that three event properties work in combination with each other. The ‘Max Events’,
‘Max Age’ and ‘Max Frequency’ all affect the number of events that are stored and the duration of

their storage.

Note: The default values for retention properties were modified in version 5.6 to promote system
performance. These values will take effect for new events. Existing events will retain their
current settings.
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7.15 Composite Events

A Composite Event (also called ‘Event Fusion”) is combination of two other events defined with a

specific relationship and timeframe. The following are examples of a composite event:

If there is motion on Camera 1 and within the next 5 seconds
there is motion on Camera 2, register an event

or

If there is a card swipe detected from an access control panel AND there is an analytic
event that determines two people entered (‘“tail-gating”), trigger an alert

Composite Events are supported by all models of Ocularis.

To CONFIGURE A COMPOSITE EVENT

1. Inthe Servers / Events tab, create a Composite Sensor folder by clicking ‘[add new
folder...]

You may add as many folders as desired to organize your composite events.

Figure 39 Add Composite Event Folder

Events

B Resync

+ Generic Events

» 10.1.30.106 (Ocularis Recorder) on 10.1.30.106
.
© [add new folder..] _

2. If you want to rename the folder now or at a later time, double-click it and replace the
text. Then press [ENTER].

Figure 40 Rename Composite Event Folder

Evenis

B Resync E‘é Fuse New Q Delete

* Generic Events
r 10,1.30.108 (Ocularis Recorder) on 10.1.30.106
r 192.168.70.204 (QOcularis Recorder) on 192.168.60.179
= Compaosite Source
» L IComposite] Sensor] 1

@) [add new folder..]

3. To create the event either click the Fuse New Event button on the toolbar, or expand
the folder you just created and click [add new..]'.

4. Fill out the Composite Event Rule pop-up.
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Figure 41 Configure a Composite Event: Rule Details Tab

Composite Event Rule

Event 1:

Event 2 :

Composite Event Rule Details
Specify two events, a relationship between them and a time frame in order to create a compaosite event.

S —

Relation: woes | [ = | [P0 [ee [ & |
Description : [Event 1] occurs then [Event 2] occurs within 00:00:05.
Alert
Priority : 5 - Medium ¥
Audio Default 2
Handle In Client :
Retention
Max Events : 200| Events (D = Unlimited)
Max Age 7| Days (0 = Unlimited)
Max Frequency : 10| Seconds (0 = Unlimited)

Fields are defined as follows:

Name

Event 1

Event 2

Relationship

Description

Enter a descriptive name for the composite event. Avoid using
special characters for the event name.

Select an event to begin to define the condition for which the
rule alert should be met. This event may be an Event Rule,
Generic Event, another composite event or any event listed.

Select a second event to finalize the condition for the composite
formula. This event may be an Event Rule, Generic Event or
another Composite Event.

You must indicate how event 1 is related to event 2. The
directional arrows define the relationship between two Event
Rules and are defined below.

In addition, a time period must be specified. This works in
conjunction with the relationship icons in identify a time limit that
may apply to the relationship.

Valid times are:
HH = 0 through 23
MM = 0 through 59
SS = 0 through 59

As you build your composite event, a description appears in this
section helping you understand rule’s meaning.
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Priority

Audio

Handle In Client

Max Events

Max Age

Max Frequency

Relationship Icons

Please note:

Select a Priority for the composite event. See Alert

In the Alert section, specific properties on the behavior and
appears of the alert is set.

Priority on page 49 for more information about priorities.

Select the sound file to be played when the composite event
occurs. See Audio on page 51 for more information about audio.

If this checkbox is checked (on), Ocularis Client will receive a
registry entry for the event and (depending on priority) may
require the operator to manually acknowledge the alert. See
Handle In Client on page 52 for more information.

Set the maximum number of event registries to retain for this
composite event. See Event Properties on page 49 for more
information.

Set the maximum age to save event registries for this event.
See Event Properties on page 49 for more information.

Set the frequency for this event. See Event Properties on page
49 for more information.

If Event 1 occurs before Event 2 occurs

If Event 1 occurs but Event 2 does not occur within the specified
time period

If Event 1 does not occur in the time period defined, prior to Event

2 occurring.

If Event 1 and Event 2 occur within the time period specified.

e You may effectively nest composite events with other composite events resulting in a
highly complex fusion of events. Consider, however, that the more complex an event,
the more difficult troubleshoot may become.

e If you do not see a recently created generic event in the list of available events in the
Eventl or Event2 drop-down list, click the Resync button to refresh the Events pane.

Refer to the example shown in Figure 42: This composite event will trigger an alert if there is an

Access Denied code registered from the building alarm system and 20 seconds later there is

motion on the lab camera (indicating that someone has gained illegal access).
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Figure 42 Composite Rule Example

Composite Event Rule s

Composite Event Rule Details
Specify two events, a relationship between them and a time frame in order to create a compaosite event.

MName : lllegal Entry

Event 1: Building Alarm - Access Denied ~
Event 2: Lab Axis P3365-106-Sew£[ i ] l e | [ ee | [ © | -
Relation: oz | [ = [[2e][ee ]| © |

Description : Building Alarm - Access Denied occurs then Lab Axis P3365-106 - Server Side Motion Detection (Full Frame)

occurs within 00:00:20.

Alert
Priority : 10 - High ¥
Audio Default o

Handle In Client :

Retention
Max Events : 200| Events (0 = Unlimited)
Max Age : 7| Days
Max Frequency : 10| Seconds (D

‘ Ok H Cancel ‘

To MoDIFY A COMPOSITE EVENT

1. Inthe Servers / Events tab, locate the Composite Event in the Events pane under the
Composite Source node.

Highlight the Composite Event.
Click the Properties button.

In the resulting Edit Composite Event pop-up, modify desired settings.

o > 0N

Click Apply to save changes.

To DELETE A COMPOSITE EVENT

1. Inthe Servers / Events tab, locate the Composite Event in the Events pane under the
Composite Source node.

Highlight the Composite Event.
Click the Delete button.

4. You will be prompted with the message: “Are you sure that you want to delete this
composite event rule?”

5. Click Yes to delete the Composite Event.
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7.16 Generic Events

Ocularis Base has the ability to analyze TCP or UDP data packets and automatically trigger an
alert when specified criteria are met. This expands event coverage to external devices such as
access controls systems. These events are called Generic events. Generic events may be used

in Blank Screen monitoring and they are supported by all models of Ocularis.

7.16.1 Components of a Generic Event

Generic Events are made up of Connections and Rules. Connections define the protocol and port

which Ocularis should monitor and a

nalyze for the event. This is considered the event source. Rules allow you to define the actual
string that should be used in the analysis of the event source. You may have multiple rules defined

for the same connection and these rules may also be used in Composite Events.

To CREATE A GENERIC EVENT

Creating a Generic Event involves these steps:

e Create a Connection to define the event source.
e Define at least one rule for the Connection.
e Testthe Rule
e Map camera video to the rule to enable it and allow for Blank Screen monitoring.
To CREATE A CONNECTION FOR A GENERIC EVENT
1. Inthe Servers / Events tab, expand the Generic Events node in the Events pane.

2. Click [add connection..]
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Figure 43 Add a Generic Event Connection
_______________________________________

Events

B Resync

% Batch Handle E Purge Closed _

= Generic Events

= Composite Source
-~ 3 [Compesite] Sens Enter connection parameters,
B lllegal Entry
) [add new..]
) [add new folder..,

) [add connection..]
+ 10.1.30.108 [O%Iarls Re
v 192.168.70.204 (Ocularig

Mew Generic Event Source X

Generic Event Connection Setfings

Name : ”

Type: ® TCP
O upp

Port :

Separation: @ Binary (O ASCI

3. Fill out the fields in the resulting New Generic Event Source pop-up window as defined

below. You may need to contact or review the manufacturer specifications of the device

for which you are configuring the event.

Name

Type

Port

Separation

Enter a descriptive name for the Event Source. This is what
will appear in the alert so be as descriptive yet concise as
possible. Avoid using special characters in this name. For
example: Front Entrance might be used to describe alerts
transmitted access control systems on the main door to the
facility.

Select the protocol (TCP or UDP) based on the device you are
monitoring.

Enter the port on which Ocularis Base should listen for the data
sent by the event source.

Select the format for data transmission. (Binary or ASCII)

You may also enter a Separation character to identify to
Ocularis Base, when an end of string as been received. Enter
this character in the Separation field.

4. When pop-up is complete, click the Create button.
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The Connection for the event source should be listed under Generic Events in the Events
pane.
To DEFINE A RULE FOR A GENERIC EVENT CONNECTION

Be sure to first define an event source prior to defining a rule. See To Create a Connection for a

Generic Event on page 59.

1. Inthe Servers / Events tab, expand the Generic Events node in the Events pane and

select the desired generic event.

2. Expand the generic event connection source.

* (eneric Events

= Front Entrance

Figure 44 Click [add rule...] to configure the generic event connection

3. Click [add rule..] beneath the event.

Figure 45 Creating a Generic Event Rule

Generic Event Rule >

Generic Event Rule Details
Specify generic event rule name and at least one pattern.

N —

Patterns :

Alert
Prigrity : 5 - Medium -
Audio : Default ¥

Handle In Client :

Retention
Max Events : 200| Events (0 = Unlimited)
Max Age : 7| Days (0 = Unlimited)
Max Frequency : 10| Seconds (0 = Unlimited)

Ok Cancel
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4. In the resulting pop-up window, fill out the fields as follows:

Name

Patterns

Priority

Audio

Handle In Client

Max Events
Max Age
Max Frequency

5. Click OK when done.

Enter a descriptive name for the rule. Avoid using
special characters in the name field. Following our
earlier example, the name could potentially be
something like: Access Denied or Access Granted.

Click the New Pattern button to open up a row for pattern
definition. See Patterns for Rules below for more information.

Assign a priority for the rule. See Event Properties on page
49 for more information on event priorities.

Select an sound file to play when the event occurs. This
selection is optional. See Event Properties on page 49 for
more information on event audio.

If this checkbox is checked (on), Ocularis Client will receive a
registry entry for the event and (depending on priority) may
require the operator to manually acknowledge the alert. See
Handle In Client on page 52 for more information.

Set the retention parameters for this event. See Event
Properties on page 49 for more information on event
retention.

You may define multiple rules for the same generic event connection.

7.16.2 Patterns for Rules

When specifying the logic for Ocularis Base to use when analyzing data packets you have several

options. You must know the string or a portion thereof that you wish to look for in order to trigger

the event. The options for searching for the string are as follows:

Matches

Contains

Starts With
Ends With

The string you specify must be detected in its entirety with
exactly the characters you specify.

The string you specify can be located anywhere within the
string of the data packet.

The data packet must begin with the string you specify.

The data packet must end with the string specified.
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Figure 46 Patters for Generic Events

Generic Event Rule X

Generic Event Rule Details
Specify generic event rule name and at least one pattern.

MName : Access Denied

Patterns : Contains L From IP m
Matches
Contains
Starts With
Ends With

Sources for Patterns

For each string to be analyzed on a specified port, you can also limit the analysis to be from a
specific IP address. For TCP based connections, enter the IP address for the pattern for which
you wish to restrict analysis in the From IP field. This is an optional field. If left blank, the pattern

will be evaluated on any IP address.

You may include multiple patterns for the same rule. The Boolean logical operator “OR” will be

applied for each.

Figure 47 Using Multiple Patterns

Generic Event Rule *

Generic Event Rule Details
Speacify generic event rule name and at lzast one pattern,

Name : Access Denied
Patterns: Contains || denied From P a
Contains v ||card failure Erom IP (%]
Contains » From IP @
R

Click the New Pattern button to add a row to configure each pattern.

In the example shown in Figure 47, the following generic event is configured: “if the text string
‘access denied’ or ‘card failure’ or ‘damaged’ appears within the specific port of the connection,

trigger the Access Denied Rule. (the port is configured with the connection).
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To MAP THE RULE

Once the rule has been created, you may associate video from a camera to this event. Do this by
dragging and dropping the camera from the Servers pane to the Generic Event on the Events
pane. Follow the same steps as discussed in To Create an Event Rule (To Associate Camera
Video with Events) on page 47.

7.16.3 Determine Alert Distribution

Configuring alerts for events does not automatically activate them. Additional steps are needed to
assign who should receive notification for which alert and when. Administrators determine which

users will get notifications of associated events in the Distribution Groups Tab. This step needs

to occur in order to see alert video, to transfer alerts from Ocularis Base to Ocularis Client

operators or to test a Generic event.

To TEST THE GENERIC EVENT

You can perform a manual test of the Generic event to determine if it is properly configured.

1. Inthe Servers / Events tab, expand the Generic Events node in the Events pane to
expand it and select the Generic Event.

2. Expand the Connection by clicking the expand symbol next to it.

3. Click the lightning bolt symbol adjacent to the rule name.

A Generic event rule tester pop-up appears.

Figure 48 Testing Generic Events

I EEEEEEE——NN
Events

i34 Resync Fuse New

= Generic Events
~ Front Entrance

B # Access Denied

w6 1-ck T Test g

& [ad
» Compos ¢ N
& Generic Event Test &

» RC-C Ser
.4 Generic event rule tester
Use this to send an artificial generic event to the server.

= = |
Pattern: | Contains "access denied v

‘ @ "access denied” will be sent over TCP using port 9999,

Send g Cancel ‘
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4. You can select any pattern associated with the event from the drop-down list to test.

Figure 49 Selecting a Pattern to Test

o —n
{8 Generic Event Test [

L ¢ Generic event rule tester
1/ Use this to send an artificial generic event to the server.

Pattern: [Contains "access denied” ']

4 Contains "access denied”
Contains "card failure”

Contains "damaged"

Send H Cancel ]

5. Click Send.

Figure 50 Generic event test data sent confirmation

Send Generic Event ﬂ

l0\ TCP data was sent to 192.168.7.205:9999 with the text "access denied".

A test event will be generated and sent based on configured rules.

7.17 Device Filter /| Event Filter

As the system grows and more and more cameras and devices are added, it can take some time
to locate the desired device amongst the list of hundreds or even thousands of devices. The same
applies to events. If there are dozens or hundreds of events, it can be cumbersome to try to locate
a specific event. To alleviate this, a ‘Device Filter’ and ‘Event Filter’ are available from the Servers
/ Events Tab.
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Device
Filter

Figure 51 Device and Event Filters

# Ocularis Administrator - O X
Servers [ Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About
Servers Events
-% _ e Resync % Batch Handle s Purge Closed _
* ad Actions b Generic Events
b a 10.1.30.106 (Ocularis Ultimate Recorder) + 10.1.30.106 (Ocularis Recorder) on 10.1.30.106 £
; . vent

» a 192.168.60.185 (Ocularis Ultimate Recorder) b 192.168.70.204 (Ocularis Recorder) on 192.168.60.179 Filter
] a 192.168.70.204 (Ocularis Ultimate Recorder) + Composite Source

Filter |

Lock

7.17.1 To Use the Device Filter

1. From the Servers / Events tab, type a portion of a string to filter the device list in the ‘Device
Filter’ text box. The string can contain letters, numbers or special characters. The filter is not
case sensitive. The resulting list will be an exact match of the content typed into the Device
Filter text box.

For instance, in Figure 52, the filter is for all ‘lab’ devices.

Figure 52 Filter for 'lab’

# Ocularis Administrator

Servers / Events | Users / Privilages | Views | Distribution Groups | M=

Servers / Events

Servers

B add..

[1=b]

- a 10.1.30.106 (Ocularis Ultimate Recorder)

= |l Cameras
# Lab Awxis P3365-106
# Lab Axis Q5034-106

4 Triggers

- E 192.188.70.204 (Ocularis Ultimate Recorder)

= |l Cameras
& 157 - Bosch EX36 (10.240) - MPEG4 - Lab
# 157 - Bosch NWIC-0455 (10.193) - Lab

r ﬂ Microphones

o Triggers
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You may clear the filter by deleting the text in the Device Filter text box.

7.17.2 To Use the Event Filter

1. From the Servers / Events tab, type a portion of a string (or keyword) to filter the event list in

the ‘Event Filter’ text box. The filter is not case sensitive.

The list will display only those events whose name includes the text typed. For instance, in

Figure 53, the filter is for all events related to ‘motion’.

Figure 53 Event Filter for 'fire’

Events

e Resync % Ba

|motion

= 10.1.30.106 (QOcularis Recorder) on 10.1.30.106

= [ Asis Hallway-106

Server Side Motion Detection (Full Frame)
~ (3 Axis LPR-106

Server Side Motion Detection (Full Frame)
- [0 Axis P1347

Server Side Motion Detection (Full Frame)
~ [ Axis P3245-106-On Demand

] Server Side Motion Detection (Full Frame)

= [0 Camera 1

Server Side Motion Detection (Full Frame)
= [ Diane iP2d-106

Server Side Motion Detection (Full Frame)
~ [0 GrandEye Hall-106

Server Side Motion Detection (Full Frame)
~ (ZJ Hanwha SNP-6320HN-PTZ-106

Channel.0. Motion Detection

Channel.0. PTZ Motion

Server Side Motion Detection (Full Frame)

= [ Hanwha SNV-6013

Server Side Motion Detection (Full Frame)

7.18 Filter Lock

You may use the ‘Filter Lock’ icon to lock the filter. This will disable the ‘Event Filter’ text box from
accepting entries and allow the ‘Device Filter’ to filter both devices and events. This makes locating

events related to a particular device quick and easy.

7.18.1 To Use the Filter Lock

1. From the Servers / Events tab, first type a portion of a string to filter the device list in the

‘Device Filter’ text box. The filter is not case sensitive.

2. Click the ‘Filter Lock’ icon. @|
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The filter text from the ‘Servers’ list is now applied to the filter of the ‘Events’ list. The filter will
apply to both panes.

For instance, the sample shown in Figure 54 shows the Device Filter and Event Filter for all
‘Lab’ cameras and associated events.

Figure 54 Filter for 'Lab' cameras and events

% Ocularis Administrator - [m] x

Servers / Events | Users / Privilages | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Servers / Events

Servers Events
& Add.. . @ Resync B} Batch Handle | B} Purge Closed .
[lab ] lab
~ B 10.1.30.106 (Ocularis Ultimate Recorder) [3[[ = 10130108 (Ocularis Recorder) on 10.1.30.106
- [ cameras = [ Lab Axis P3365-106
# Lab Axis P3365-106 Camera Offline ~ Initial
# Lab Axis Q6034-106 Camera Tampering - Camera Based
+ (4] Triggers CLOSE: output 1
~ B 192.168.70.204 (Ocularis Uttimate Recorder) Server Side Motion Detection (Full Frame)
~ B cameras Server Side Tampering
@ 157 - Bosch EX36 (10.240) - MPEGA - Lab Window 1
# 157 - Bosch NW(C-0455 (10.193) - Lab Window 10
+ [B Microphones Window 2
- [ Triggers Window 3

Window 4
Window 5
Window &
Window 7
Window 8
Window 9

= [ Lab Auis Q6034-106
Camera Offline - Initial
Mo
M1
M2

[V

7.19 Camera Migration Tool

As you know, when you add a recorder to Ocularis Base, additional configuration is required.

This includes (but is not limited to):

1. Assigning privileges to the cameras to the applicable user groups
2. Creating views using the newly added cameras and

3. Adding the newly added cameras to maps.

These steps are required whether you install a new recorder or if the new recorder is replacing an
existing recorder such as the case when you migrate cameras from version 4 Ocularis to version
5.

Keep in mind that with Ocularis Mix and Match you may still incorporate older version recorders

with a version 5 Base. In fact, Ocularis 5 is compatible with all current and prior recorders.
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However, in the event that you do want to migrate cameras from a prior version to an Ocularis 5

recorder, we have implemented a tool to help in this process.

The Camera Migration Tool in Ocularis Administrator allows you to easily replace one camera
with another in all instances where the camera is used in Ocularis Views and Maps, saving the

time and effort to reconfigure the system. You can even replace an entire recorder!

Note: this feature is available only to the admin user. Group Administrators do not have access.

Figure 55 Sample Cameras from an RC-C Recorder

Ocularis Base

Base

Ocularis Client

RC-C

Qe

Qe
Qe
Qe

Camera A | Camera B

Camera C|Camera D

Lobby View

Camera Summary:

Enabled Camera Name:
Camera A MPEG
Camera B MFEG
Camera C MJPEG
Camera D MPEG

EREERE

7.19.1 How It Works

In the example shown in Figure 55, four cameras are located on an RC-C recorder labeled
‘Camera A', '‘Camera B', etc. They are used in a view called 'Lobby View' as shown.

Recording
ings

Motion Detection
Motion Detection
Motion Detection
Motion Detection

Retention Time

Page 69 of 222

Recording Archiving
Path Path

Day(s) Ci\VideoDatal CWideoData!
Day(s) [=] civideoata) CiVideoDatz\
Day(s) Ci\VideoDatal CWideoData!
Day(s) [=] C:VideoData CWideoData!

Server / Events




Ocularis Administrator User Manual

Server / Events

If you want to migrate these cameras to a v5 recorder, install the same four cameras on a version

5 recorder. You can name the cameras with the same name or different names. Temporarily, both

cameras will stream to two recorders.

Figure 51 shows an added Enterprise recorder. The

camera hames were assigned 'ENT Camera 1/, etc.

After adding the v5 recorder to Ocularis Administrator,

you can map the Enterprise cameras to their RC-C

counterparts.
ENT Camera 1
ENT Camera 2
ENT Camera 3
ENT Camera 4

When the mapping is complete, the 'Lobby View' will

automatically be updated?.

ENT ENT
Camera 1 | Camera 2

ENT ENT
Camera 3 | Camera 4

Lobby View

Camera A

Camera B

Camera C

Camera D

Figure 56 Added v5 recorder

Ocularis Base

Base

Ocularis Client

e

Ocularis 5 Core + DM

Qo

Qe
Qe
Qe

Cameras

W @& oOnssi
ENT Camera 1
ENT Camera 2
ENT Camera 3
ENT Camera 4

If the names of the cameras are identical from one server to another, you can save time by

mapping one server to another server. The system will map all matching camera names to their

corresponding counterpart.

IMapping changes are not reflected in Ocularis Client until the next time the operator logs off and then back

on.
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To Use THE CAMERA MIGRATION TooL

1. After logging in to Ocularis Administrator using the admin account, from the Servers /
Events tab, click the arrow adjacent to the Delete button in the Servers pane.

Figure 57 Remap Cameras

# Ocularis Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps

Servers / Events

Servers

B Add..
&

| Remap Cameras [ﬁ

* Actions

3 E 10.1.30.106 (Ocularis Ultimate Recorder)

Then click Remap Cameras.

2. Inthe resulting pop-up, expand the new recorder on the left side of the screen and then

expand the recorder that is being replaced on the right side of the screen.
e You can use the filter entry box to filter the list by camera or server name

e Check the 'Only Legacy Recorders' if you want to filter the list on the right by

Ocularis v4.x and prior servers
e Check the 'Only Disabled Cameras' to filter the list by disabled cameras

3. Then you can identify which camera on the right is being replaced with its corresponding
camera on the left. You can:

a. Drag and drop cameras one at a time
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Figure 58 Drag and drop individual cameras

Remap Cameras Setup

Remap Cameras ®

Tempararily replace one camera with anather.

Current Camera Mappings

Unmapped Cameras

I [E)192168.10.82 (Ocularis Ultimate Recorder)
I [EJ192.16811.19 (Ocularis Ultimate Recorder)
i E)1921684.128 (Ocularis Ultimate Recorder)

i [£)192.168.10:82 (Qcularis Ultimate Recorder)

¢ [B192.168.11.18 (Ocularis Uktimate Recorder]

2 [E192.1684.128 (Qcularis Ultimate Recarder)
-

= Camera 3 _—_"'-.. 4+ [B1921684.128 RC-O)
Dcamera4 ~a o * Dcameat
A Camers A8C Moy O Camersl
o [E)1921684.128 (RC-C) ‘Wﬂméﬂ 2z
Calgmer 2
Dcamera3
Bcamera e
Dcameras

[C] Only Legacy Recorders
[T Only Disabled Cameres

As cameras are mapped, they are removed from the 'Unmapped Cameras' list to prevent

duplicate mappings. Also, you may not map a camera to itself.

b. Drag and drop from one server to another.

Figure 59 Drag and drop server to server

Remap Cameras Setup

Remap Cameras ®

Temporarily replace one camera with anather,

Unmapped Cameras Current Camera Mappings

I [E)192.168.10.82 (Ceularis Ultimate Recorder) n E 102.168,10.82 (Ceularis Ultimate Recorder)
- [E)192.168.11.19 (Ocularis Ultimate Recorder) _ o I ) 19§ 1119 (Ceularis Uttimate Recorder)
PY = 192.1684.128 (Ocularis Uhtimate Recorder) + B192.1684) cularis Ultimate Recorder)
B3 Camera ABC 4 [192.168.4.128 RG:C)
I [E1921684.128 RC-C) 4 Qcamers 1 iy
€ Camera 1
4 [YCamera2
€ Camera 2
o [DCamers 3
€ Camera 3
4 [Dcamerad
& Comerad
[Dcamera s

-

[ Only Legacy Recorders
[ Only Disabled Cameras

Notice that in Figure 54, the system was unable to find a match for '‘Camera ABC'. In this case,

the camera can be mapped individually to its corresponding camera.

4. If you need to remove a mapping, click the red X as shown below. Also notice that the tooltip

identifies the server to which camera the camera belongs.
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Figure 60 Remove a single mapping

Current Camera Mappings

I a 192.168.10.82 (Ocularis Ultimate Recorder)
I 5192168.11.19 [Ocularis Ultimate Recorder)
I a 192.168.4.128 (Ocularis Ultimate Recorder)
Fl 5192168.4‘128 [RC-C)
4 n Camera 1
&f Camera 1
4 [JCamera2
&) Camera 2
4 [Jcamera3
Camera 3
« Dcageras

‘{ Belongs to 192.168.4.128 (Ocularis Ultimate Recorder) |
2 Cameras

5. To remove all mappings on a server, right-click on the server name itself and select
Remove All Mappings.

Figure 61 Remove All Mappings for a Server

Current Camera Mappings

[ §192.168.10‘82 (Ocularis Ultimate Recorder)
[ §192.168.1‘_“_9 (Ocularis Ultimate Recorder)
[ §192.168.4.128 (Ocularis Ultimate Recorder)
4 B1921684128 RO
- nf.amer Remove A'I\\ Mappings I
&) Camera 1 L%
a nCamEra 2
&3 Camera 2
4 [Jcamera 3
& Camera 3
4 [camera 4

&) Camera 4
Elcamera s

6. When finished, click OK.

Now, everywhere the mapped camera is used in a View or on a Map, Ocularis will now display

the newly mapped camera. This saves you from having to reconfigure the newly added recorder's
cameras from scratch.

Keep in mind that the mapping is temporary until you remove the old server from Ocularis
Administrator. Then the mappings will become permanent.
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To MAKE TEMPORARY MAPPINGS PERMANENT

To make temporary mappings permanent, delete the server from the Server / Events tab.

1. From the Servers / Events tab, right-click the server name you wish to remove.

2. Select Delete Server.

3. You will see an 'Are you sure you want to delete...' pop-up message. Click Yes.

4. You will then see the following warning:

Figure 62 Delete Server warning message

r 1
Delete Server &J

I.-"'_"‘.I Cameras on this server have temporary mappings. Those mappings will
L - be permanent.

Warning: Some of the cameras on this server do not have temporary
mappings!

Would you like to review those mappings?

Yes Mo | Cancel

If all cameras are mapped, the second line will not display.

5. Click:

Note:

a. Yes to review the mappings in the Remap Cameras pop-up. When you are
done reviewing, click OK to continue with the deletion operation. Then, you will
get a second warning message. Click Yes to remove the recorder and make the
mappings permanent.

b. No to skip the review, remove the server and make the mappings permanent.

c. Cancel to abort the operation.

Keep in mind that you must have an adequate supply of camera licenses for the level of
recorder you map to when you make mappings permanent. For example: if you map 50

Enterprise cameras to 50 RC-I cameras, once you make the mappings permanent, you'll
need to be sure that you have 50 valid ENT licenses (RL-2).
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Users / Privileges Tab

This tab is used to define users, user groups and camera privileges within an Ocularis system.
The Ocularis User Group/User Hierarchy

Access to the Ocularis surveillance environment is controlled through the use of User Groups
and User Accounts. User Groups are assigned access and privileges to various components of
the system. An example would be to assign a specific set of cameras or video wall to a user group.
Once a group’s operating parameters are established, user accounts can simply be assigned to
the group and inherit the privileges of the group. Furthermore, each user account within a group

(except 'Administrators' group) may have alternative privileges set beyond those of the group.
The Administrator can share the user across unlimited Ocularis User Groups.

Privileges to cameras may be controlled through camera privilege groups. These groups allow
you to organize a set of cameras per user group and apply specific parameter restrictions to the
camera group as a whole.

Figure 63 Users / Privileges Tab
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-
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The Users / Privileges Tab is divided into several sections:

1. Near the top, there is a toolbar containing several function buttons that apply to items on
the tab.

2. On the left, there is a Groups pane that displays existing groups and users and their
hierarchy.

On the right, the pane will display details for the item selected in the Groups pane.

4. For cameras only, a preview pane is available displaying the camera’s thumbnail image.

8.1 User/ Privileges Filter

Introduced in Ocularis 6.0, it is possible to search/filter your list of Groups and User to use the
entered string to match results that contain the letters, numbers, or special characters.

8.2 User/ Privileges Toolbar

Figure 64 Users / Privileges Toolbar

E. Mew Group | [¥n Mew User E Delete E Save

8.3  Working with User Groups

The installation process creates one user group titled Administrators. This user group has one

user account: Admin.

The ‘Admin’ user account is an administrative user account. The Admin user can view and change
anything in Ocularis Administrator. We recommend changing the password of this account

immediately. This account is referred to as a superuser account. This account may not be deleted.
We recommend creating additional user groups for operators of the system.

FOUR TYPES OF USERS

There are four types of users in Ocularis:

1. Super administrator - this is the default account (admin/admin). This user can do

anything in the system.

2. Standard administrator - this user account can do everything that admin can do except

create other admins. This user is created by the admin user. Any user account placed in
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the user group 'Administrators’ will be an admin. There is no limit to the number of
administrators for the system.

3. Group administrator - this user has limited access to Ocularis Administrator and may

only work with data that corresponds to their own user group.
4. Standard - this user has no access to Ocularis Administrator.

Note: for upgrades from v5.2 or earlier, the 'Administrators' group is created and the user
account admin is transferred to this user group. The '‘Default’ group remains intact.

ADMINISTRATORS USER GROUP
Any user account created in the Administrators user group will become an administrator. The
user in an administrator group can do anything in the system that the '‘admin’ user can do except

create other administrators. Cameras added to the system will automatically be assigned to this

group as privileged.

SHARED USERS

You can share an existing Basic User, Active Directory User, or Active Directory Group with more
than one Ocularis User Group to be able to combine the rights of more than one Ocularis user
group together.

The user group where the user is created (or moved to) is considered the primary user group. Any
user group where the user is copied to is deemed to be secondary.

Secondary users have no configuration options. Instead, the configuration area is locked with a
link to the original (primary) user.

Users that are part of multiple Ocularis User Groups will now see:
e All cameras from all User Groups that the user is part of
e All Ocularis views (including Private Views) from all User Groups that the user is a part of
e All Ocularis Maps from all User Groups that the user is a part of

A user who is part of more than one group has the combined rights (least restrictive) displayed.
For example, if one user group has the rights to 5 cameras while the second user group has rights
to 500 cameras, the logging-in user (that is part of both user groups) will see 555 cameras. Or, if
one user group has no exporting rights or is not allowed to log in on Tuesday while the other user
group allows exporting or allows login on Tuesday, the logging in user (that is part of both user
groups) will be able to export or login on Tuesday.

To CREATE A UsSer GRouP

1. Inthe Users / Privileges toolbar, click the New Group button.
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2. Anentry in the list called New Group appears. Edit the text to the group label you wish

to create.
3. Press [ENTER].

The new group appears in the list. Repeat this process for each group you wish to add.

To MobpIFY A User GRouP NAME
1. Inthe Users / Privileges Tab, double-click group name in the Groups list.
2. Edit the text to the group label as needed.
3. Press [ENTER].

The updated group name appears in the list.

To DeLETE A USER GROUP
1. Inthe Users / Privileges Tab, select the group you wish to delete.

2. Click the Delete button on the toolbar.

If deleting a user group which contains primary users, this may cause the deletion of
shared users. Therefore, a warning message appears notifying about the deletion of a
single or multiple users.

Figure 65 Delete User Group message

Delete User Group

Are you sure that you want to delete the user group "Weekday Shift' and all of its
users?

Mote that deleting this group will cause the deletion of user "Supervisor' and all
copies of the user copied to other User Groups.

Yes No

If deleting the Primary user (that has shared users in other user groups), a warning message
appears notifying that all other instances of this user will also be deleted.
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Figure 66 Delete All Users message

Delete All Users

By deleting this User "Supervisorlane’ you will also remove ALL shared users in the
other User Groups?

Delete All Users  Cancel Delete

To SHARE USERS AND USER GROUPS

1. Drag an existing user (Basic or Admin) or Admin Group into another Ocularis User
Group (except for Group Admins). The following dialog box appears:

Figure 67 Move or Share User

Move or Share the User

Do you want to Move or Share (duplicate) the user to another User Group?

Move User Share User Cancel

2. Select either:
— Move User to move the user to the different User Group, or
— Share User to add the user also to the desired Ocularis User Group

If the user/group already exists in the Ocularis User Group OR if the user/group is a Group
Administrator, moving or sharing is not allowed.

8.4  User Group Privileges

Privileges to specific functions of Ocularis may be set on a user group basis. Then, any user that
is added to the user group may inherit the privileges set at the user group level. Default settings

for most privileges is: Allow.
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Figure 68 User Group Privileges

o Ocularis Administrator
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New Group New User Delete Save Login To Ocularis Client @ u“w v Sfc‘:'ra‘r’v‘:f;v’e;: Auto Log-off |_N5_”'__"_‘
S [o—— Login To Ocularis Web/Mobile: |/ Allow |~
- Change Password in Client V Now |~
3 Camera Privieges Shut down Client : < Allow -
Trigger Privileges Minimize Client </ Allow -
[ Video Wall Priileges Enter Client Setup [Vawow [+
# Event Interface Privileges Enter Browse Mode \  Allow |v
) Weekyy Schedule Select Sream (Ocularis Clent Only): [/ Allow |7
-] Holiday Schedule Event Fitering [@oew |7
B nopreset Create Views in Ocularis Client [@oeny [+
b B een Circular Control
Copy to Clipboard : < Allow -
Push Video 7 Allow >
Clear Video Pane [Vaow [+
Select Comera [Vaow [+
Bookmarks
Delete Bookmarks [V awow -]
View Bookmarks [Vaow [+
Create Bookmarks «/ Allow x
Exporting
Export Frames [Vaow [+
Export Video : / Allow b
Video Flagging

Create/View Video Flags [Vaow [+

Update/Delete Video Flags : </ Allow -

Users within a user group may further have alternate privileges set on a user level. The privileges
for the user group 'Administrators' are all set to Allow and may not be modified.

8.4.1 Group Privileges Description

Group Privileges

Login to Ocularis By default, users of all groups will be granted access to log

Client in to Ocularis Client. However, the system administrator can
control which Ocularis user or group can perform a
successful login. This setting can be used to control the
user’s access to specific features in Ocularis Client. If this
setting is set to ‘Deny’, when the user tries to login, they will
be presented with a different login dialog. Another user with
login privileges must provide their credentials as approval
for the original person to log in. Keep in mind this
transaction is recorded in the system’s audit log. See Dual
Authorization on page 4 for more details. This option
controls access to only Ocularis Client.

Login to Ocularis By default, users of all groups will be granted access to log
Web/Mobile in with Ocularis Web and Ocularis Mobile. However, in
some cases, system administrators may want their users to
access video while at the office using Ocularis Client but
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Users / Privile

Change Password
in Client

Shut down Client

Minimize Client
Enter Client Setup

Enter Browse
Mode

Use BriefCam

Select Stream
(Ocularis Client
Only)

Event Filtering

Create Views in
Ocularis Client

Manage Views for
User Group

Circular Control

deny them the access while outside the office. The privilege
‘Login to Ocularis Web/Mobile’ can be set to ‘Deny’ and the
user will not be able to login with either Ocularis Web or
Ocularis Mobile. They will receive the message “User is not
allowed to login to Ocularis Web/Mobile” if attempting do to
so.

Note: if the privilege ‘Login to Ocularis Client’ is set to
‘Deny’ and the privilege ‘Login to Ocularis Web/Mobile’ is
set to ‘Allow’, the user will have direct access to Ocularis
Web or Mobile (no approval login needed).

The user may change their Basic authentication password
inside Ocularis Client from the “Logoff” window.

The user may exit Ocularis Client. When this option is set
to ‘Deny’, the user must enter account credentials for an
account who may log off or shut down the client application.

The user may minimize the Ocularis Client application.

The user may launch and make personal changes to
Ocularis Client settings.

The user may leave Live mode and view recorded video.

The user can see and access the BriefCam options inside
Ocularis Client. By default, the privilege is turned off.

The user may select between multiple live streams for a
supported camera in Ocularis Client. This privilege does not
apply to Ocularis Web or Ocularis Mobile.

The user can filter events displayed in the Ocularis Client,
export events to a file, and configure schedules for the
automatic handling of events. This privilege is set to ‘Deny’
by default as it should only be allowed for limited users.

Users of Ocularis Client may be allowed to create their own
views from within the Ocularis Client application. By default,
the privilege is set to ‘Deny’ so the administrator must
manually enable it for the user or the group. For users who
do not have this privilege, the ‘Auto Views' feature in
Ocularis Client is also disabled.
For more details refer to the Ocularis Client User Manual.

Users of Ocularis Client may be allowed to see, create, edit,
and delete views for all Users in their specific User Group.
Important: unless the specific user is set to “deny” for the
“Create Views in Ocularis Client” permission, the user will
have the ability to edit views inside Ocularis Client.

For each item in this section, the ‘Allow’ privilege will display the corresponding
function on the Circular Control menu in the Ocularis Client.

Copy to Clipboard

The user may copy the displayed image to the Window’s
clipboard. The clipboard image may be pasted into any
compatible application.
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Push Video The user may send video to another user logged in to
Ocularis Base.

Clear Video Pane | The user may remove the video stream from the current

pane.
Select Camera The user may select another privileges camera from the
current pane.
Bookmarks*
Delete Bookmarks = The user may delete any bookmark to which they have

access.

View Bookmarks The user may view bookmarks that they or other members
of their group create.

Create The user may export bookmarks from Browse mode of the

Bookmarks Ocularis Client. This will only be applicable if the value in
Browsing Limit on the camera is not equal to O.

Exporting

Export Frames The user may export stillimages in .jpg format from Browse
mode of the Ocularis Client. This will only be applicable if
the value in Browsing Limit on the camera is not equal to O.
This privilege also controls whether the user may take a
snapshot of video in Ocularis Client (live or browse mode).

Export Video The user may export video in both .AVI and Database

Format from Browse mode of the Ocularis Client. This will
only be applicable if the value in Browsing Limit on the
camera is not equal to 0.

Video Flagging
Create/View Video = This permission will allow the users of this group to create

Flags and view flags in Ocularis Client.
Update/Delete This permission will allow the users of this group to update
Video Flags and delete video flags.

*If a user is deleted, any bookmark they created will still be available to
other members of the User Group or Administrator members.
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8.4.2 System Settings Description

Ocularis Client Allows the Administrator to configure if Ocularis Client users
Auto Log-off After = should be logged off automatically if they stop using the
Inactivity: Ocularis Client software. If the idle value is less than 60

minutes, the Ocularis Client user will be alerted to the
automatic log-off 30 seconds before the Client
automatically logs off. Otherwise, the user will be warned 5
minutes before. If there is an active export, the automatic
logoff will wait for the export to complete. before logging off.

8.4.2.1 Video Flagging

Video flagging is where a user can reference a point in time in a camera’s video (i.e. create a
timestamp). Flags are created and viewed in Ocularis Client and the ability to create, view, update
and delete are controlled by the Video Flagging permissions set at the user group level.

For more information, see the Ocularis Client User Manual.

8.4.2.2 To Modify a Group Privileges

1. Inthe Users / Privileges tab, select the User Group that you wish to modify.

2. From the drop-down menu next to the corresponding privileges, select the privilege to
assign to the user group.

Figure 69 Modify a User Group Privilege

(roer Clese Senp  oF Mo .
L

 Allow

Chrowlar Comtrd 5
Copy %o Olgtaes | oF Al b
ot Vdies g -

3. Click Save.

8.4.3 Manually Assign a Secondary Core to a User Group

For specific system layouts, it may be advantageous to assign a particular Secondary Core to a
specific user group. When an Ocularis user logs in, they initially connect to the recorder’s Main
Core. If there is a Secondary Core configured (ENT & ULT only), the Main Core hands off the
connection the Secondary Core. By default, it will use the Secondary Core at the root or company
level. In cases where systems are geographically dispersed or very distributed, this can be

problematic and impact bandwidth. You can manually assign a local Secondary Core to a user
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group so that the system will use the most efficient core possible. The Main Core would be used
if there was a problem with the assigned Secondary Core. Only members of the Administrators

group may configure branches.
For this to work properly:

e Branches must be configured using Ocularis Recorder Manager
e Secondary Cores must be installed within each branch

e The system must be Ocularis Enterprise or Ocularis Ultimate

To ASSIGN A SPECIFIC SECONDARY CORE TO A USER GROUP
1. From the Users / Privileges tab, select the user group you wish to configure.
2. Click the down arrow on the far right of the toolbar and select Configure Branches.

Figure 70 Configure Branches

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management

Users / Privileges

Groups /
ﬁ New Group | [dh Mew User m Delete

v [ Administrators Group Privilege & Configure Branches
» [E3 Barcelona Operators Login To Ocularis Client : w oF Allow
! _ Login To Qcularis Web/Mobile : o Allow
B3 BV HQ Managers Shut down Client : o Allow  *
b NY O t
B peraters Minimize Client : o Allow  ~

4 u Paris Qperators

Enter Client Setup : W Allow  *
J u Seattle Operators

Enter Browse Mode:: W Allow  *

» 3 US HO Managers
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3. For each Main Core, you'll see its corresponding branches.

Figure 71 Assign a Branch

B Assign Preferred Branch — O >

@ Assign Branch
Set a preferred branch for every recorder.

4 E US HQ 10.1.30.126 (Ocularis Ultimate Recorder)
[ New York
Chicago
[ Seattle

4 E EU HQ 10.1.30.125 (Ocularis Ultimate Recorder)
D Paris

[] Barcelona

| Update H Cancel ‘

4. Select the branch for which you would like the user group to use. You may only assign

one branch per user group.
5. When done, click Update.
6. Repeat for all user groups you wish to assign to a branch.

Note: If you do not see branches listed in the Assign Branch dialog, be sure
to refresh the server(s) in the Servers/Events tab.
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8.5 User Privileges

Once privileges have been established for user groups, Ocularis users need to be created and

assigned to the groups.

There are four user roles in Ocularis Base: Super Administrator, Administrator, Group

Administrator and Standard.

Standard This user can access video from recorders using the
Ocularis Client by logging into Ocularis Base. This user
has no access to Ocularis Administrator.

Group Administrator  This user has limited access to Ocularis Administrator.
He or she can log into Ocularis Administrator but may
only manage their own user group or its settings. This
user can add, modify or delete users in their own user
group as well as modify other aspects of Ocularis
Administrator as it applies to this user group. This user
may not add, edit or delete servers. Additionally, there
are some restrictions placed on Distribution Groups
which will be discussed in Distribution Groups Tab on
page 183.

Administrator This user has the same privileges as the admin account
except that they cannot create other administrators.

Super Administrator This is the superuser for Ocularis Base. It is the user
account admin. This user may view, change or edit any
part of the system. We recommend changing the
password for this account.

8.5.1 Privileges of Single Users in Multiple User Groups
The Administrator can share the user across unlimited Ocularis User Groups

The global privileges (such as what the user can login into, whether they can export, etc.,) are
“least-restrictive” from all User Groups. This means that, for example, if one user group allows
access to Ocularis Client and the other user group does not allow it - then Ocularis will allow the
user to log into Ocularis Client.

The “Camera Privileges” are “least-restrictive,” which means that as long as a camera is available
for a user group, or a camera-privilege-permission is available for a user group (such as “Export
Video”), then Ocularis will allow the user to see that camera or access that privilege.

Triggers, and Weekly and holiday scheduling follow the same approach.

However, privileges of single users in multiple user groups are different for VideoWalls. These will
be available only for the “primary” user — the user in the original group where the user was created.
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8.5.2 Privileges of an Active Directory User that is part of more than
One Active Directory Group Added to Different Ocularis User Groups

For users’ part of multiple Active Directory groups that are individually added into more than one
Ocularis User group, the rights are the same as users that are explicitly shared across multiple
Ocularis groups. See section 8.5.1 above for more information.

Figure 72 Example Active Directory system

User: barb k

Ocularis User Group:
New York AD Group: NY Office

’: :&;
User: joe g
a
Ocularis User Group: AD Group: Texas
Texas Office
" o@e
2 " User: kate |

8.5.3 To Create A User Account
1. Inthe Users / Privileges Tab, select the user group to wish you would like to add users.
2. Click the New User button.

3. Inthe Add User pop-up window, enter a unique User name to be created.

e User names are not case sensitive

e User names must begin with a letter (a through z)

e User names may not contain the following characters: [] *?2@<>/=+|\"
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e The\ character is allowed only when specifying the domain along with the user
name such as: qognify\jsmith

Figure 73 Add New User

% Add User X

Add User

Enter user details

Username: | | Fiy

User type: Basic -

Password: | |

Confirm password: | |

As valid values are entered into each field, the red warning box will
disappear.

Note: Users created in the 'Administrators' group will have admin
privileges. These users may be Basic or Windows users.

4. Select the User type:

Select Basic if not using Windows in

Basic .
Directory

Select Windows User if logging in with the local

Windows User . ,
Window’s user account

Select Windows Group if user is to log in via

Windows Group Windows Active Directory Group

Note: If the Windows User you are creating is part of a domain, you must
include the domain when you enter the User Name. Use the format:
domain\username in the User Name field

Note: When adding a Windows Active Directory user to Ocularis Base, the
system administrator can bypass the validation check for this user
account if the username cannot be found by the system. This provides
configuration flexibility for environments where the Ocularis
Administrator is unable to check the validity of a user.

5. Enter a password for this user.
A password:
e Isrequired

e Must contain at least 4 characters
e May contain letters, numbers, special characters and spaces
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e |s case sensitive
e Does not expire

6. Re-enter the password to ensure accuracy.

7. Click Add.

If the username already exists, the system will not let you add a duplicate. You will see a
red informational triangle. Hover the mouse over the triangle to see to which User Group

the username already belongs, and how to share the user.

Figure 74 Duplicate Username

= Add User =30
E »w Add User
ar Enter user details
Username: DayShiftSuper
Jser type: Basi |'| A user with that name already exists.

User 'DayShiftSuper’ is in User Group : ‘Day Shift Guards
Drag the user into the desired group to share the user into multiple groups.

Passwaord: sssssssssssee

Confirm password: e®esesssssessse

‘ Add H Cancel ‘

8. Repeat for all users.

The user account will inherit all privileges of the group in which it is placed.

8.5.4 Password Change Upon First Login

The user permission ‘Change Password in Client’ is set to ‘Inherit’ by default. The group level
permission is set to ‘Allow’. This means that the first time the user logs in to Ocularis Client,
they will be prompted to change their initial password. Users will need to enter their old
password and then the new password. Ocularis Client also provides the option for users to

change their own passwords at any time. This applies to ‘Basic’ users only.
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Figure 75 New User Account

% Ocularis Administrator
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E Video Wall Privileges
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Privileges

Login To Ocularis Client : @ @ Deny *~
Login To Ocularis Web/Mabile : a Inherit
Change Password in Client: a Inherit ~
Shut down Client : a Inherit  ~
Minimize Client : a Inherit ~
Enter Client Setup: a Inherit ~
Enter Browse Mode : a Inherit ~
Select Stream (Ocularis Client Cnly) : a Inherit ~
Event Filtering : a Inherit *
Create Views in Ocularis Client : a Inherit ~

Circular Control

Copy to Clipboard : a Inherit *
Push Video : alnherit ¥
Clear Video Pane : a Inherit
Select Camera : a Inherit ~
Bookmarks

Delete Bookmarks : a Inherit  ~
View Bookmarks : a Inherit ~
Create Bookmarks : a Inherit ~
Exporting

Export Frames: a Inherit ~
Export Video : a Inherit ~

Video Flagging
Create/View Video Flags : a Inherit ~
Update/Delete Video Flags: a Inherit ~

8.5.5 User Settings

Administrators may reset the password or modify privileges for a user account. Only the user

‘admin’ can create other administrators. Group Administrators may perform these actions only for

Page 90 of 222



Ocularis Administrator User Manual Users / Privile

those users in his/her own group. User accounts may have differing privileges (additional or fewer)
than the group to which it belongs.
To MoDIFY USER ACCOUNT SETTINGS
1. Inthe Users / Privileges Tab, select the user account you wish to modify.
2. In the details pane you can:
a. Change the user account password
b. Add or edit the user’s contact information (email address or phone number).
c. Set or remove Group Administrator privilege on the user account.

d. Modify the specific user account privilege as needed. By default, new users are
set to ‘Inherit’ privileges from the user group’s setting.

To modify a specific user account setting:

i. Select the drop-down list next to the corresponding privilege.

Figure 76 Modify User Privilege

ey ot D ate [:l Inherit

lanent | mwars

i. Change the setting: Allow or Deny
iii. Repeat for other privileges
3.  When finished modifying user account settings, click the Save button.
To Move A USer ACCOUNT To A DIFFERENT GROUP

1. Inthe Users / Privileges Tab, expand the user group containing the user you wish to

move.
2. Drag-and-drop the user from the existing group to the new group name.

All user level permissions will follow the user. Private views will also be moved. The user now
inherits the group privileges from the new group. You may not move a group administrator to
another group (until you remove their group administrator status) nor can you move users into

the Administrators group.
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For Ocularis Administrators, the Users/Privileges window shows the effective combined rights for
any user that is shared in more than one Ocularis Group, therefore no need to go to each User
Group to determine the user's real rights.

Figure 77 User Privileges
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Groups List shows all User Groups in which the User is shared.

Effective Permissions shows all cameras the user has rights to, as
functionality rights for each camera.

Weekly Schedule shows when the user can login to Ocularis.

To DELETE A USER ACCOUNT

The account 'admin' may not be deleted.

well as the specific

1. Inthe Users / Privileges Tab, select the user account you wish to delete.

2. Click the Delete button.

An “Are you sure you want to delete this user...?” warning message appears.

3. Click Yes to delete the user account.

Note: Any Bookmarks created by the deleted user will still exist and be available to other
members of the User Group or by an Administrator.

Page 92 of 222




Ocularis Administrator User Manual Users / Privile

8.6  Device Privileges

Ocularis provides administrators centralized control for assigning privileges to users for all
cameras on the system regardless of the recorder on which it resides. Users will not be able to
view camera video unless they are given access privileges in the Users / Privileges tab of the
Ocularis Administrator application. Access to a device is granted at the group level and individual
functions for that device may also be granted or denied.

Note: All devices will be assigned to the 'Administrators' group by default. As new cameras

are added, these will automatically be assigned. This group will have only one camera
privilege group titled 'Privileged Cameras'.

8.6.1 Assign Devices To A User Group
There are three general steps in providing user groups access to devices:

e Create a Camera Privilege Group

¢ Modify Camera Privilege Group Settings

e Assign Camera to the Permission Group
When a new user group is created, its members do not have privileges to any camera or device.
All cameras are listed under ‘Unprivileged Cameras’. Licensed cameras will have a different icon
representation than unlicensed cameras. Administrators (i.e. the user admin or any user within
the 'Administrators' user group) assign cameras to camera privilege groups based on the selected
user group.

8.6.1.1 To Create a Camera Privilege Group

1. Inthe Users / Privileges Tab, under the user group you wish to assign devices, select
the Camera Privileges node.

All cameras appear under the group ‘Unprivileged Cameras’.
e To see a preview of the camera image, click the camera thumbnail icon.

e Tofilter the camera list displayed, enter a keyword or phrase in the Filter text box.
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Figure 78 All Cameras Start as Unprivileged
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2. In order to give members of a user group access to a camera, the camera must be

assigned to a camera privilege group.

Note: Camera privilege groups set in this tab should be organized by intended functionality
(vs. camera location or name) as the administrator applies camera privileges to the
entire group of cameras.

3. Click the Create Group button and a New Group entry appears.

You may now add cameras to this permission group.

8.6.1.2 To Modify a Camera Privilege Group Name

1. Inthe Users / Privileges Tab, under the user group you wish to assign devices double-

click the camera privilege group name you wish to

modlfy New Gmud

The existing name appears in an editable text box. %

Modify the name or replace it as needed.
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2. Press [ENTER] to save changes.

8.6.1.3 To Modify Camera Privilege Group Settings

1. Inthe Users / Privileges Tab, under the user group you wish to modify device settings,
click the expand icon to the right of the permission group name to expand the settings

parameter area.

Figure 79 Camera Privilege Group Settings

Privileged Settings -
Color Live PTZ Browsing E q
00O Audio In Preset Export Frames Xﬁ)aﬂ or
00@ Audio Out Joystick Export Video collapse
DDG Start Recording Pause Patrol Create Bookmark
Select Stream (Ocularis Client Only) e
-1 Hours
Delete Group

2. Modify settings based on the following:

Color

Click a color swatch on the color palette to change the color of the permission group bar

displayed in this tab.

Camera Permission

For any camera placed in this group, you may apply or remove privileges as follows:

When checked, for these cameras:

Live
Audio In If the device supports it, the users of this group will have the
ability to listen to audio from the device.
Audio Out If the device supports it, the users of this group will have the
ability to speak to the device through its speakers.
Start This privilege allows the user to initiate manual recording while
Recording viewing live video feed from the corresponding device. Video will

be recorded to the location and for the duration as defined in the
NVR for that camera.

Select Stream @ If a camera has multiple live streams, this privilege allows the

(Ocularis members of this group to change streams using Ocularis Client

Client Only) or Ocularis Mobile. This privilege does not apply to Ocularis
Web. If unchecked, users of both Ocularis Client and Ocularis
Mobile will NOT be able to change live streams.

PTZ
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When checked, for these cameras:

Presets The users of this group will be able to direct a PTZ camera to
configured preset positions.
PTZ The users of this group will have the ability to operate pan, tilt &

zoom functions on applicable cameras.

Pause Patrol If the camera is a PTZ camera with presets configured to patrol,
this privilege allows users of this group to pause the camera at
any given preset.

Lock PTZ The users of this group will have the ability to get exclusive
control of the camera until they unlock the camera. After a user
locks a camera, that user will still be able to control the camera.

PTZ Priority = PTZ Priority Level determines who gets priority to control or lock

Level a PTZ camera. The default value is 50. User Groups with a
higher priority will always be able to take over control of the
camera. Configurable PTZ Priority Level ranges are 1 — 99.
Users in the Administrator Group always have level 100. If two
users have the same PTZ Priority Level, the first user that takes
control will have exclusive control of the camera.

PTZ Priority = PTZ Priority Timeout determines when Ocularis takes back

Timeout control from the controlling user after they stopped sending
active PTZ commands to the camera. Default timeout value is
30 seconds. Maximum value is 99 seconds. Of course, if a
higher priority user takes control, the lower priority user will
immediately lose control of the camera.

PTZ Lock PTZ Lock Timeout determines when the system automatically

Timeout takes back control of a camera after a user has clicked the PTZ
lock option. The default value is 30 minutes. Maximum value is
999 minutes.

Browsing

The checkbox under ‘Browsing’ will allow the camera’s recorded video to be viewed
by any user with Ocularis Client, Web or Mobile.

Export Frames The users of this group will have the ability to export still images
in .jpg format from Browse mode of the Ocularis Client for these
cameras. This will only be applicable if the value in Browsing
Limit is not equal to 0. This parameter also controls the
operator’s ability to perform a snapshot of the video from
Ocularis Client.

Export Video The users of this group will have the ability to export video in
both .AVI and Database Format from Browse mode of the
Ocularis Client. This will only be applicable if the value in
Browsing Limit is not equal to 0.

Create The users of this group will have the ability to export bookmarks
Bookmark from Browse mode of the Ocularis Client. This will only be
applicable if the value in Browsing Limit is not equal to 0.
Video The users of this camera group will have an added text overlay
Protection for all cameras in this group over their video when in browse
Mode mode, for AVI and database exports, and when viewing

Bookmarks. The text will show the name of the user accessing
the video or that created the export. The default value is
unchecked/disabled.
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When checked, for these cameras:

Limit The value entered here identifies if and for how long into the past
the camera’s video may be viewed by this user group in Browse
mode of the Ocularis Client.

Valid Values include:
0 = No Browse Privilege

-1 = Unlimited Browse Privilege (any available video from
past recordings may be viewed)

1 through 168 = The number of hours that the users in this
group may browse recorded video for the device.

If the user does not have Browse privileges to a device or the
user attempts to view video prior to valid browse hour times, the
video will appear darkened within the Ocularis Client.

Note: If the 'Browsing' privilege is unchecked in the Camera Privileges group, you will
not be able to view recorded video but you will still be able to hear recorded audio.

8.6.1.4 To Assign Cameras to a Permission Group

When a user group is first created, all cameras are grouped in an ‘Unprivileged Cameras’ group.
This means that the cameras listed here are not accessible to the user group members at all. In
order for the user group to obtain any access to a camera, a camera privilege group must be
created, and cameras added to it. The camera must also be licensed in the Servers / Events tab.
Unlicensed cameras may still be assigned to a user group in the event that, at some future date,
those cameras do become licensed.

1. Inthe Users / Privileges Tab, under the user group, you wish to assign devices, select
the Camera Privileges node.

2. Select the device or devices you wish to assign to the group in the Devices list. Use the
SHIFT or CTRL keys to select multiple items.

3. Assign cameras using either of these methods:

a. Drag and drop the camera(s) from the Unprivileged Cameras group to the

destination group. Cameras may also be moved between groups.
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Figure 80 Drag and Drop to Assign Cameras
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b. Right-click the highlighted camera(s) and select the destination camera privilege

group.
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Figure 81 Right-click to Assign Cameras
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8.6.1.5 To Remove A Camera From A Privilege Group

1. Inthe Users / Privileges Tab, select the group containing the device you wish to
remove.

2. You can either:
a. Drag and drop the camera to the Unprivileged Cameras group.

b. Right-click the camera and select Unprivileged Cameras.

8.7  Trigger Privileges

Triggers are a privileged function as of Ocularis v5.4. A 'Trigger' (also called 'Button') is a manual
action that an Operator can take from the Ocularis Client interface that does something. For
example: you can configure a trigger to stop the camera from streaming, start the camera stream,
start or stop an alarm scenario, open or close an output and more! Triggers are configured using
Ocularis Recorder Manager under the 'Buttons' section. They are privileged in the Ocularis
Administrator Users / Privileges Tab. Triggers can be camera specific or global. Global triggers
are executed from the Ocularis Client 'Triggers' menu and camera specific triggers are located in

the camera pane's 'aux' menu.
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Figure 82 Trigger Privileges
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Upon new installation or upgrade, all triggers are located in the 'Unprivileged Triggers' group for
each User Group except for the 'Administrators' group. The 'Administrators' group is automatically

assigned all triggers.

1. Select the user group for which you want to assign triggers.

2. Assign triggers to the 'Privileged Triggers' group by either dragging and dropping the
trigger between groups or by right-clicking the trigger(s) and selecting 'Privileged
Triggers'. You may use the [CTRL] or [SHIFT] keys to multi select items. Use the same

procedure as you would when you assign camera privileges.

There is a 'Filter' field that acts as a keyword search of the triggers list if you want to narrow your
selection. Notice that Global Triggers display a blue icon and camera level triggers display a green

icon.
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8.8 Video Wall Privileges

Similar to devices, users need privileges in order to view a video wall. These privileges are set in
the Users / Privileges tab. The user group 'Administrators' will be granted access to all video
walls.

To AssiGN Access TO A VIDEO WALL To A GRoupP

Use these steps for user accounts that will be pushing video to video walls as well as video wall
user accounts that will be used on a video wall.

1. Inthe Users / Privileges Tab, select the group you wish to assign the video wall(s).
2. Select the Video Wall Privileges node.

3. Existing video walls are displayed. Check the checkbox for the videowall(s) to assign to
this user group.

Figure 83 Check box for assigned video wall

# Ocularis Administrator

a X

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Users / Privileges

Groups
B2 New Group )
' Bpaninieiers Video Wall Privileges D New Video Wall Delete Video Wall
- [ Operators
[ Camers Privileges [ Building | Control Roem
Trigger Privileges Building Il Control Room

HR Video Wall Privileges [] Default

(&) Weekly Schedule
Holiday Schedule

) dreke

Y kirby

B quinn

+ [ Webinar

To ReEmoVE A VIDEO WALL FRom A GRouP

1. Inthe Users / Privileges Tab, select the group you whose video wall(s) assignment you
wish to modify.

2. Select the Video Wall Privileges node.

3. Uncheck the video wall(s) you wish to unassign.
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8.8.1 Video Walls

Video walls are simply a collection of monitors typically posted in a public or other observation
area, with no visible keyboard attached. They are used to display video from preset cameras as
well as receive video on demand, pushed there by operators or configured events. Video Walls
in Ocularis are defined in the Base using the Ocularis Administrator. Ocularis Client is used to
display the video wall. Remote Video Wall is an optional add-on component for Ocularis

Enterprise and some legacy models. It is included as a standard option with Ocularis Ultimate.

8.8.1.1 Local vs. Remote

Local video walls are those on the same station (PC) as the operator. For instance, an operator’s
pc may have 4 monitors attached to it with an appropriate video card. The operator can use one
of the monitors to observe views and maps and the other three monitors as the video wall on which

he can post video. Local video walls are available in all Ocularis models.

Remote video walls are those where the video wall display monitors are not attached to the same
pc as the operator. These monitors may be located in the same room or in another remote location

from the operator.

The system administrator determines which video wall a user may push video to as well as which
video wall a user account may be associated with. A site is synonymous with video wall. The video
wall in the example shown in the graphic below has six monitors and two stations. Each station is
a separate PC with a unique IP address. Both stations combined make up the video wall named
‘Lobby’. Video wall site names are created by the administrator on the Ocularis Base. Video wall

names can be any short label or description about the video wall.

1024 x 768 1024 x 768 1024 x 768 1024 x 768

Station Station
Site is named ‘Lobby’

Sample Video Wall
There is no technical limit to the number of screens/monitors which can encompass a video wall.

There is, however, a limit to the number of screens that each Ocularis Client installation can
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support. Currently, each instance of Ocularis Client can support up to eight (8) monitors on a single
station (or IP address). Therefore, if you wanted a video wall comprised of sixteen (16) monitors
for instance, you would need at least two PCs, each with its own instance of Ocularis Client
installed.

8.8.1.2 Configuring a Video Wall

Defining a video wall involves these steps:

e Creating a video wall name in the Ocularis Administrator Users / Privileges Tab.

e Assign user privileges to the video wall within the Ocularis Administrator Users /
Privileges Tab.

e For automated alerts to appear on video walls in blank screen panes in sequence,
include the video wall as part of the distribution group for the event in the Distribution
Groups Tab.

¢ On the station(s) which includes video wall monitors, select the video wall from the
‘Client Setup’ function in Ocularis Client. See the Ocularis Client User Manual for more
information.

¢ Video Walls are used in conjunction with Ocularis Maps and at least one map should be
configured in order for the operator to push video to a video wall. See Working with
Maps on page 160.
To DEFINE A VIDEO WALL
1. Inthe Users / Privileges tab, select any user group.
2. Select the Video Wall Privileges node.
3. Click the New Video Wall button.
A new video wall site is added and available for all user groups. Modify the text (double-click
the name and press ENTER) to change the site name.
To DELETE A VIDEO WALL
1. Inthe Users / Privileges tab, select any user group.
2. Select the Video Wall Privileges node.

3. Select the video wall to be removed.

4. Click the Delete Video Wall button.

To AssiGN VIDEO WALL PRIVILEGES

Once a video wall site has been created, it must be assigned to a user group in order for it to

be visible in the Ocularis Client. It should also be assigned to the user group which contains
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the user account(s) of the video wall station(s). This is assigned in the Users / Privileges Tab.

For more information, see To Assign Access to a Video Wall To A Group on page 101.

OFFSETS

When multiple stations (PCs) are used in the same video call, offsets must be defined in order
to prevent overlap on the operator’s station. The configuration of the offsets is performed in
the Ocularis Client ‘Client Setup’ screen. See the Ocularis Client User Manual for instructions

on how to configure offsets.

8.9 Event Interface Privileges

Event Interface is a new feature supported first in Ocularis 6.0, which allows Ocularis to interface
with access control systems using the recorder SEI (event interface). For each User Group, the
Administrator can decide if the users should have access to the list of available event interface
entities. By default, all reqular User Groups will have all Event Interfaces set to unprivileged. The
user group '‘Administrators’ will be granted access to all Event Interfaces.

Users / Privileges

Groups

[+ Event Interface Privileges Filter
Mew Group -
Unprivileged
+ [E) Administrators B8 Area 2010000
- [E3No Presets
= 9 Area #020000
B camera Privileges
Trigger Privileges 8 poor #010101
(@ video Wall Privileges 9 poor #010201

4]

[ Weekly Scheduls
ey Sehedule 9 Door £020101

Holiday Schedule
B ooor #020102

) nopreset
+ [ users B
B zone #010100
3 Zone 2010200
3 zone #020100

3 Zone 2020200
Privileged
3 Door 2010102

3 poor 2020201

8.10 Weekly Schedule

For added security, administrators can control when members of a user group can access Ocularis

video. This is configured in the Weekly Schedule module.
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Figure 84 Weekly Schedule
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By default, a user group’s access is all the time (24 x 7 x 365). Administrators can establish
approved login hours for each group based on their work schedule. Then, if a user attempts to log
in with Ocularis Client, Ocularis Web, Ocularis Mobile or the Ocularis SDK, the system will deny
access. Also, for Group Administrators, the schedule also controls their access to Ocularis
Administrator.

8.10.1 Automatic Log Off

As the period for when a user’s shift is over (i.e. when their end time is approaching), a pop-up
warning will appear in Ocularis Client notifying the user that the approved login period is reaching
its limit. This pop-up first appears when it is five minutes until the end time. When it is 50 seconds
to the scheduled end time, the pop-up appears again with a countdown. Once the time limit has
been reached, the user will automatically be logged off Ocularis Client and returned to the login
screen with the message: ‘Automatic Log Off — You were logged off by the system since it is
outside of your scheduled hours’.

To MoDIFY THE LOGIN SCHEDULE FOR A USER GROUP

Use these steps to restrict the acceptable login times for a user group. Members of the
‘Administrators’ user group may modify schedules for any group and Group Administrators may

modify the schedules for their own user group.

1. Inthe Users / Privileges Tab, select the group whose schedule you wish to configure.
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2. Select the Weekly Schedule node.

3. Each day of the week is shown. Blue indicates approved access time.

Tip: If you position the mouse over the timescale, a balloon appears displaying
the Start and End time on the timescale.

4. At the top of the schedule, a time zone drop-down is available. Select the time zone
applicable to the users of the selected group. This restricts the access time based on the

local time of the selected time zone.

For example:

The time zone selected is Paris time (UTC +01:00) and the schedule for Mondays is 9:00

a.m. to 4:00 p.m.

A user from this group travels to the NYC office which is in Eastern Time (UTC -05:00).

This user will only have access on Mondays from 3:00 a.m. to 10:00 a.m. local NY time.

Note: The time zone set for the group’s Weekly Schedule is shared with the time zone
for its Holiday Schedule.

5. For each day of the week:
e Click the ‘X’ to remove all privileges for that day. x
e Click the checkmark to apply privileges for the entire day. \f

e To limit the time period, clear the daily schedule with the ‘X’ icon and then drag and
release the mouse across the time period.

Figure 85 Click and Drag from left to right
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I /X
click-gﬁ:a drag E00 o 1150 e J x
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5. When you release the mouse, the Time Range pop-up appears.

Figure 86 Time Range Pop-Up
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You can manually fine tune the time period. Click Ok to save the settings.

6. Repeat for each day of the week.

If a user attempts to login to Ocularis Client during their off hours, the message: ‘Access Denied

—You are not authorized to log in at this time.” will appear.

A similar message is displayed in Ocularis Administrator for Group Administrator logins.

8.10.2 More Information on Schedules

8.11

Schedules apply to the entire user group. If a user requires a different schedule, he or

she must be placed in a different user group.

There may be more than one valid, non-contiguous access time periods set with the

same day.
All login attempts, valid or after hours, are registered in the audit log.

Access restrictions apply to Ocularis Client, Ocularis Web, Ocularis Mobile, Ocularis

Administrator and any 3™ party application using the Ocularis SDK
The ‘Administrators’ user group has no time or date restrictions.

Use a Holiday Schedule to further refine access times for each user group (see below).

Holiday Schedule

In conjunction with the Weekly Schedule, administrators can also configure a holiday schedule for

the calendar year. This is done on a per group basis.

To MoDIFY THE HOLIDAY SCHEDULE FOR A USER GROUP

Use these steps to restrict the acceptable login times for a user group during company holidays.

In the Users / Privileges Tab, select the group whose schedule you wish to configure.

Select the Holiday Schedule node. The time zone will be the same as the one set for
weekly schedules. If you change the time zone here, it will be changed in the Weekly

Schedules node.
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3. You may select the calendar year from the drop-down on the right.

Figure 87 Holiday Schedule

% Ocularis Administrator - ul X
Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About
Users / Privileges

Groups

B New Group ~

» B Administrators Holiday Schedule [2019~]

- [ Operators Add schedule exceptions
[ Camers Privileges Time Zone | (UTC-05:00) Eastern Time (US & Canadz) v

Tigger Privileges Select

B video Wall Privileges b Year
[ Weekly Schedule
) drake
Y kirky
B quinn

» [ Webinar

4. Click the to add a new holiday. A month calendar appears.

Figure 88 Select Date

B’ Add Heliday *
Add Holiday

4 February 2019 »

Su Mo Tu We Th Fr Sa
27 28 20 30 AN 2
3 4 5 6 7 B8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28

Add Cancel

5. Navigate to the month for the holiday and select the date. Click Add. A daytime bar
appears with no time selected. This means the group will have no access to the system
for the entire day.

Figure 89 Add a Holiday

Holiday Schedule |:|

Add schedule exceptions

Time Zone | (UTC-05:00) Eastern Time (US & Canada) "~
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6. If you want to grant this user group access for a portion of the day, simply drag and

release the mouse on the timeline to identify the time period as you would with the
weekly schedule. Fine tune with the Time Range pop-up.

Figure 90 Adjust Access Hours on a Holiday

Holiday Schedule

Time Range |:|
Add schedule exceptions
Start Time: |1:50:00 PM
Time Zone | (UTC-05:00) Eastern Time (US & Canada) End Time: | §:30:00 PM
oo QR I -

7. Repeat this process for each holiday, for each user group.

Note: The Holiday Schedule can grant greater access than the Weekly Schedule. For

instance: if a user group has no login access on Mondays and a Holiday that falls on a
Monday has a valid login period from 9:00 a.m. to 5:00 p.m., the user group members
will be allowed to login even though this is not allowed in their Weekly Schedule.
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9 Views Tab

A View is the fundamental display when observing video from a client application such as Ocularis

Client. When using Ocularis Base, views are configured within Ocularis Administrator, in the
Views Tab.

Figure 91 Views Tab

© Ocularis Administrator

Servers / Events | Users / Privileges Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Views
Views In and Out View (2 + 4)
Delete _ Veterans H
- (3 Shared
= @8 New Shared Group

D New View (1x 1)
(@ View with 85 2 + 4)
D Web View 2x2) o
+ [ Administrators
~ (2 Operators
- @ Private
@ drake
- @8 kirby
3 view 1(2x2)
@8 quinn

» 3 Webinar

Contents

Built-in Cameras
I Hotspot
B web

s J In Office-Axis P3384-V-106
£ Push Video 1 | ‘
[E3) Blank Screen ! b\

The Views Tab is divided into three (3) areas:

1. The Views list (1) in the upper left portion of the tab contains a list of configured views
organized by user group and view folders.

2. The Contents list (2) in the lower left contains two tabs used to populate the various
tiles of the displayed view pane.

3. The View working area (3) can be found in the upper right area of the tab and is labeled

with the view name or with Select a View if no view is currently selected.

Tip: You must have privileges to a device in order to create a view using that device.
If you do not see any or a specific camera video in this pane, make sure the group
you belong to contains privileges to view that camera’s video.
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9.1 Filtering for View Groups and Views

Introduced in Ocularis 6.0, it is possible to search/filter your list of View Groups and Views to use
the entered string to match results that contain the same letters, numbers, or special characters.

9.2 Resizing Panes

In the event you need to manually resize a pane in the Views tab, position the mouse on the divider
between two panes until you see the mouse cursor change to a double arrow. Then you may click

and drag to resize the pane.

Figure 92 Resizing a Pane

Servers / Events [ Users / Privleges | Views | Distribution Groups I Mmj Video Walls | 7

Views

Views Lobby Rear (2 x 2)
Delete

= (2 Doytene Goards
J Lobby
B3 Lobby Reat (23 2)
) Defoutt
2 Nighttime Guards

-} Shared

Contents I

Buslt-in Cameras

Hotspot

9.3 View Basics

A View is a collection of panes or windows that display video output. There are many layout options

for views.

Ocularis Base views are configured from the Views Tab in Ocularis Administrator. Administrators
configure the views on a group by group basis and control which view layouts and cameras are

available to users when they use Ocularis Client.
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If a new employee joins the organization, for instance, once they are made a member of a group

they inherit all Ocularis Base views for that group.

Figure 93 Sample views via Ocularis Client

|

1+5 View

Too Many

2 + 4 View

Administrator users can drag around view panes to different parts of the view. If dragged onto a
pane that is occupied with a camera (or non-camera content, such as hotspot or blank-screen
panes), the panes will switch places.
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Figure 94 Dragging View Panes
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Show Thumbnail v

9.4 View Configurations

A View consists of a varying number of panes. A pane will most often contain video output from a
camera.
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Various view configuration templates are available in Ocularis:

Click ‘New View’ or ‘New View Group’ and select one of the view layouts from the list.

Figure 95 Available View Layouts

@ Oculanis Administrator

Servers / Events | Users / Privileges  Views | Distribution Groups | Maps | Teble Management | Assets | System Status | Logs | Settings | About
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Administrator users can create, delete, or change a View Layout template.

TO EDIT A LAYOUT TEMPLATE:

1. Inthe Views tab click ‘Edit Templates’. The Template Editor window opens.
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Figure 96 Template Editor

o

Templates Editor
Create, delete, rename, design templates

Templates Select a Template

B New
Ei-3
14
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Templates Editor == -

Close

Do one of the following:

— To delete a template, select a template and click ‘Delete’. Only templates not in use
can be removed. Any template with a lock symbol is in use.

— Torename a template, double-click on the existing name and edit.

— To create a new template click ‘New’ and continue to the next step.

— To edit an existing template, select a template and continue to next step.
Arrange your layout:

—  Click ‘Split’ to divide the view into up to 8 rows and 8 columns (64 total view panes)
Click ‘Set’. Select rows or columns and click ‘Merge’ to join them.

New Template

Columns: 2

Reows: 2

| Set

— Select rows or columns and click ‘Merge’ to join them.
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New Template New Template

Bzl Merge

4. Click ‘Save’ to apply the settings.

9.5

Contents

In addition to streaming camera video, a pane may contain other content such as a:

Carousel
Hot Spot
Push Video

Web Page
Blank Screen

9.5.1 Qognify Web Users

If you are using Qognify Web there is a maximum limit to the number of panes in a view
of sixteen. Any views with more than sixteen panes will not be available in Qognify Web
so keep this in mind when creating views.

Qognify Web can only display camera video in views. Non-camera video content in view
panes (e.g. Carousel, Hot Spot, Push Video, Web page and Blank Screen) will not display
in Qognify Web. The view will show these panes as empty.

Also, when configuring cameras using Ocularis Recorder Manager, be sure to configure
multiple live streams and include at least one low resolution H.264 stream (under 600
pixels high). This will allow Qognify Web to display the camera in a view with a large
number of panes.

Qognify Web can only display H.264 streams in Live mode. In Browse mode, streams of

any codec are visible.
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9.5.2 Carousel

A Carousel within a view pane will alternate video from camera to camera. The cameras included
in the alternating output as well as the transition time between images are configured in the

Ocularis Administrator. See To Configure A Carousel on page 141.

9.5.3 Hot Spot

A Hot Spot is a view pane dedicated to displaying images from another view pane when manually
selected by the user in Ocularis Client. For practical purposes, hot spots are typically placed in

one of the larger size view panes. See To Configure A Hot Spot on page 146.

9.5.4 Push Video

A Push Video window pane is one that is configured to accept video from another computer. Video
may be “pushed” manually from one user to another user on the Ocularis Base environment. This

action is performed in the Ocularis Client. See To Configure Push Video on page 146.

9.5.5 Web Page

A pane may contain an HTML webpage including (but not limited to): corporate websites, online
maps, link collections, IP video camera configuration, flash presentation and images of a suspect,

logo, map or event. See To Configure a Web Pane on page 147.

9.5.6 Blank Screen

When a pane contains a Blank Screen configuration, the pane will remain “blank” in the view until
event driven video is triggered. The video will then be displayed in the Blank Screen pane. A
benefit to using a Blank Screen is that it is attention getting. A Blank screen that suddenly displays
video is easily noticed by a security guard or operator. Blank screen monitoring is supported by

all Ocularis models. See To Configure a Blank Screen on page 148 to configure a blank screen.

9.6 Contents Navigation

The Contents list within the Views tab (see item #2 in Figure 91) contains two tabs:

e Built-in

e Cameras
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9.6.1 Built-in

The tab labeled ‘Built-in’ displays various content available for view panes. These include: Hotspot,
Web, Push Video and Blank Screen. To use any of these, simply drag and drop the item from this

list to a displayed view pane.
Figure 97 Built-in Tab of Contents List

Contents

Built-in N Cameras

Hotspot -
Web
Push Video

Blank Screen

9.6.2 Cameras

The tab labeled ‘Cameras’ displays the cameras assigned to the selected view group from the
Views list above. By default, a folder labeled ‘All' appears, listing all available cameras for the

selected group in alphanumeric order.

Figure 98 Cameras Tab

Contents

Built-in Cameras I}

» AN

Expand the folder to see its contents.

Figure 99 All Cameras for the selected View Group

9.6.2.1 Camera Preview

In many cases, you may not know the image of a camera simply by looking at its name. In these

cases, you may invoke a Camera Preview for a selected camera.
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To PREVIEW A CAMERA IN THE VIEWS TAB
1. Inthe Views tab, select the View Group for cameras you wish to preview.
2. Click the Cameras tab in the Contents list.
3. Expand a camera folder and select a camera.

4. Click the Expand Camera Preview icon.

Figure 100 Expand Camera Preview Icon

A camera preview thumbnail appears below the camera list. The camera list will remain in
preview mode until you collapse the preview. Select another camera and the preview

thumbnail will update.

Figure 101 Camera Preview Thumbnail

5. Collapse the camera preview by clicking the Hide Thumbnail icon.

9.6.2.2 Camera Filter

The camera list in the Views Tab (and Maps Tab) may be quite lengthy depending on the
installation. The list can contain hundreds or thousands of cameras making locating just the one
you want a time consuming process. Luckily, you have the ability to filter the list of cameras based

on a keyword and also to store this search for later use.

To Use THE CAMERA SEARCH FILTER
1. Inthe Views tab, select the View Group you wish to work with.
2. Click the Cameras tab in the Contents list.
3. Inthe Camera Search text box, type in a keyword to be used as the camera filter.

Keywords are not case sensitive, and filter based upon the camera name as inherited by
the recorder. (Therefore, it is important to know and understand the naming structure of
the recorder cameras). If, for instance, you named your cameras using the manufacturer
name, you may use this as the keyword. Or perhaps the cameras were named based on
their location (Parking Lot A, Parking Lot B, etc.). Use any portion of the camera name to

filter the list.

4. As you begin to type the keyword, the list will update.
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Figure 102 Camera Search box

5. You can use the list as is (i.e. drag and drop displayed cameras).
6. If you would like to store the list for later use or in the Maps tab, click the Save Filter

button.

Figure 103 Click store to Save Search Filter

7. A new folder is created containing the subset of cameras as filtered in step 3. This filter
can now be shared:

e With other view groups

e Inthe Maps Tab

Figure 104 Example of stored camera filter ‘engin’

8. Repeat these steps to add additional camera search filters.

Now you may use these stored folders to easily locate cameras as defined by the keyword filter.

Note: The cameras displayed in stored camera folders will be filtered further based upon
the user group privileges assigned. If, for instance, the keyword search is on the
word ‘lab’ and the Daytime Guards have access to 10 cameras which include the
keyword ‘lab’ but the Nighttime Guards only have access to 5 of these cameras,
only the 5 cameras will be available to the Nighttime Guards.

9.7 View Organization

Views are organized first by user group (as defined in the Users / Privileges Tab) and then by
view group or folder. A view group may contain multiple folders and a folder may contain multiple
views. A folder may also contain multiple folders (or nested folders). A folder called ‘Shared’
appears in all Ocularis installations. This folder contains views that may be shared across multiple

user groups.

9.8 Creating Views

Consider the users and their user groups as they are intended to use the system. Some users will

require certain views to certain cameras. Other users may require access to different cameras in
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different locations. The system administrator should take into account the user role and job

function when creating views in the Ocularis Administrator.

As discussed previously, views are assigned to user groups but are organized by folders.
Therefore, you must first create a folder or view group and then you may create a view. Group

Administrators may only create, edit or delete views within their own user group.

9.8.1 Shared, Group and Private Views

There are three levels of views in Ocularis: Private, Group and Shared Views.

Private views are limited to a single user. They may be created using Ocularis Administrator by
an administrator user (i.e. member of the Administrators group) or Group Administrator for
members of their own group. Private views may also be created by the individual user from within
Ocularis Client. These views may be edited from within Ocularis Client by the user (owner), an
Administrator or Group Administrator. They may also be edited from within Ocularis Administrator
by an Administrator or Group Administrator. View creation or editing from within Ocularis Client is
a privilege. By default, the privilege is denied to non-administrators. An administrator use can
enable the privilege for a short time to allow the end user to create their own views in Ocularis
Client and then later disable the feature so that the end user does not endlessly add views to the

system.

For every user group, a ‘Private’ view group/folder is created and within that, a folder for each user

account.

Group views are those available to a specific user group. They are unique (“private”) to that group
in that once created, they may not be shared with other groups or users outside of the user group.
These views may be created or edited by administrator users or Group Administrators from within

either Ocularis Administrator or Ocularis Client.

Shared views may only be created by administrator users from within Ocularis Administrator.
Shared views are used when more than one user group needs access to the view. These views
are stored under the ‘Shared’ folder or group. Other than administrator users, no one can access
Shared views unless an administrator user explicitly shares the view with a user group or user.

To CREATE A FOLDER FOR A VIEW GROUP

1. Inthe Views tab, select either:
e the user group for which you would like to create a folder

e the Shared folder
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e an existing folder beneath a user group or Shared group and create a nested folder

beneath it. E, Mew Group
2. Click the New Group button.

3. Afolder is created labeled “New Group”.

To MobpIFy THE NAME OF A VIEW GROUP

1. Inthe Views tab, double-click the group folder you wish to rename.

The folder name becomes highlighted.

2. Type the new name for the folder.

3. Press [ENTER] to accept changes.

To DELETE A FOLDER WITHIN A GROUP
In the Views Tab, select the folder which you would like to delete.
1. Click the Delete button. [ Delete
An “Are you sure you want to delete this view group?” prompt appears.
Click Yes to delete.
2. Right-click on the folder or view and select “Delete”
To CREATE A VIEW WITHIN A FOLDER/VIEW GROUP

Once view folders / view groups are created, views may be added to them.

1. Inthe Views tab, select the folder for which you would like to create the view.

¢ If you intend on sharing this view with multiple groups, create the view under the

‘Shared’ folder hierarchy.
e For views for a specific user, select the user account under the ‘Private’ folder.

e For view for a specific user group, select a folder under the group’s folder.

E, MNew View

2. Click the New View button.

The view layout pop-up appears. (see Figure 95 on page 114)

3. Select a layout from the list of
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4. Administrator users can drag around view panes to different parts of the view. If dragged onto a

pane that is occupied with a camera (or non-camera content, such as hotspot or blank-screen
panes), the panes will switch places.

Figure 94 Dragging View Panes
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5.  View Configurations.

A blank template for the layout appears in the View working area and a view called “New
View(layout)” is created.

Alternatively, a view can be created by right-clicking on a folder and selecting “New View.”

Page 123 of 222




Ocularis Administrator User Manual Views Tab

Figure 105 Creating a New View for a Single User Group
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In the event that the view is to be shared between multiple user groups, be sure to create
the view underneath the ‘Shared’ view group hierarchy. For example:

Figure 106 Shared Views
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Notice in Figure 106, Shared items (folders and views) are shown in the color orange. Private or
Group views are shown in blue and are private to either the user or group to which they are
associated.

Note: If using Windows Active Directory, an AD group created in Ocularis will have a Private

folder for all AD users of the group. Each user will have visibility to all views in the Private
folder of the group.

With the desired new view selected, populate each view pane by dragging and dropping a camera or other

pane content from the Administrator users can create, delete, or change a View Layout template.
To edit a layout template:

5. Inthe Views tab click ‘Edit Templates’. The Template Editor window opens.

Figure 96 Template Editor
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Save Close

6. Do one of the following:

— To delete a template, select a template and click ‘Delete’. Only templates not in use
can be removed. Any template with a lock symbol is in use.

— Torename a template, double-click on the existing name and edit.

— To create a new template click ‘New’ and continue to the next step.

— To edit an existing template, select a template and continue to next step.
7. Arrange your layout:

—  Click ‘Split’ to divide the view into up to 8 rows and 8 columns (64 total view panes)
Click ‘Set’. Select rows or columns and click ‘Merge’ to join them.
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New Template

Columns:

Rows:

—  Select rows or columns and click ‘Merge’ to join them.

New Template New Template

Bk Merge

8. Click ‘Save’ to apply the settings.

Contents list onto a pane.

Figure 107 Example: Drag a Hotspot to a View Pane
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Figure 108 Example: Drag a Camera to a View Pane
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Changes to views are automatically saved.

Note: If you have a view or view folder open and switch tabs, you will be returned to the same
place upon reentering the Views Tab.

To SHARE VIEWS WITH OTHER VIEW FOLDERS

Once a view is created, it can be copied or moved to any other View folder or Group
Do one of the following:

— Drag and drop the view from the view group to the view folder for the desired user
or user group. Notice how the mouse cursor changes when it is positioned correctly
over the destination folder.

— Select the view(s) and use Right-click > Cut / Copy and Right-click > Paste to
share the view between folders.

9.8.1.1 Populating Views with Multiple Cameras
You can select multiple cameras and populate views quickly and easily.
e Use the [CTRL] key to select more than one camera

e Use the [SHIFT] key to select multiple contiguous cameras within the list
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3.

Use the [CTRL] key to deselect cameras

Open or create a view to be populated.

Select cameras from the Cameras list. Use [SHIFT] and click the mouse for multiple

selections.

Views Tab

Either drag and drop or right-click and select ‘Move selected camera(s) to the view’.

Figure 109 Select Multiple Cameras
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Figure 110 Populate View in One Easy Step
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If you select more cameras than panes in the view, you'll see a message that there is not enough
room. You can proceed by populating the first x cameras in the available panes.

If you use the drag-and-drop method, the system will begin populating cameras in the pane you
dropped off to. Therefore, to populate the entire view, make sure you drag and drop to the first
(upper left) pane.

If there is already a pane populated in the view, the system ask if you want to skip over the already
populated view pane. If you select ‘Yes’, it will populate the panes but leave the existing camera
in place and skip over that tile and continue populating cameras. Selecting ‘No’ will overwrite the

existing camera.

9.8.2 View Modification

View modification is limited to renaming the view or changing the contents of a pane within the
view. Reconfiguring the view layout is not available. Therefore if, for instance, you need to change
the view layout from a 2 x 2 to a 3 x 3, you should delete the 2 x 2 view and create the 3 x 3 view

from scratch.
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To RENAME A VIEW
1. Inthe Views Tab, double-click the view you would like to rename.
Type the new name for the view.
Press [ENTER].
To DELETE A VIEW

1. Inthe Views Tab, select the view which you would like to delete.

Click the Delete icon. m Delete
An “Are you sure that you want to delete this view?” prompt appears.

2. Right-click on the folder or view and select “Delete”

Click Yes to delete the view.

To MobIFy CONTENTS OF A VIEW PANE
1. Inthe Views Tab, select the view which you would like to modify.

4. To change the configuration of an existing pane, click the pane to view the pane configuration

settings. Make changes as required.

5. To replace a pane with a different component (camera, carousel, hot spot, etc.) you may:

o Remove the pane content by clicking the Clear View icon in the pane.

Figure 111 Click Clear View to remove pane contents

e Replace the pane contents by dragging & dropping a camera thumbnail or built-in type onto

the pane.

Note: Views may also be modified from within Ocularis Client.

9.8.3 Shared Views

Once a shared view is created underneath the Shared folder, additional steps must be taken in

order to share it. It must be assigned to the desired user group(s).

Regular (non-shared) Views can be copied/cut to other View folders.
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Note: Shared Views may also be created, modified, or shared from within Ocularis Client by

administrator users.

9.8.3.1 To Share Views with a User Group

1. Inthe Views Tab, expand both the view you would like to share under the Shared folder
as well as the User Group (and its corresponding view group) or user that you wish to
share the view with.

2. Do one of the following:

— Drag and drop the view from the Shared view group to the view folder for the
desired user or user group. Notice how the mouse cursor changes when it is
positioned correctly over the destination folder.

— Select the view(s) and use Right-click > Cut / Copy and Right-click > Paste to
share the view between folders. Cutting an already shared view is not allowed.

Figure 112 Sharing Views by drag&drop

Servers / Events | Users / Privileges | Views | Distribution Group Servers / Events | Users / Privileges | Views | Distribution Group

Views Views

Views Views
@ Delete @ pelete ;
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B New View (1< 1) g ) New View (1x 1)
[ view with 85 (2 + 4) \\ [ View with 85 (2 + 4)

B web View (2 x 2)

[ Web View 2 x2) 1
+ 0 Administrators ‘ » (20 Administrators
~ [ Operators ] ~ [ Operators
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(03 drake f g drake
~ [ kirby 7 - [0 kirby
A view12x2 Y 4 B view1@x2
23 quinn [ 3 quinn
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[ View with BS (2 + 4) B View with BS (2 + 4)
[ Web View 2 x2) [ Web View 2 x 2}
+ (1 Webinar 28 New View (1x 1)

Drag and drop to share a view Shared views displayed in orange

9. Repeat this procedure to share this view with other users or user groups or to share
other shared views with any user group.

Additionally, entire groups of shared views may also be shared, making it easy to share multiple
views in one step.

9.8.3.2 To Share a View Group with a User Group

1. Inthe Views Tab, expand both the view group/folder you would like to share under the Shared
folder as well as the User Group (and its corresponding view group) that you wish to share the
view group with. Shared groups may not be shared with individual users, only groups.

2. Do one of the following:
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Views Tab

Drag and drop the view group (folder) from the Shared view group to the view folder
for the desired user group. Notice how the mouse cursor changes when it is
positioned correctly over the destination folder.

Select the view group(s) and use Right-click > Cut / Copy and Right-click > Paste
to share the group between folders. Cutting an already shared group is not allowed.

Figure 113 Sharing View Groups by drag&drop

Servers / Events | Users / Privileges | Views | Distribution Group:

Views

Views

New Group | [igh New View [ Delete

- [ Shared
» {0 New Shared Group
BY 1 Shared Group 2 [
Hiotaexz) LN
Hitszx2) A
v (3 Administrators
- (3 Operators
- (8 Private

\
]
I
(03 drake 1
1
!
/]

- O kirby
B view 1 2x2)
&3 quinn
-0 Operator Group '

[0 New View (2x2) %E!
[ View with 85 (2 + 4)
[ Web View (2 x 2)
B New View (1x 1)

Servers / Events | Users / Privileges | Views | Distribution Group

Views

Views

@ pelete

» (B0 New Shared Group
~ {0 Shared Group 2
B etazx2)
[ Lot (2x2)
v [ Administrators
- (I Operators
- Private
9 dreke
- (@8 kirby
[ View 1(2x2)
{23 quirn
~ (J Operator Group
E New View (2x 2)
[ View with BS (2 + 4)

3 web View (2 2)
[0 New View (1x 1)
bl ' Shared Group 2

+ 23 Webinar

[0 Lot A2 x2)

Drag and drop to share a view group

Shared Groups displayed in orange

3. Repeat this procedure to share this view group with other user groups or to share other shared
views with any user group.

9.8.3.3 Modifying Shared Views

Shared views may be modified the same way as other views (see To Modify Contents of a View Pane on

page 130). However, only the admin user or member of the Administrators group can modify a shared

view and it can only be modified when selected under the Shared view group. When a shared view is

selected under a user group, a ‘padlock’ icon appears over the pane to indicate that the view may not be

modified.

Note:

Shared Views may also be modified from within Ocularis Client by administrator users.
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Figure 114 Padlock indicates view may not be modified in this selection
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Changes made to a shared view will be reflected for everyone with permission to access the view.

Note: If you have a view or view folder open and switch tabs, you will be returned to the same
place upon reentering the Views Tab.

9.8.3.4 Changing a regular View to become a Shared View

Regular views can be converted to a Shared View by copying it cutting it into a Shared View
Group. The new Shared View can be modified the same way as any other Shared View.

9.8.4 Configuring View Content Types

Once view panes are populated with content, specific parameters may be set for each content

type. The following section will discuss:

e Camera Configuration

e Carousel Configuration

e Hot Spot Configuration

e Push Video Configuration
e Web Page Configuration
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e Blank Screen Configuration

9.8.4.1 Camera Output Configuration

Actual video configuration for camera resolution and recording is done on the recorder.
Configuration for camera output here refers to how the camera’s video appears in the Ocularis

Client.

9.8.4.2 To Configure Camera Output

1. Inthe Views tab, select the view which contains the pane with the camera video you wish to
configure.

2. Right-click on the pane with the video you wish to configure.
A Viewport Properties pop-up appears corresponding to the type of pane content selected (in this
case, a camera). View pane contents with a single camera is considered a one camera carousel.

(More details on carousels in the next section).

Figure 115 Right-click on the pane to modify parameters

Lab AXIS M3203- 11.19 Always

FitToWindow Vv

[Auto]

You can modify the following Camera Overlay Parameters:

Property Description

Aspect Useful for wide screen video output, the default option, Fit to
Window will cause the video to be stretched to fit the window
pane and may cause the video to appear slightly distorted. The
option Keep Original may result in black vertical or horizontal
bars surrounding the video when viewed in Ocularis Client.
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Property

Framerate

Quality

Keep when
maximized

Stream

Views Tab

Description

Version 4.x and prior recorders only. This setting is the
framerate for the camera while viewing Live video in Ocularis
Client. Available options are: Full (default), Medium or Low.
Save bandwidth by selecting Medium or Low.

Version 4.x and prior recorders only. Options are: Original,
Super High, High, Medium, and Low. This setting applies to
Live video. To save on bandwidth, lower the image quality. The
video from the camera is re-encoded to a JPEG format on the
server before being sent to Ocularis Client. The default quality
setting, Original, provides full quality of the original video. Low
quality re-encodes the image to an output width of 160 pixels and
a JPEG quality level of 20%.

Version 4.x and prior recorders only. When an individual pane
is maximized in Ocularis Client, the default is to display the video
in its Original quality. Check this box to maintain the quality
parameters set here when the pane is maximized to full screen.

Version 5.2.1 or later recorders. Select a camera stream to
display as the default stream from the camera for this view. If you
do not see this option on a v5.2.1 or later camera, Stream 1
needs to be assigned a video classification on the recorder. The
default selection is [Auto].

See Alternate Default Live Stream below for more information.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-up.

9.8.4.3 Alternate Default Live Stream

In Ocularis 5 recorders, multiple live streams may be configured to display within Ocularis Client.

The number of streams varies from camera to camera.

Administrators can select a default live stream for the camera to use when it initially displays in

the view in Ocularis Client. The system will automatically set 'JAuto]' as the default stream. This

allows Ocularis to initially display the best stream in a view based on the size of the pane.

This feature benefits those installations where bandwidth may be a consideration and/or views

with many high-resolution cameras are used. Selecting a lower resolution as the default stream,

will allow the view to be drawn more quickly and aid in general performance. The operator, given

the appropriate permissions, may manually select a higher resolution stream where needed.

Additionally, administrators can override the '[Auto] selection and identify any stream as the

default live stream.

When the pane is viewed with Ocularis Web or Mobile, it will always default to [Auto], even if

another stream is selected as the default.
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9.8.4.4 Prerequisites

The following must be done in order for this feature to function properly:

e Inthe Ocularis Recorder, multiple streams for the camera must be configured.

e Each stream, including Stream 1, must be assigned a unique video classification. See

Adding Camera Streams and Configuring Camera Streams for more information.

e The Ocularis Recorder Proxy must be installed and configured. Only one instance is
needed per Main Core Server. This component is required even if the system does not

utilize event alerting.

e All Ocularis components (Base, Administrator, Client and Recorder Proxy) must be

using the latest version of Ocularis.

9.8.4.5 To Set an Alternate Default Live Stream

Ensure that all prerequisites listed above are met.

1. In Ocularis Administrator Views tab, create a new view (it can be a Shared or dedicated

view).
2. Drag and drop a camera from an Ocularis recorder to an available pane.
3. Click the pane to display its Viewport Properties.

4. Click the Stream drop-down menu. All available streams are listed using the Video
Classifications as identified in the Ocularis recorder. Reminder, video classifications are
labels that may be modified by the system administrator. Classifications on your system
may be different than the example shown below in Figure 119.

Note: if you do not see the Stream option for a camera on a v5.3 or later recorder, it could
mean the following:
o The camera has only one stream.
o The camera's Stream 1 does not have an assigned video classification in the
recorder.

o The Ocularis Administrator application was still open when the Ocularis Recorder
Proxy service was restarted. Simply close and restart Ocularis Administrator.

5. You can leave the default option at 'JAuto]' or select the stream you would like to use as
the default live stream for this particular view. Note that if you use this camera in another

view, a different default stream may be identified in that view.
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9.8.4.6 Auto

The default stream selection, ‘[Auto]’, instructs Ocularis Client to display the most efficient stream
in the pane based on system resources. Therefore, if the pane in one operator's Ocularis Client
display monitor can support, for example, a resolution of 800x600, it will display the stream that is

closest to this resolution. Another operator with a different quality monitor may be shown a different

stream based on his/her screen resolution.

9.8.4.7 Carousels

When you create a Carousel and select a specific stream (as opposed to '[Auto]’), Ocularis Client

will attempt to display the same stream for all cameras in the carousel. If a particular camera does

not have the stream identified in the Viewport Properties, it will display Stream 1.

Figure 116 Set the default stream
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Contents

Operators (with appropriate permission) can select any stream from Ocularis Client's 'aux’' button

in the camera's view pane.
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Figure 117 Use the 'aux’ button to select a live stream

Axis P3245-106-0n Demand

Streams

standard quality

9.8.4.8 Streams used in Digital Zoom and Maximizing

If the pane is set to '[Auto]’, and the pane is maximized or the operator uses digital zoom, the
highest resolution stream will be used and displayed. If a specific stream is set, this streams

resolution will be used when maximized or with digital zoom.

9.8.4.9 Adding Camera Streams

Most cameras provide multiple streams that Ocularis can tap into. The number of streams varies
from manufacturer to manufacturer. Adding camera streams manually is easy to do. Refer to

Figure 118 for the following instructions.

1. Inthe Ocularis Recorder Manager, select the camera that will have additional streams added [1].
Select 'Video streams' [2]

Click 'New' [3]. A new stream will be listed [4].

M WD

Repeat as needed. Click 'Apply' [5] when done.
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Figure 118 Adding Camera Streams
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9.8.4.10 Configuring Camera Streams

Each stream from a camera can have different settings. You may want one that is high resolution
and another that is low resolution. You may want one that is H.264 and another that is MJIPEG
(This is camera dependent of course!). You may want one that is dedicated solely for motion
detection analysis. Ocularis gives you the flexibility to configure a camera's streams differently.
You may also modify the text labels for video classifications to those which are more applicable to

your installation. Refer to Figure 119 for the following instructions.

1. Inthe Ocularis Recorder Manager application, select the stream you wish to configure
[1].

2. Modify settings for this stream as desired [2].

3. Select a 'Video classification' for this stream [3]. While more than one classification may

be selected, it is not recommended. You may not select a classification for this stream

that was already assigned to another stream for this camera.

Note: Video classifications for Stream 1/x will not appear until a second stream
is added. Remember to go back and assign a video classification for
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Stream 1/x. This is required in order to set a default live video stream to a
stream other than Streams 1/x.

4. Click 'Apply' to save changes [4].

Figure 119 Configuring a Camera Stream
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Note: If using Ocularis Web, be sure to configure at least one low resolution
H.264 stream (i.e. under 600 pixels high). This will allow the stream to
display in a view with numerous panes.

9.8.4.11 Video Classifications in Ocularis

Video classifications are labels that can be associated with each stream from a camera. In order to use
multiple live streams in Ocularis Client, each stream must be assigned a video classification. We recommend
only one video classification per stream. You may not assign the same video classification to multiple streams
within the same camera.

In the Ocularis Recorder Manager application, (see Figure 120 below) select 'System' [1] and then 'Video
classifications' [2]. The five default video classifications appear. You may 'Rename' any existing video
classification [3] or Add new ones [4]. You may only delete video classifications you have added. You may
not delete any of the five streams that ship with the product (even though you can rename them). Make the
video classification labels something easy to understand as this is how the stream will be identified in Ocularis

Client and Ocularis Administrator. Remember to click 'Save' or 'Apply' [5] after making any changes.
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Figure 120 Video Classifications
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9.8.5 Carousel Configuration

Carousel configuration includes: identifying which cameras are to be used in the Carousel, the
video parameters as displayed in Ocularis Client and the image’s dwell time.

9.8.5.1 To Configure A Carousel

1. Inthe Views tab, select the view (or create a new view) which contains the pane with
the carousel you wish to configure. (For information on creating a view see To Create A
View within a Folder on page 122.)

Assign one camera to the pane (drag and drop) which will display the carousel.

2. Click the Carousel Edit icon found in the overlay section of the pane (top right). o

Figure 121 Carousel Edit icon

{08}

A Carousel Editor pop-up appears.
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Figure 122 Carousel Editor
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The goal is to create a list of the cameras you wish to display in the carousel in the camera list on the
right of the pop-up. You have the same tools in this dialog to locate cameras as you do when building
a view. (See Camera Preview on page 118 and Camera Filter on page 119).

Tip: You may widen the dialog box to be able to read lengthy camera names
more easily.

Once you locate the desired camera in the camera list on the left, drag and drop the camera to the camera
list on the right.

Figure 123 Creating a carousel list

Carousel Order

The progression of video will go from each camera in the order listed here. If you wish to

reorder, simply drag and drop the camera to the correct order.
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Figure 124 Reorder a Camera in a Carousel
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Dwell Time is the amount of time, in seconds, that camera video is displayed in the Ocularis

Client before switching to the next camera in the list. The default Dwell Time is 10 seconds.

You may modify the default dwell time for all cameras shown by simply changing the number

in the Default dwell time field. (see Figure 122).

If you want a single camera to have a different dwell time than the default, click the Default

button next to the camera name. A slider becomes visible.

Figure 125 Change the Default Dwell Time

Drag the slider left or right to see the amount of seconds change. Stop when you arrive at

the desired amount.

e You may do this for every camera listed.

e Toremove a camera from the carousel list, click the Delete icon to the right of the

camera name.

e When the carousel configuration is complete, click Save.
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Figure 126 A configured carousel in the Views Tab
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The Views tab shows the carousel with left and right arrows. The top of the pane indicated
the number of cameras in the carousel (e.g. “Carousel of 4 entries”). Click the left or right
arrow to scroll through the display of the cameras you selected for the carousel

To REORDER CAMERAS IN A CAROUSEL

1. Inthe Views tab, select the view with the carousel you wish to configure.

2. Click the Carousel Edit icon found in the overlay section of the carousel pane (lower

right). e

3. Inthe Carousel Editor pop-up, drag and drop the cameras listed to the desired order.

(see Figure 124).
4. Repeat for all cameras you wish to reorder.

5. Click Save when done.

To REMOVE CAMERAS FROM A CAROUSEL
1. Inthe Views Tab, select the view with the carousel you wish to configure.

2. Click the Carousel Edit icon found in the overlay section of the carousel pane (lower

right). LA
Locate the camera you wish to remove.
3. Click the Remove Camera icon.
4. Repeat for all cameras you wish to remove.

5. Click Save when done.
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9.8.5.2 To Change or View the Dwell Time for an Individual Camera

1. Inthe Views tab, select the view with the carousel you wish to configure.

2. Click the Carousel Edit icon found in the overlay section of the carousel pane (lower right). mj
Locate the camera whose dwell time you wish to modify.

3. Click the Dwell Time button (see Figure 125).

4.  When the dwell time slider appears, drag it left or right to modify the dwell time.

5. Repeat for each camera whose dwell time you wish to modify.

6. Click Save when done.

9.8.5.3 To Configure Video Displayed in a Carousel

Video parameters displayed while viewing the carousel in Ocularis Client may be adjusted, similar

to adjusting video for a single camera.

1. Inthe Views Tab, select the view which contains the pane with the carousel.
Click on the pane video.

3. Inthe resulting Viewport Properties dialog, modify the parameters as defined in the
following table. The settings will apply to all camera video displayed in the carousel.

Aspect Useful for wide screen video output, the default option, Fit to
Window will cause the video to be stretched to fit the window
pane and may cause the video to appear slightly distorted. The
option Keep Original may result in black vertical or horizontal
bars surrounding the video when viewed in Ocularis Client.

Stream Version 5.2.1 or later recorders. Select a camera stream to
display as the default stream from the camera for this view. If you
do not see this option on a v5.2.1 or later camera, Stream 1
needs to be assigned a video classification on the recorder. See
Alternate Default Live Stream below for more information.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-
up.

Note: The properties: Framerate, Quality and Keep when maximized have been removed for all
current and legacy recorders for Carousels, Hotspots, Blank Screens and Push video panes.
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9.8.6 Hot Spot Configuration

Administrators can configure the quality of the camera video displayed in a Hot Spot pane.

9.8.6.1 To Configure A Hot Spot

1. Inthe Views tab, select the view which contains the Hot Spot. (For information on creating a view

with a hot spot, see To Create A View within a Folder on page 122.)
2. Click on the pane with the hot spot.

A Hotspot Properties pop-up appears.

Figure 127 Configuring Hot Spot Output

You have the option to modify the following:

Aspect Useful for widescreen video output, the default option, Fit
to Window will cause the video to be stretched to fit the
window pane and may cause the video to appear slightly
distorted. The option Keep Original may result in black
vertical or horizontal bars surrounding the video when
viewed in Ocularis Client.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-
up.

Note: The properties: Framerate, Quality and Keep when maximized have been removed for all
current and legacy recorders for Carousels, Hotspots, Blank Screens and Push video panes.

9.8.7 Push Video Configuration

Push Video panes are used in Ocularis Client to manually push video from one logged in Ocularis
Base user to another logged in user. The Push Video function uses port 7008. Push video with

Ocularis is supported with all Ocularis models.

9.8.7.1 To Configure Push Video

1. Inthe Views tab, select the view which contains the Push Video Port pane. (For
information on creating a view see To Create A View within a Folder on page 122.)

2. Click the Push Video pane.

Figure 128 Configuring a Push Video Pane

You have the option to modify the following:
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Window Index If there are multiple panes configured for Push Video this index
determines the order in which pushed video will appear in the
view.

Aspect Useful for widescreen video output, the default option, Fit to

Window will cause the video to be stretched to fit the window
pane and may cause the video to appear slightly distorted. The
option Keep Original may result in black vertical or horizontal
bars surrounding the video when viewed in Ocularis Client.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-up.

Note: The properties: Framerate, Quality and Keep when maximized have been removed for all
current and legacy recorders for Carousels, Hotspots, Blank Screens and Push video panes.

9.8.8 Web Configuration

In addition to camera video, panes may be populated by an HTML page accessible via URL or IP

Address. Typical examples of these include:

e Company websites or logos
¢ Online or static maps
e Link collections

e |P Camera configuration page

Note: Panes with web pages or images may not be maximized in Ocularis Client. For web pages,
we recommend using a large size pane or even a 1 x 1 pane.

To CoNFIGURE A WEB PANE
1. Inthe Views tab, select the view which contains the Web Page.
2. Click on the pane with the Web Page.

A Web Properties pop-up appears.

Figure 129 Configuring a Web Page Pane

Type in the URL or IP Address for the content to be displayed. You will see a preview of the
page.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-
up. The web page will now appear in the Ocularis Client and the user will be able to navigate the

page using embedded links.

You may also link to an image located on the network or internet by inserting the file’s full path

and filename in the URL field.
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9.8.9 Blank Screen Configuration

As the name indicates, the view pane configured with a Blank Screen remains ‘blank’ until
populated by video triggered by an event. The event trigger is configured in Ocularis Administrator

and is discussed in Simple Event Rules on page 47.

9.8.9.1 To Configure a Blank Screen

1. Inthe Views tab, select the view which contains the Blank Screen. (For information on

creating a view see To Create A View within a Folder on page 122.)

2. Click on the pane with the Blank Screen. A Blank Screen Properties pop-up appears.

Figure 130 Configuring a Blank Screen Pane

You have the option to modify the following:

Aspect Useful for widescreen video output, the default option, Fit to
Window will cause the video to be stretched to fit the window
pane and may cause the video to appear slightly distorted. The
option Keep Original may result in black vertical or horizontal
bars surrounding the video when viewed in Ocularis Client.

Dwell Time This is the amount of time in seconds that video will be displayed
in a Blank Screen pane; applies to low and medium priority only.

To save settings, click on another part of the view pane or click the Close icon (‘X’) on the pop-
up.

Note: The properties: Framerate, Quality and Keep when maximized have been removed for all
current and legacy recorders for Carousels, Hotspots, Blank Screens and Push video panes.
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10 Assets Tab

The Assets tab displays the centralized repository of all graphic images and audio files used in
Ocularis Base. Administrators import graphic files and icon assets in this tab that may be used to
configure Ocularis Maps.

Each organization will have a unique set of images and there is no limit to the number of images
that may be imported. An unlimited amount of audio files for use in alert notifications are also
imported here.

Graphic images are imported through the Assets Tab and configured in the Maps Tab.

Audio files are imported through the Assets Tab and configured in the Server / Events Tab.

Figure 131 Assets Tab
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The Assets Tab is divided into three sections:

1. The upper section displays imported map images.

2. The middle section displays default and imported map icons used for cameras and other
items on maps.

3. The lower section displays imported sound files.
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10.1.1 Maps

This area houses the navigation maps available for use within the Ocularis Maps feature.
Navigation maps can be any descriptive image of the surveillance installation — geographical
maps, CAD drawings, aerial photographs, architectural plans, etc. Image file types supported

are: .jpg, .png, .gif and .bmp. The system supports an unlimited number of maps.

10.1.2 Map Icons

Icons identify items placed on Ocularis Maps. Icons can be any imported .png image file.
Typically, icon images are of IP cameras. The first icon on the left is reserved for the default
display when a camera is placed on a map. There is also a default icon for when a view is
placed on a map.

Administrators import maps and icons here in the Assets tab first and then continue with map
configuration in the Maps tab.

10.1.3 Event Audio Clips

Audio files placed here may be used by the administrator to configure the sound played when
an event occurs. The default sound is set on the Ocularis Base and is identified by the green
checkmark. The default “sound” may be None, which therefore indicates no sound during alert

notification. The audio file type supported is: .wav.

10.2 Maps

To AbD A MAP TO THE ASSETS TAB

1. Inthe Assets Tab, click the Add Map button. Add Map...

2. Browse for the image file and select it.
3. Click Open.

A thumbnail image of the map appears in the Maps area of the Assets Tab. Images are displayed

in alphabetical order of the filename.

10.2.1 To Delete A Map from the Assets Tab

Use the following procedure to remove a map image from the Ocularis database. This will not
delete the image file from the source location.
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1. Inthe Assets Tab, select the map to be removed. You may use the [SHIFT] or [CTRL]

function keys to select multiple files.

2. Click the Delete button, 2 %=

An “Are you sure you want to delete...?” pop-up window appears.

3. Click Yes to remove the map(s).

10.2.2 Map Coordinates

For certain integrations, you can manually configure the GPS coordinates of an Ocularis Map.

This can later be used to see a camera in its proper on a map. This assumes the map is using a

‘North UP' orientation.

1. Select the map that you want to configure.

2. Click the GPS pushpin button.

3. Make sure the 'Activated ‘checkbox is selected.

4. Enter the Latitude and Longitude coordinates for the upper left corner of the map. If

necessary, use the '-' character to indicate west of the prime meridian in Greenwich

England or south of the equator.

Figure 132 Sample Coordinates for Pearl River, NY

# Map Properties

Blue Hill Plaza
Set GPS info for map asset

Activated

Top Left
Latitude : 41.049
Longitude : -74.01
Bottom Right
Latitude : 41.045
Longitude:  |-74.003

OK

Cancel
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5. Enter the Latitude and Longitude coordinates for the lower right corner of the map.

6. Click OK.

10.2.3 Map Icons

To IMPORT OR MoDIFY A MAP ICON

Use the following procedure to set or replace an icon. Icon 1 is the default icon used when creating
new items on a map so you may want to leave this icon as the default. Icon 2 is the default icon

used for views.

1. Inthe Assets Tab, select the icon to be set.

Set Icon...

2. Click the Set Icon button.
3. Browse to the image file and select it.
4. Click Open.

The icon is displayed in the Icons section of the Assets Tab.

To REMOVE A MAP ICON

Use the following procedure to remove an imported icon image and reset it to the default.

1. Inthe Assets Tab, select the icon to be changed. You may use the [SHIFT] or [CTRL]

function keys to select multiple icons.

3
2. Click the Reset icon button, [&=8 fesetieen

The icon(s) should be reset.

10.3 Event Audio Clips

To Abb AN AuDIO FILE TO THE ASSETS TAB

1. Inthe Assets Tab, click the Add Audio button. Add Audio...

2. Browse for the sound file and select it. The maximum size of the .wav file is 4 MB.
3. Click Open.

An image with the name of the sound file appears in the Audios area of the Assets Tab. Sound

files are displayed in alphabetical order of the filename.
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10.3.1 To Delete an Audio File from the Assets tab

Use the following procedure to remove a sound file from Ocularis Administrator. This will not delete

the file from the source location.

1. Inthe Assets Tab, select the sound file to be removed.

SetIcon...

2. Click the Delete button.

An “Are you sure you want to delete...?” pop-up window appears.

3. Click Yes to remove the audio file.

10.3.2 To Set or Modify the Default Audio Clip

Ocularis Base is shipped with one default sound file: redalert.wav. A blue checkmark symbol
indicates the default sound in the Assets tab. When an alert notification is configured in the
Servers / Events Tab, the default sound is assigned to the alert. If the default Event Audio Clip
is a .wav file, that sound will play when the alert occurs. If the default Event Audio Clip is set to
‘None’, no sound will play when the alert takes place. Administrators can configure sound on an
alert by alert basis. A green checkmark indicates that the sound file is already assigned for use

to an alert.

1. Inthe Assets Tab, right-click the sound file to be set as the default. Or select ‘None’ to

have no sound as the default

2. Select Set to Default in the resulting right-click menu.

Figure 133 Setting the default Audio Asset

Event Audio Clips
v

4 & ‘ Play(Preview Sound)
EMERGEN... FIREwav Informati... None redalertw... Standard... Urge
i Set to Default N

AF

Add Audio... @ Delete

The .wav file now is displayed with the green checkmark to indicate it as the default audio asset.

Page 153 of 222



Ocularis Administrator User Manual Assets Tab

10.3.3 To Preview an Audio Clip

To preview the sound that a particular .wav file will make when the alert occurs:

1. Inthe Assets Tab, right-click the audio clip to be previewed.
2. Select Play (Preview Sound) in the resulting right-click menu.

The .wav file now is played through the local pc speakers.
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11

Maps Tab

Once maps and icons have been imported in the Assets Tab, they can be configured in the Maps

Tab.

Figure 134 Maps Tab
d Ocularis Administrator l;li-

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About
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Font Size
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4 North America

Contents

Cameras Views Interfaces Metadata

an

Show Thumbnail w

The left side of the Maps Tab contains elements available for configuring a map and is segmented
into a section for Group selection, Maps, and Contents (Cameras, Views, Interfaces and
Metadata). The right side of the Maps Tab is the working area used to display and configure a

map.

Maps are configured and organized by user group. Administrators should select the group for
which the map should be configured. Maps may be configured for a single user group (“private”)
or shared across multiple user groups (“shared”).

Note: If you know in advance that a map is to be shared among multiple groups, be sure

to configure the map under the Shared Maps group from the beginning. See Sharing
Maps on page 171.
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To AbD A MaP

This procedure assumes that navigation maps have already been imported into the Assets Tab
and may be used to add a Private or a Shared map. (See To Add A Map to the Assets Tab on

page 150.)

1. Inthe Maps Tab, select the group from the Group drop-down menu for which the map
should be available. If you would like the map to be shared between more than one user
group, select Shared Maps in the drop-down Group list. Shared Maps is the default

selection. L
2. Click the Add new map icon.

The Select Map dialog box appears

Figure 135 Selecting a Map for a single group (Private)

B Select Map — m} X

Add Map Asset to Group
Pick a map asset to add to group

+ [DAvailable Map Assets
» (CJShared Maps

Select Cancel

This pop-up displays the list for Available Maps and Shared Maps. Available Maps are

those which have been imported in the Assets Tab, but not yet assigned to this group or

to the Shared Group. Expand Available Maps to see available map images.
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Figure 136 Expand the Available Maps folder to choose a map

B Select Map - m] X
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[ ‘ Blue Hill Campus

When creating a map to be shared by others, the maps displayed here, populated by

maps that exist in the Assets Tab, are available for selection.

3. Select the map you wish to add. You may select multiple maps as well.
4. Click Select.

The selected map now appears in the Maps list. Expand the node to see its associated Shortcuts

and Pins.
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Maps Tab
Figure 137 Added Map to Operators Group
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To CHANGE A MAP NAME
If desired, you may change the name of a map.

1. Under the desired group, double-click the map name in the Maps list. The name

becomes editable.
2. Modify the map name and press [ENTER].

A map name changed on a Shared Map will change the name for all groups that use the map. A

map name changed for a single map in a user group will only be changed for that group. The
map names in the Assets Tab will not be changed.

To DisPLAY A MAP

You need to display a map in order to configure it. This procedure assumes that navigation maps

have already been added for the User Group or Shared Maps group in the Maps Tab.

1. Under the desired group, double-click the map name in the Maps list.

2. Reposition the image in the working area by clicking and dragging the map to the
desired location.

Once a map is added to a group, a green checkmark icon appears next to the map image in the
Assets Tab. This helps administrators manage system assets.
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Figure 138 Used Maps in Assets Tab shown with Green Checkmark
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In the example shown in Figure 138, the Blue Hill Courtyard and Blue Hill Plaza maps have been

assigned to a group. The other maps have not been assigned to any group.

To REMOVE A MAP
1. Inthe Maps Tab, select the map you wish to remove.
e
2. Click the Delete Selected Map icon. “

An “Are you sure you want to delete this map?” dialog box appears.

3. Click Yes to remove the map.

The map is removed from the group, but it is still available to other groups from within Ocularis

Administrator.

To SwiTCH A MAP IMAGE

Use this feature when you have a map configured with cameras and views but need to change
the background image.

1. Inthe Maps Tab, display the map you wish to be switched.

2. Click the Switch Map icon. H

A Select Map pop-up appears.

3. Choose the map you want to switch to and click Select.
4. Re-select the map group from the Group drop-down menu to see the updated map.

Be aware that if the resolution of the new image is different from the old image, the position of the

map elements may change.

To SET A DEFAULT ALERT MAP

If you use alerts with Ocularis, you can set a map to be the default map displayed when you enter

the Alert Manager of Ocularis Client. You can set a unique map for each user group.
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1. Under the desired group, right-click the map name in the Maps list and click ‘Select
Default Alert Map’. The name becomes editable.

Figure 139 Select Default Alert Map
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A green checkmark appears next to the default map.

Figure 140 Default Alert Map
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11.1 Working with Maps

Once maps are selected for use in the Maps tab, you can configure it by:

e Add Cameras to A Map
e Add Views to A Map

e Link one map to another Map
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11.1.1 Adding Cameras to Maps

Cameras may be added to a map to visually depict its location and field of view. This aids the
operator in being able to better understand where it is that the camera is positioned. The accuracy
of the location of the camera on the map is subjected to wherever the administrator/map creator
decides to place it. On the map, the camera is represented by an icon (which can be modified)
and camera name (which is inherited from the recorder). Operators can preview the camera feed

when viewing the map with Ocularis Client.

To Apbb A CAMERA TO A MAP

1. Inthe Maps tab, display the map to add a camera(s). (see To Display a Map on page
158.)

2. Locate the desired camera in the Contents area. Click the Cameras tab, expand the
cameras folder and take advantage of other methods of locating camera such as

Camera Filter and Camera Preview.

Figure 141 Drag & Drop a camera onto the map

% Ocularis Administrator - O X
Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About
Group 5
H Font Size
Shared Maps givena [
Maps = e

» (% Blue Hill Courtyard

» (% Blue Hill Plaza

e

%) Hilton Hotel and Highw
G 1

m 0 3 & &2
Contents -
ata

. -
Cameras Views Metad
o

(2 Lab Axis Q6034

[ Mike Maloney

[ Office-Axis P3384-V-106
2 Pani

QM Phone
(2 R&D Exit

Show Thumbnail

3. Click, drag and drop the camera from the Cameras list to the location on the map.
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To RELOCATE A CAMERA ON A MAP

1. Locate the camera on the map and simply drag and drop the camera to the desired

location.

To REMoVE A CAMERA FROM A MAP
1. Locate the camera on the map.

2. Click the delete icon next to the camera to delete.

Figure 142 Remove a Camera
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11.1.2 Adding Views to Maps

Similar to cameras, views may be added to a map to visually depict multiple cameras. On the map,
the view is represented by an icon (which can be modified) and view name. Operators can preview

the view when viewing the map with Ocularis Client.

11.1.2.1 To Add a View to a Map

1. Inthe Maps tab, display the map to add the view. (See To Display a Map on page 158.)

2. Click the Views tab in the Contents list and expand each folder until you locate the

desired one.

Figure 143 Expanded Views List
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3. Click, drag and drop the view from the Views list to the location on the map.
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The view will use Icon 2 located in the Assets Tab. You may want to develop your own icon for
use specifically for views.

Note:  Views that contain a Hotspot, Blank Screen, Push Video or Web page may be added
to a map but the pane with these content types will not display any preview images
and remain blank.

To CHANGE THE APPEARANCE OF A MAP ICON

The first image shown in the Icons section in the Assets tab is the default icon used when adding
cameras to maps. The second icon is the default used for views. You may customize the icons for
each camera to signify a camera model or type or any designation you so choose. (See To Import
or Modify an Icon on page 152).

1. Locate the camera icon or view icon on the map you wish to change.
2. Right-click the icon.

3. Theicons from the Assets tab appear. Click the desired icon.

To MODIFY THE FONT SizE OF MAP ICONS

The descriptions associated with icons on a map come from either the camera name on the
recorder or the view name in the Views tab. The size of the fonts used may be made larger or

smaller.

1. Open the desired map in the Maps tab.

2. Drag the Font Size slider button left or right to make the font size smaller or larger.

Figure 144 Change font size with slider

Font Size

To RESIZE A MAP ICON
1. Locate the camera or view icon on the map you wish to change.

2. Hold the [SHIFT] key and position the mouse over the icon until you see a set of 4

arrows.

3. Click and drag the mouse in a vertical direction up and down to make the icon larger or

smaller.

4. Release the mouse when done.
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Figure 145 Resize a cameraicon

To ROTATE A MAP ICON
1. Locate the camera or view icon on the map you wish to change.
2. Hold the [CTRL] key and position the mouse over the icon until you see a curved arrow.
3. Click and drag the mouse in a vertical direction up and down to rotate the icon.

4. Release the mouse when done.

Figure 146 Rotate a camera icon
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To Zoom A MapP
1. Display the map in the working area of the Maps tab.
2. Zoom in and out using either the:

e Scroll wheel of the mouse

e ZoomIn or Zoom Out ﬂ icon

11.1.3 Camera Field of View

If you want to show a graphical depiction of the camera's range and field of view, you can add this
shape adjacent to cameras on a map.

To ApbD FIELD oF VIEW TO A CAMERA ON A MAP
1. Display the map in the working area of the Maps tab.

2. If you haven't already done so, add the camera to the map. Position and size it

accordingly.
3. There are three settings to maneuver:

e FOV: This changes the angle for the field of view of the camera
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e Direction: This changes the direction for which the camera points

e Range: This is the depth for coverage of the camera

It is easiest to increase the Range first and then adjust the FOV and Direction. Move

the sliders left and right to adjust the graphic.

Figure 147 Adjustable sliders
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4. Repeat for each camera on the map.

11.1.4 Interfaces

Interfaces allow you to select a privileged Event Interface and place the Event Interface on an
Ocularis map. In Ocularis Client, on the map, the Event Interface will show the status of the entity,
and users can change the Event Interface state as well by left-clicking on the icon.
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11.1.5 Map Metadata

Map Metadata allows you to place non-camera icons on a map. This is typically used in third party
integrations. A Metadata URL may be used to update the metadata shown on the map. Review
the document “Using Overlays with Ocularis” on the documentation page of the website for more

information.

11.2 Linking Maps

Linking maps allows you to easily navigate from map to map and back again. Links to maps can

be embedded within a map or displayed as floating links within the map display.

e To Embeda Linkin a Map

e To Display A Floating Map Link

11.2.1 Shortcuts and Pins

A Shortcut is a link that appears on one map that, when clicked, will navigate the screen to another
map. The shortcut inherits its name from the pin used. A Pin, is a shortcut name given to a location
on a particular map and is created by the administrator. The pin sets the destination map as well

as its horizontal position, vertical position and zoom level.

Prior to creating an embedded or floating link, you must first set the pin(s) on the map(s).

To SET A MAP PIN

1. Inthe Maps Tab, with the desired group selected, open the destination map or the map

to which you would like to be linked. This is the map that must include the pin(s).

2. Position the map on the screen and zoom in or out so that the map is positioned in the

location you wish it to be displayed when it is brought up by the link.
3. Click the Add New Pin icon &3

4. A pin with the same name as the map is created. Double-click the pin name if you wish
to rename it. Additional pins will follow the naming convention of ‘map name (1)’, ‘map

name (2), etc.
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11.2.2 To Embed a Link in a Map

1. Inthe Maps Tab, with the desired group selected, be sure to have already set the pins

on the destination map. See To Set a Map Pin on page 166.
2. Display the map on which you would like to place the embedded link.
3. You need to draw an area or zone where when clicked, will open up the linked map.

Click the Draw Area button.

Figure 148 Draw Link Area
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4. Use the mouse to draw a polygonal shape on the map which will link to the previous
map. Click, release and drag with the right button and when you get to a corner, click the
right button. Repeat this process for each leg of the shape. When you return to the
starting point (“pencil”), the shape outline turns white. Click the right mouse button and

releasing the mouse establishes the shape.

The shape will appear shaded in color and be labeled “unnamed”.
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Figure 149 Link Area unnamed and unassigned
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5. Click and drag a pin created earlier onto the unnamed shaded area.

Figure 150 Pin Name Link
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The area name will change to display the pin name.

Figure 151 Link area inherits pin name

6. Click the pin area to be brought to the linked map.
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To RETURN TO ORIGINAL MAP FROM A LINKED MAP

Once you have navigated to a map via a link, you may return to the original map by either:

e Creating another pin to the original map using steps 1- 5 in the above section.

e Click the Go Back icon.

To MobDIFY THE COLOR OF THE LINK AREA

The default color for a map link is blue. If you want, you may change the color for each area from

the available palette of colors.

1. Display the map with the link area.

2. Drag and drop the desired color from the color palette to the link area.

Figure 152 Drag & drop color to modify link area
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To DisPLAY A FLOATING MAP LINK (SHORTCUT)

Floating map links or Shortcuts are easy to assign to multiple maps and appear on the Ocularis
map when it is displayed in Ocularis Client. They are particularly useful in navigating very large

maps. These links may appear on a single map or all maps for the selected group.

In the Maps list, beneath each map, is a node for Shortcuts. These shortcuts are similar to link
areas in that, when click in Ocularis Client, they will navigate the screen to the map with the

associated pin.

Floating Map links/shortcuts can be assigned to a map on an individual basis or to all maps of the
group. The map on which the floating link appears can be considered the ‘source’ map and the

map which is navigated to when the link is clicked can be considered the ‘destination’ map.
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1. Inthe Maps Tab, with the desired group selected, be sure to have already set the pins
on the destination map(s). See To Set a Map Pin on page 166. In the Maps list, expand

the destination map node displaying the pin name.

2. Determine the source map on which you would like the floating links to appear. Expand

the source map node to expose Shortcuts and Pins.

3. Drag and drop the pin from the destination map to the corresponding pin node of the

source map.

Figure 153 Drag and drop Map Pin
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The map appears in the map’s Shortcuts list.

4. Repeat for each map pin you wish to add.
5. Click the Save icon to save the map configuration.

If you wish to assign the pin as a shortcut for all maps of the selected group in one step, drag

the pin to the Shared Shortcuts node. This shortcut will appear on all the group’s maps.

In Ocularis Client, the shortcuts appear as shown in Figure 154.
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Figure 154 Map with three floating map shortcuts
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11.2.3 Sharing Maps

Creating a map that is to be shared among multiple user groups is the same process as creating

one for a single user group. See To Add a Map on page 156 as well as the preceding pages for

configuring maps. The difference with shared maps is where the map is created. The Shared

Maps group is now the default selection when the Maps tab is first accessed.

11.2.3.1 To Share a Map

1.

In the Maps tab, if not already shown, select Shared Maps from the Groups drop-down
list.

Add a map(s) to the Shared Maps group.
Add cameras and views to the map as needed.

Add navigation links to the maps as needed.

Once the shared map is configured as desired, click the Save Layout icon. —

Select the user group from the Groups drop-down list that you would like to have
access to this map.

Click the Add New Map icon.

Expand the Shared Maps folder from the Select Map pop-up to see the list of available
Shared Maps.
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Figure 155 Add from Shared Maps folder to share a map
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9. Select the desired map from the list shown and click Select.

10. Repeat for each shared map you would like to be assigned to this group.

When you view a shared map from the user group’s perspective, a padlock icon appears on the

map name in the maps list, indicating that the map is a shared map and may not be edited from
the user group location.

Figure 156 Padlock icon indicates a shared map
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Page 172 of 222




Ocularis Administrator User Manual Maps Tab

Like shared views, shared maps may only be modified from the Shared Maps group. Likewise,

new changes to the shared map will be reflected in each groups’ view of the map.

Note:  Cameras displayed on a shared map are controlled via the user group’s privileges to that
camera in the Users/Privileges tab. If a user group does not have permission to view a
camera or view, it will not appear on their view of the shared map.
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12

System Status Tab

As you know, cameras can sometimes go offline without you realizing it. Administrators now have
a way to obtain a real-time update of the health of the cameras on their system via the System
Status Tab.

Figure 157 System Status Tab
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Here, you'll see groupings of three statuses: Offline, Disabled and Online. This screen is updated
in real-time. You can expand or collapse a group by clicking the arrow icon on the right of the

group name or on the heading itself.

There is a filter field in the upper right that allows you to use a keyword to help you locate a

particular camera by its name.

Lastly, you can export the list of cameras and their status by clicking the 'Export' button. A pop-up
allows you to select which cameras you'd like included in the report. You can specify a location for
the resulting .csv (comma separated values) file and then click Export. Open the file with any text

editor or Microsoft Excel to view the contents.
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This feature is only available to the admin user or other users in the 'Administrators' user group.

It is not available to Group Administrators.

12.1

Event Management

Ocularis facilitates displaying, investigating and shared handling of events received from:

A recorder’s native video motion detection (VMD) component
Attached Devices
Integrated Video Content Analytics

Third party access control and security systems

Administrators determine which events to which a user should be alerted. Ocularis events maintain

the following features:

=
=

=N

Incoming events appear in the Alerts Manager in the Ocularis Client.

Video walls and Views containing a Blank Screen will display video from configured
events.

Alert notifications may be designated with low, medium or high priority. Events with high
priority will display on an Ocularis Client blank screen pane until a user “handles” the
event. Medium or low priority alerts display for a designated time period.

Alerts appear in the order of occurrence

Each alert is accompanied by relevant metadata. Typically, this includes the camera name that

captured the event, time, date and type of event. The type of event is specified in generic terms

(e.g. ‘'VMD Event’) or, in the case of video content analytics or access control-generated events,

by the analytics rule that triggered the event (e.g. “Stalled Vehicle on Shoulder’).

Multiple authorized operators can share the investigation and handling of events through the

dynamically updated Alerts Manager in Ocularis Client. Once an event is ‘handled’, it is removed

from the Alerts Manager. In this case, subsequent investigation is possible only through Handled

Alerts in the Ocularis Client.

Note: In order to use camera events with Ocularis Base, the Ocularis Recorder Proxy must first

be installed. See the Ocularis Installation & Licensing Guide for instructions on installation
and configuration of supported event proxies.
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12.2

Event Management

Ocularis facilitates displaying, investigating and shared handling of events received from:

A recorder’s native video motion detection (VMD) component
Attached Devices
Integrated Video Content Analytics

Third party access control and security systems

Administrators determine which events to which a user should be alerted. Ocularis events maintain

the following features:

=
=

=N

Incoming events appear in the Alerts Manager in the Ocularis Client.

Video walls and Views containing a Blank Screen will display video from configured
events.

Alert notifications may be designated with low, medium or high priority. Events with high
priority will display on an Ocularis Client blank screen pane until a user “handles” the
event. Medium or low priority alerts display for a designated time period.

Alerts appear in the order of occurrence

Each alert is accompanied by relevant metadata. Typically, this includes the camera name that

captured the event, time, date and type of event. The type of event is specified in generic terms

(e.g. ‘'VMD Event’) or, in the case of video content analytics or access control-generated events,

by the analytics rule that triggered the event (e.g. “Stalled Vehicle on Shoulder’).

Multiple authorized operators can share the investigation and handling of events through the

dynamically updated Alerts Manager in Ocularis Client. Once an event is ‘handled’, it is removed

from the Alerts Manager. In this case, subsequent investigation is possible only through Handled

Alerts in the Ocularis Client.

Note: In order to use camera events with Ocularis Base, the Ocularis Recorder Proxy must first

12.3

be installed. See the Ocularis Installation & Licensing Guide for instructions on installation
and configuration of supported event proxies.

Event Configuration

Camera related events which may be monitored include (but are not limited to):

Motion in the camera field of view
Camera is enabled

Camera is disabled

Camera is not responding

Video Signal change (rise or fall)
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e Audio Signal change (rise or fall)
e Tampering
Software specific events include:
e VMD Event
Third party events include:
e Analytic Event
e Generic Event

To instruct Ocularis which events you wish you monitor and create event associations, see Events
Pane on page 44.

12.3.1 Quick Reference — EVENTS

The following steps are necessary in order for events to work properly with Ocularis.

1. Inthe Ocularis Administrator Server / Events tab, if applicable, add the recorder which
contains the events you wish to monitor.

Locate the associated recorder proxy in the Events pane.

3. Inthe Ocularis Administrator Server / Events tab, drag cameras listed in the Servers
pane to the events you want to enable in the Events pane. (see To Create an Event
Rule (To Associate Camera Video with Events) on page 47).

4. If desired, change the priority of the alert by highlighting the event and clicking the
Properties button. (see To Modify the Priority of an Event on page 49).

5. If desired, modify the sound played when the event occurs. (see To Modify the Audio of
an Event on page 51).

6. Inthe Ocularis Administrator Users / Privileges tab, make sure the appropriate user
has privileges to the device. (see Assign Devices To A User Group on page 93).

7. Inthe Ocularis Administrator Distribution Groups tab, be sure that the user is assigned
to a distribution group which has corresponding events assigned in the group’s events
and that the weekly and holiday schedules are set appropriately. (see Distribution

Groups on page 184).
The Event Coordinator service must be running on the Ocularis Base machine.

When a configured event occurs, it will be listed in the Alert Manager of the Ocularis
Client and in a blank screen pane (if one is visible).
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12.4 Event Handling

As events are triggered and alerts are displayed in the Ocularis Client, the operator can handle or
ignore the alert.

When a user handles an event through the Ocularis Client, it can be assigned a Classification, a
Tag or Case File. These provide the operator with a means of organizing the alert. These
organizational parameters are configured in the Table Management tab of the Ocularis
Administrator. For information on handling events in Ocularis Client, see the Ocularis Client User
Manual.
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Table Management Tab

Table Managemen

The following tasks are available on the Table Management Tab:

e Configure Classifications
e Configure Tags

e Configure Cases

Figure 158 Table Management Tab
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The Table Management tab is divided into 3 vertical panes: Classifications, Tags, and Cases.

13.1 Configure Classifications

When operators handle events or create a bookmark in the Ocularis Client, the event or bookmark

may be categorized into predefined classes as defined by the system administrator. The default

classifications are:

e False

e Nuisance

To CREATE A NEw CLASSIFICATION

1. Inthe Table Management tab, click the Add New button in the Classifications

A 'New Classification’ field is inserted into the Classifications list.

2. Double-click this entry to modify the label.
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3. Press [ENTER].

Figure 159 Add a new Classification
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To MoDIFY A CLASSIFICATION

1. Inthe Table Management tab, double-click the classification you wish to modify.

The field should become editable.

2. Type in text changes as desired.

3. Press [ENTER].

Note:  Modifying the name of a classification is global. Therefore, if you modify the name of a
classification that has already been used in a bookmark or handled event, it will also change
in that bookmark or handled event.

To DELETE A CLASSIFICATION

1. Inthe Table Management tab, select the classification you wish to delete.

2. Click the Delete button in the Classifications pane. @ e

3. An “Are you sure that you want to delete this classification...” pop-up appears. Click Yes

to delete the classification.

Note: Classifications which have been used in a bookmark or handled event may not be deleted.

Note: Classifications may also be created on the fly from the Ocularis Client as an operator is
handling the event. Classifications, however, may only be modified or deleted through the
Ocularis Administrator.
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13.2 Configure Tags

When operators handle events or create bookmarks in the Ocularis Client, he or she may assign
a tag or keyword to the event. Administrators may modify or delete tags entered by operators in

the Ocularis Administrator Table Management tab.

13.2.1 To Modify A Tag
1. Inthe Table Management tab, double-click the tag you wish to modify.

The field should become editable.

2. Type in text changes as desired.
3. Press [ENTER].

Note: Modifying the name of a tag is global. Therefore, if you modify the name of a tag that has
already been used in a bookmark or handled event, it will also change in that bookmark or
handled event.

13.2.2 To Delete a Tag

1. Inthe Table Management tab, select the tag you wish to delete.

2. Click the Delete button in the Tags pan @ Delete

3. An “Are you sure that you want to delete this tag...” pop-up appears. Click Yes to delete
the tag.
Note: Tags that have been used in a bookmark or handled event may not be deleted.

Note: Tags are created on the fly from the Ocularis Client, Ocularis Web or Ocularis Mobile as an
operator is handling an event or creating a bookmark. Tags, however, may only be modified
or deleted through the Ocularis Administrator.

13.3 Configure Cases

When operators handle events or create bookmarks in the Ocularis Client, the event or bookmark

may be assigned to an incident case. The use of an incidence case file is optional. Case names
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can be created in Ocularis Administrator by the system administrator or on the fly as an operator

is handling a case.

13.3.1 To Create A New Case

1. Inthe Table Management tab, click the Add button in the Cases pane. Add

A ’New Case’ entry is inserted into the Cases list.

2. Double-click this entry and type in a descriptive name for the Case.

3. Press [ENTER].

13.3.2 To Modify a Case
1. Inthe Table Management tab, double-click the case you wish to modify.

The field should become editable.

2. Type in text changes as desired.

3. Press [ENTER].
Note:  Modifying the name of a case is global. Therefore, if you modify the name of a case that has

already been used in a bookmark or handled event, it will also change in that bookmark or
handled event.

13.3.3 To Delete a Case

1. Inthe Table Management tab, select the case you wish to delete.

2. Click the Delete button in the Cases pane. Add

3. An “Are you sure that you want to delete this case...” pop-up appears. Click Yes to

delete the case.

Note: Cases which have been used in a bookmark or handled event may not be deleted.

Note: Cases may also be created on the fly from the Ocularis Client as an operator is handling an
event. Cases, however, may only be modified or deleted through the Ocularis Administrator.
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14

Distribution Groups Tab

In the Servers / Events Tab, system administrators configure the events which should be
monitored on the entire system. The Distribution Groups Tab provides system administrators
with the ability to configure the distribution of alert notifications for system events. The system
administrator determines which alerts to group together, to whom alert notifications should be
distributed, if any actions should occur upon event trigger and when alerts should be received. A
user must be assigned to a distribution group in order for that user to receive alerts. Additionally,

for alerts to be visible on a video wall blank screen s

Distribution Groups are also designed to filter the myriad of alerts and “distribute” them to only
those users who really need to see them. As an example, you may want to alert the weekend
lobby security guard of only the alerts generated in or near the lobby during weekend hours. There
may be many distribution groups configured depending on the number and complexity of events

being monitored.

The Distribution Group tab is divided into two panes: on the left is the list of existing Distribution
Groups and on the right is the detail for a selected group or item. Before a user can view events
in the Alerts Manager in Ocularis Client, the user must be assigned appropriate permissions in
this tab.

14.1 To Create a Distribution Group

1. Inthe Distribution Groups Tab, click the New Group button.

A ‘New Distribution Group’ entry is inserted into the Distribution Groups list.

2. Double-click the entry and type in a descriptive name for the Distribution Group.

3. Press [ENTER].

The new group appears in the Distribution Groups list.
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Figure 160 Distribution Group Tab
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Note: Group Administrators may not create Distribution Groups but can view existing Distribution
Groups.

To MoDIFY A DISTRIBUTION GROUP

1. Inthe Distribution Groups Tab, double-click the Distribution Group you wish to

rename.
2. The text becomes highlighted. Make the required change and press [ENTER].
Note: Group Administrators may not modify Distribution Groups names.
To DELETE A DISTRIBUTION GROUP
1. Inthe Distribution Groups Tab, select the Distribution Group you wish to delete.
2. Click the Delete button.

3. Inthe “Are you sure you want to delete the distribution group...” pop-up, click Yes to

delete the group.

Note: Group Administrators may not delete Distribution Groups.

14.2 Distribution Groups

There are six (6) parameters to configure for each Distribution Group:

e Events
e Users
e Actions

e Video Walls
e Weekly Schedule
e Holiday Schedule
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Figure 161 Distribution Group parameters
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14.2.1 Events

Formerly labeled ‘Filter’, the Events item is used to identify the events to be configured in this

group.

14.2.1.1 To Assign Events to a Distribution Group
1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the
Events item for the group you wish to configure.
The tab updates and displays two panes: All Available Events and Enabled Events in

this Distribution Group.

2. Drag & drop an event from the All Events list on the left to the Users in Distribution
Group pane on the right.

e You may move one event at a time or the entire hierarchical group of events.

e You may move composite events, generic events or any event listed in the All
Events pane.
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Figure 162 Assigning Events to a Distribution Group
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Note: When new events are added/configured in the Servers / Events tab, you must
return to the Distribution Groups tab and assign the events to a group in order
for users to be alerted to the event(s).

14.2.1.2 To Modify Event Assignments within a Distribution Group

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Events parameter for the group you wish to modify.

2. Modify event assignments by dragging & dropping an event from the Enabled Events

list on the right to the All Available Events pane on the left to remove an event

assignment.

3. Drag a new event from the All Available Events pane to the Enabled Events list.

You may move one event at a time or the entire hierarchical group of events.

14.2.1.3

To Delete Events from a Distribution Group

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Events item for the group you wish to modify.

2. Remove event assignments by dragging & dropping an event from the Enabled Events

list to the All Available Events pane to remove an event assignment.

Note: Group Administrators can view but may not modify or delete Events in Distribution

Groups.
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14.2.2 Users

Once the events for the group have been determined, the user account for distribution may be

assigned next.

14.2.2.1 To Assign a User to a Distribution Group

1. Inthe Distribution Groups Tab, expand a group and highlight the Users parameter for

the group you wish to configure.

The tab updates and displays two panes: All Users and Users in Distribution Group.
2. Inthe All Users pane, expand the user group which contains the user you want to

assign.

3. Drag & drop the user name from the All Users list on the left to the Users in

Distribution Group pane on the right.

¢ You may only move one user at a time
e Users from different user groups may be assigned to the same distribution group

e The same user may be assigned to multiple distribution groups

14.2.2.2 To Unassign a User from a Distribution Group

1. Inthe Distribution Groups Tab, expand the group and highlight the Users parameter

for the user you wish to remove.

2. Drag & drop the user name from the Users in Distribution Group list on the right to the

All Users pane on the left.

Note: Group Administrators can view Users in Distribution Groups. They can remove members
of their own group only.

14.2.3 Actions

A resulting action may be assigned to take place should an event occur. These actions, (Move
to Preset, Send Email, Send HTTP Request, and Send TCP/UDP Data Packet) are configured

in the Servers / Events tab but assigned to events in the Distribution Groups tab.

14.2.3.1 To Assign an Action to a Distribution Group

1. Inthe Distribution Groups Tab, expand a group and highlight the Actions item for the

group you wish to configure.

2. Inthe All Actions pane, expand the Action which contains the item you want to assign.
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3. Drag & drop the Action item from the All Actions list on the left to the Actions in
Distribution Group pane on the right. You can drag & drop all action items by dragging

the Action top level item. In most cases, you probably do not want to do this!

14.2.3.2 To Unassign an Action from a Distribution Group

1. Inthe Distribution Groups Tab, expand the group and highlight the Actions

parameter.

2. Drag & drop the Action item from the Actions in Distribution Group list on the right to
the All Actions pane on the left.

14.2.4 Video Walls

For events to be posted to a video wall in a blank screen and in sequence, the video wall must
be included in the alert distribution group. Remote video walls are supported with Ocularis ES,

Ocularis LS, Ocularis CS and Ocularis IS.

14.2.4.1 To Assign a Video Wall to a Distribution Group

1. Inthe Distribution Groups Tab, expand a group and highlight the Video Walls

parameter for the group you wish to configure.
The tab updates and displays two panes: All Video Walls and Video Walls in

Distribution Group.

2. Inthe All Video Walls pane, drag & drop the video wall from the All Video Walls list on
the left to the Video Walls in Distribution Group pane on the right. Video walls are
created in the Users / Privileges tab so if you need to create a new one, do so in that
tab.

You may assign multiple video walls to a distribution group.

14.2.5 Weekly Schedule

Schedules for Distributions Groups can be set up to allow alert notification only during specific
dates and times. This decreases the number of alerts shown to a given user, making

managing alerts an easier task.

By default, the Weekly Schedule is set to be on 24/7, seven days a week.
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Note: These schedules can be overridden in the Ocularis Client if the user account
has been given the Event Filtering privilege in the Users/Privileges tab.

14.2.5.1 To Set A Weekly Schedule

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the
Weekly Schedule parameter for the group whose weekly schedule you wish to set.

A Weekly Schedule appears in the details pane.

Figure 163 Setting a Weekly Schedule

Weekly Schedule

Set the schedule for each day of the week.

Time Zone l[UTCfOS:OO) Eastern Time (US & Canada) -

Monday : \/ x
- ./ X

Thurscay r x
Friday o — oopm 1159 pm v x
Saturday e — 90 pm J x
Sunday — — 90 pm J x

Tip: If you position the mouse over the timescale, a balloon appears
displaying the Start and End time on the timescale.

2. At the top of the calendar, a time zone drop-down list is available. Select the time zone
for the Distribution Group. Alerts will be active for the members of this group during the

time period of the time zone selected.

Note: Time zones selected here apply to the distribution group, regardless of the users
in it. For instance: if the Distribution Group has a time zone assignment for
Pacific Time and an alert window is set for 9:00 a.m. to 5:00 p.m., the alert would
be distributed to the designated members of the group during this time. A

member of this group who happens to be located in the Eastern Time zone,
would therefore, receive alerts locally between 12:00 p.m. — 8:00 p.m.

The time zone set for the group’s Weekly Schedule is shared with the time zone
for its Holiday Schedule.

3. For each day of the week, click and drag to set the time schedule. Click the x icon

to clear the daily schedule.

4. When you release the mouse, after clicking and dragging to designate a time period, the

Time Range pop-up appears with the Start Time and End Time displayed.
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Figure 164 Time Range Pop-Up

ange

me:  8:00:00 AM

ner &10:00 PM

Ok Remove |

5. Make changes manually as necessary. Click Ok to save the Time Range settings.
6. Repeat for each day of the week.

You may set multiple time ranges within a given day.

To MobIFy A WEEKLY SCHEDULE

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Weekly Schedule parameter for the group whose weekly schedule you wish to modify.

The Weekly Schedule appears in the details pane.

2. Click on a Time Range you wish to modify.

The Time Range pop-up appears as shown in Figure 164.

3. Moadify the Start Time and / or End Time as needed.
4. Click Ok to save the Time Range settings.

5. Repeat steps 1-4 for each day of the week you wish to modify.

To CLEAR A WEEKLY SCHEDULE

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Weekly Schedule parameter for the group whose weekly schedule you wish to delete.

The Weekly Schedule appears in the details pane.

2. Click on the Clear Schedule icon next to the day of the week you wish to clear.

Figure 165 Clear a Weekly Schedule

Weekly Schedule

Set the schedule for each day of the wesk.

The schedule for that day has been removed.
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Figure 166 Cleared Schedule for Monday

Weekly Schedule

Set the schedule for each day of the week

3. Repeat for each day of the week whose schedule you wish to clear.
To RESET A WEEKLY SCHEDULE

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Weekly Schedule parameter for the group whose weekly schedule you wish to reset.

The Weekly Schedule appears in the details pane.
2. Click on the Reset Schedule icon next to the day of the week you wish to reset. \f

Figure 167 Reset a Weekly Schedule

Weekly Schedule

set the schedule for each day of the week.

e N |
R

: v X

The schedule for that day has been reset to the default of 24 hours.

3. Repeat for each day of the week whose schedule you wish to reset.

Figure 168 Reset Schedule

Weekly Schedule

Set the schedule for each day of the week.

Mondzy : . - \]%x

14.2.6 Holiday Schedule

Weekly schedules are for general use throughout the year. However, during days when an

organization works a limited number of hours or with a limited number of employees, a Holiday

Schedule can be followed.

Holiday Schedules are set on a distribution group basis and override any time range set in a

Weekly Schedule.

By default, no Holiday Schedule is set and therefore, this task must be done for each

Distribution Group. The time zone selected for the Holiday Schedule applies to the Distribution
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Group as a whole and must be the same time zone used as the Distribution Group’s Weekly
Schedule.

To SET A HOLIDAY SCHEDULE

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the
Holiday Schedule parameter for the group whose Holiday Schedule you wish to set.

The details pane displays a Holiday Schedule with a pull-down menu for the year and an

Add New Holiday icon.

Figure 169 Holiday Schedules

Holiday Schedule

Agd schedule exceptions

(@5 Ada Holiday (=
(N Add Holiday

Apri, 2012 >

Mo Tu We Th Fr St

2. Select the year for the holiday from the year drop-down menu.
3. Click the Add New Holiday icon.

An Add Holiday pop-up appears displaying a calendar.

4. Navigate to the month and day for the holiday and click the date to select it.
5. Click the Add button to add the date to the Holiday Schedule.

6. Once the date is added, the Time Range for the Holiday should be specified. Click and

drag along the timescale to select the Start and End times.

7. Repeat steps 1-6 for each Holiday for this Distribution Group.

14.2.6.1 To Modify A Holiday Schedule

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the

Holiday Schedule parameter for the group whose Holiday Schedule you wish to modify.

The details pane displays the group’s Holiday Schedule.

2. To modify a Time Range, click on the range and change the Start Time and / or End

Time directly and then click Ok.

3. To add an additional holiday, click the Add New Holiday icon.
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4. Navigate to the month and day for the holiday and click the date to select it.
5. Click the Add button to add the date to the Holiday Schedule.
6. Once the date is added, the Time Range for the Holiday should be specified. Click and

drag along the timescale to select the Start and End times.

Figure 170 Setting a Time Range during a Holiday

Holiday Schedule

Add schedule exceptions

5/28/2012

7. Repeat steps 1-6 for each Holiday for this Distribution Group.

14.2.6.2 To Delete A Holiday Schedule

1. Inthe Distribution Groups Tab, expand the Distribution Group and highlight the
Holiday Schedule parameter for the group whose Holiday Schedule you wish to

remove.

2. To delete a Time Range for a particular holiday, click on the range itself and click the

Remove button in the resulting Time Range pop-up.

3. To delete an entire holiday day, click the Delete Holiday icon.

Figure 171 Delete a Holiday icon

Holiday Schedule

Add sehedule exceprions

1200 600 pm

'@
=X

The Holiday is removed from the schedule.

Page 193 of 222



Ocularis Administrator User Manual Logs Tab

15

Logs Tab

The Logs Tab provides visibility into the activity Operators perform with Ocularis. Manual actions
that someone performs are logged in a separate database (‘VSAudits’). Currently, the log tracks
Ocularis Client usage and many of the activities performed by a user in Ocularis Administrator.
The ‘admin’ (super) user, Standard Administrators as well as Group Administrators have visibility
into this data. (Group Administrators may only view data related to their own group). By default,
the audit log is disabled, and administrators must enable it for activity to be logged. Configuring
the audit log has been moved to the Settings Tab which is documented on page 203.

15.1 What Data is Audited?

The data that is captured in the audit log is any action that a user performs manually in Ocularis
Client. Automated actions, such as blank screen alerting, critical camera failover, etc. are not
tracked in the audit log at this time. Anything that a user can ‘click’ is typically tracked. (See Note*

below). Additionally, many of the actions Ocularis Administrator are also tracked.

Note*: The following user actions are NOT captured in the audit log for Ocularis Client activities:
Maximizing a View Pane
Using controls on a video wall
Using controls on a map
Tools and functions within the Alert Manager

Triggering of Event Interface Actions

15.2 Viewing the Audit Log

Administrators can view entries of the audit log via the Logs tab in Ocularis Administrator. Group
Administrators can view data from users within their own group and the user ‘admin’ or any user
in the 'Administrator' group can view all entries in the log. Search criteria are available to filter the

log and an export function allows for the data to be exported and saved.

15.2.1 To Query the Audit Log

1. Select any desired Filter criteria.

2. Click the Search button. |Lsd Search
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Figure 172 Logs Tab

& Ocularis Administrator

Logs Tab

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Filter

Group: Administrators ~ | Start Date/Time: | Wednesday, June 9, 2021 7,54

Usen agmin ~ | End Date/Time:

User Location: | 10.1.3094 ~ | Description Text:

Action Typer || Authentication || AusButton || ClientSetup || OpticalPTZ .

[Z] eport Bl cear 2] Search |
Session ID Date/Time User Group Action Type Description User Location
215d9119-bibd-4e67-8ecd-03ab | 6/11/2021 11:31:17 AM admin Administrators Authentication User admin logged out of Ocular [ 10.1.30.84
215d9119-bfbd-4e67-8ecd-03ab | 6/11/2021 11:07:36 AM admin Administrators OpticalPTZ Shorteut: PTZ Up (Shift Left Wind [10.1,30.94
215d9119-bfb4-4e67-8ecd-03ab | 6/11/2021 11:07:36 AM admin Administrators OpticalPTZ Shortcut: PTZ Up (Shift Shift) No 10,1304
215d9119-bfbd-4e67-8ecd-03ab | 6/11/2021 10:44:48 AM admin User admin logged in to Ocularis| 10.1.30.94

The following fields are available for filtering the search results:

Group

User

User Location
Action Type

Description Text
Start Date/Time

End Date/Time

This is the Ocularis user group.
This is the Ocularis User account.
This is the IP address of the Ocularis Client computer.

This is the category related to the audited item. E.g.
Authentication

For more information, see Action Types below.
Filter by text in the Description column (such as camera name)

You can filter by the start date or start time of the records. The
default value when you first enter the Logs tab is one hour prior
to the current time.

The end time by which you want to filter log data.

The drop-down lists for the above fields are dynamic based on the displayed results. For instance,

if there are 5 users logged into the system but only 3 users have records for performing a Digital

PTZ action, only those 3 user accounts will appear in the drop-down list as a filter option.
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Figure 173 Sample Results (unfiltered)

© Ocularis Administrator

Servers / Events | Users / Privieges | Views | Distabution Grougs | Maps | Table Management | Assets | System Status | Logs | Settings | About

Group: ~ | Star DotelTime: | Wedinasdiy, Jume §, 2021 7:51:04 AM (5] ¥
User: - | End DatesTime: £+
User Lacation: + | Description Text:
Action Type: -
[E4 txport Bl cesr [ searn
Session 1D DateTime User Group Action Type Dascription User Location
50017 PM sdmin i | Authents Usex admin lagged i to Oeulari| 17220.12 110
S9e2502-639-cd-a¢03-0430 6/16/2021 500.16 PM s | Uses sdmin logged out of Oculs | 1722012110
‘S27aB60l5-0c 11-4568-Bbe3-dler | 6/16/2021 45928 PM sdma israters OCAdminstrator AXIS P14 1722012105
527a86dlac 11 4568 Bbe3-dief | /16/2021 435:16 PM sdmn OCAdminsirotor Foom Ha| 1722012105
48504a72.3d75-4168-84c3- 505 671672021 453857 PM quard Users z out of Oeuln [ 10212115
48504a72-375-4166-04¢3-505| /1672021 45652 M quard Users Clcked on view pane: . Camera [ 10212116
quard Users Clicked on view pane: . Camera | 10212.11.6
quard Users Clicked on view Camena|
4B504a72.3d75 4168-84c3-505 | 6/16/2021 45838 PM quard Users Clcked on view pane: 1. Camers|
48504872 375-4166-54c3-505(] 6/16/2021 44336 M quard Users CreularContiol [CLEAR CAMERA from view pane
quard Users | CreulerCentrot Show Circular control on view ot
quard Users Cection: Forw.
T quard Users Horma speed PLAY button click|
48504072375 -4166-54c3-505(] /1672021 44320 PM quard Users Browsebode Tineline Oeection Rever
quard Users
uard Users
quard Users VeewSelestion 0212118
2B594a72-3d75-4168-84c3-595 | 6/16/2021 24318 PM guard Users 0212118
2853472375416 Bac3-595¢ 671672021 44315 PM quord Users 0212118
quard Usens 10212118
guard Users w2121
guard Users 0212115
quard Users 021211
uard Users 1021211
quard Users 10212116
gquard Users Browsebode
quard Users DigtalPTZ 0212114
48534872375 4168 Bae3- 505 6/16/2021 44258 PM quard Users Browehiode 10212116
46504872375 -4166-4c3-595 | 6/16/2021 44257 M gusrd Users Dighal?1Z 10212116
guard Users 10212116
quard Users E Comera | 10212115
2B504a72- 3754188 8ac3- 505 8/18/2021 44251 PM quard Users T0312118
48504a72-3d75-4166-84¢3-505| 1672021 44250 PM. quard Users Clcked on view pave: 1 Comera [ 10212116
1 quard Users 0212118
2B504aT2-3d75 4168 8ac3- 595 | /1672021 44244 PN quard Users Set end of segment for video ex| 10212115

Notice in the example below. The results are filtered by Action Type. If you position the mouse

over a field with more data in it than is displayed, a tooltip appears with full details.

Figure 174 Sample Results Filtered by Action Type

0 Gars ddmeraes
s prvieges | iews | Disren G

sz | Tise Manageman: | izees | yovem s | Looe | Samings | Akt

A
G - [t ot
Uer: - | End Dt
[roT— - | bsarpon T

ArtanType: Ot B

Deccription User Location
Eiget it 101 Dane s s
et wth 102 D Tt b

s e o 18212116
oo\ Dt A0S 71 1021211

Exportwith 1D 1 G, Totl tmn 182712115
Jots mer selected in e wain | 18272116
pera| 1022115

Uzer:

r————— e 5
isirators. ok aport | 10212912
otz |Export s D1 Dore Ttl S [1B2TZ1TZ
Greamn TSaaE A = == e
ur = == EERIES
= == e
= == o
= - s et
= = Torars
E= R eport i 131 Do Toa o [1027713
= == s Toraris
E= Tetel i e
£ i r o
= [ T
oo s = === e
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15.2.1.1 Action Types
Entries into the audit log are categorized into the following Action Types:

AuxButton

Authentication
BackwardButton
BriefCamCases
BriefCamMode

BrowseExport
BrowseMode
BrowseMotionDetection
BrowseTimeSlice
CameraSelection
CarouselNavigation
CircularControl
ClientSetup
DigitalPTZ
ForwardButton
Hotspot
MicrophoneButton
0C Administrator
OpticalPTZ
PanamorphMode
PauselLiveVideo
PTZButton
SnapshotButton
SpeakerButton
StreamingInfo
ViewSelection

15.2.1.2 Search Results

Audit records are displayed in tabular format as shown in Figure 173. Results are displayed by
default in order of Date/Time, most recent to oldest. Each Session ID has its own unigue color to

aid in reading the log.

15.2.1.3 Tooltip

If the column is not wide enough to display the associated data within the cell, position the
mouse over the item to see an expanded tooltip of the cell contents.
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Figure 175 Tooltip

hift A BrowseMode Switched to BROWSE mode 10.1.20.170

hift A CircularControl | Show Circular control on view pane # ¢|192.168.30.200
hift A Camerabelection |ADD CAMERA to Carousel on view pan| 182.168.30.200
nift A |BrowseMode _|Timelirlggwiped Direction: Reverse Sp[10.1.20.170 1
hift A" | ADD CAMERA to Carousel on view pane # 2, Camera name: 227 - Axis (11.35) - Camer
hift A Clientsetup Clesing Chent setup window: Save Buti|169.254.12174
hift A CircularControl | Show Circular control on view pane # ;| 192.168.30.200
hift A BrowseMaode Timeline Swiped Direction: Reverse Sp|(10.1.20.170

15.2.1.4 Resize a Column

If you want to change the size of a column in order to better organize its contents, click and
drag the column heading divider to resize that column.

Figure 176 Resize a column

=

Action Tg’l|"=.'§3éscript.|'on
Y CireularCon| Show Circular control ©
) CircularCon | TAKE SNAPSHOT on v
4 ClientSetup | Keyboard Shortcuts @ P

15.2.1.5 Reorder a Column

Click and drag a column heading along the row to reorder the table.

Figure 177 Reorder Columns

v

o
- =~

-~

‘f ‘\u\\
Date/Time | Actio) 1Lﬁqﬁ Group Action Type Descriptio
4/23/2014 5:02:29 P} |susai Guards-Shift A CircularControl | Show Circu

4/23/2014 5:02:30 Pl |susan Guards-Shift A CircularControl [ TAKE SNAF
4/23/2014 5:02:31 P} |tony Guards-Shift A ClientSetup Keyboard =

15.2.1.6 Re-sort a Column

By default, the records are listed in order of date/time where the oldest date/time record is at
the top of the list. To sort the search results by any column, click on the column heading.

Figure 178 Sort any column

/<]

[
Date/Time User Group Action Tyg
4/23/2014 5:04:45 Pt fr::h Guards-5Shift A CircularCon
4/23/2014 5:04:47 Pl|frank Guards-5hift A CircularCon
4/23/2014 5:04:42 P |frank Guards-Shift A CircularCon
4/23/2014 5:04:35 Pl|frank ‘Guards-Shift A CircularCor

A0 4 EATEE D oy ae riarde Tl A =T

Click the same column again to reverse the sort order. The triangular sort icon will appear and
indicate whether the sort is ascending or descending.
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15.2.1.7

At any time, if you want to start over or simply clear the screen, click Clear. g Clear

15.2.1.8

Clear Results

Session ID Search

Since Session ID is a large, complex identifier for each unique login session, a right-click
option has been added. Right-click a Session ID on the results to see the following menu:

Figure 179 Right-click Session ID

15.2.1.9

Monitor
Filter
Group: ( ~ | Action Type: | ~ | Start Date/Time:
Usen: [ «]sessonm: End Date/Time:
User Lacation: -
L= Beport
Session ID Date/Time User Group Action Type Descrip
4692db94-fBdc-49be|4/23/2014 5:02:29 Pl|susan | Guards-Shift A | CircularControl | Show C
4692db94-f8dc-49bc|4/23/2014 5:0230 Pl|susan | Guards-Shift A |CircularControl | TAKE SI
8cf7af0a-8787-469-|4/23/2014 5:02:31 Pl |tony. Guards-Shift A [ClientSetup Keyboar
Scf7afa 8787 46e0-|4/23/2014 5:02:31 P |tony Guards-Shift & [ClientSetup Keyboar
Right Click [46¢0-[4/23/2014 5:0231 P1[tony Guards-Shift & [ClientSetup Keyboer
feQ.14/23/2014 5:N2-21 P} #anw Guarde-Shift A Ch’en[setup Kgbea ri
Bcf7afld 87, Filter for this session hift A ClientSetup Closing
4692db94-fady Clear and fitter for this session hift A |CircularControl | Show Cir
1037888c-1c23 ,%— hift A |Authentication | User fran

— I T
4692db94—f’8dc419bz|4f231‘2014 5:02:36 PI ‘ susan | Guards-Shift A CircularControl | Show Cir
T T T

Filter for this session — this option will retain any filter criteria and add the selected
Session ID as an additional filter. The new filters are immediately applied to the
data.

Clear and filter for this session — this option clears any filters already selected and
queries the log with just the selected Session ID. The new filter is immediately
applied to the data. This is equivalent to selecting the Session ID from the drop-
down list.

About Displayed Search Results

Search results on the screen are by default sorted in descending order by
Date/Time and limited to the newest (most recent) 5,000 records. If you want to
access all records from the results of a search, you should Export the search
results. (see Exporting the Audit Log on page 199)

Changes made to the screen interface (resizing, re-sorting or reordering a column)
are only temporary. The screen will revert back to default settings the next time the
administrator logs in to Ocularis Administrator. These formatting changes will not be
reflected in an exported .csv file.

15.3 Exporting the Audit Log

Audit Log search results may be exported to a .csv (comma separate value) file. This provides the

administrator with the ability to use external tools (such as Microsoft Excel) to work with the log

data. When search results are exported, all records of the query, regardless of size, are included.
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15.3.1

To Export Audit Log Results

1. Query the log with the desired filters.
2. Click the Export button.

&y Export

The Audit Log Export screen appears.

Logs Tab

Figure 180 Audit Log Export pop-up

Audit Log Export

Audit Log Export
Specify the felder and filename for the .C5V file for audit log records that meet the
filtered criteria.

(Filtered By:
Action Type equals BrowseExport

(=]
o
A
T
[§

File Name; Ch\Users\Administra

ditExport.cs lII

| Export | | Close |

The pop-up identifies any criteria used as a filter. The default path and filename is

presented: c:\Users\<PC Name>\Documents\AuditExport.csv

=

3. To change the name or location of the exported file, click the ellipsis button.

4. Use standard Windows methods for choosing an alternate path and file name.

5. Click the Save button.

6. When the export is complete, a message ‘Export Successful’ appears at the bottom of
the pop-up.

7. Click Close.

Note: The data exported is based on the filter criteria and will be inclusive of all records that meet

the criteria.

15.3.2 About Exported Search Results

Search results on the screen are limited to the newest 5,000 records but if there are
more records, these will all be included in an exported search.

The order of the data in the .csv export is static. If you changed the order of columns
in your audit log display, this order will not be reflected in the exported file. Use a
third-party application that supports .csv files to modify the column order.

When you click the Export button, the query to the database is made again based
on the criteria listed under ‘Filtered By’. It does not simply export results you might
have on the screen. The search results in an export include the most up-to-date
results from the database at the time the user clicks the Export button. Therefore,
these results may differ from those which may have been displayed on the screen
due to the fact that the Export query was made after the initial Search query.
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15.3.3 To Cancel an Export

Most exports occur within seconds. However, when you export data of a significant size it may

take some time to complete the export. You are able to cancel an export while it is still in

progress if necessary.

Figure 181 Cancel an Export

Oculans A

Audit Log Export Logs | About
Cancel
E rti an eXpOrt
Xporting... Start Date/Time:
end Date/Time:
Cancel Export
Group Ac
q e e Default Aut
€76324ac-8d38-40¢| 4/15/2014 12:07:56 | admin Default Circ
76324ac-8d38-40t | 4/15/2014 12:07:59‘ admin Default Circ
TR B3840 | 4159014 120807 | 2dmin Gl B

Click the Cancel Export button during the export process to cancel.

15.3.4 To View Exported Audit Log Results

1. Use any third party application that supports .csv files to open the exported file that was

created in step 5 above. The most common application to use is a spreadsheet

application.
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Figure 182Sample Exported Log as viewed in Excel

3] Microsoft Excel - AuditExport.csv {
id] File Edit View Insert Format Tools Data Window Help Adobe PDF Type a question for help
NEHRSGRIVEISLBR-F9 -0 E-SlEMpor -af

Al A #& User Group L

A | B | ¢ [T o [ E T F [ & [ wH | 1 T 4 T ¥ [ L [ m [ N¥
| 1 [Dser Grau]User Nam¢ User Locat Action Typ Session IC Occurred  Description
| 2 |Default admin 192.168.3( Authentica 2100ef68-f; 3/26/2014 User admin logged in to OcularisClient from machine 192.165.30.200 g
| 3 |Default admin 192.168.3( ViewSelac 2100ef68-f 3/26/2014 Loading initial view: New View (5 x 5)
| 4 |Default  admin 192 168 3( Authentica 8cfbfd97-7 3/26/2014 User admin logged in to OcularisAdministrator from machine 192168 .30 200 '
| 5 |Default admin 192.168.3( Streaming| 2100ef68-f; 3/26/2014 Streaming Info on pane # 2 for Camera: Camera 11 '
| 6 |Default admin 192.168.3( Streamingl 2100ef88-f; 3/26/2014 Streaming Info on pane # 1 for Camera: Camera 10 ‘
| 7 |Default admin 192.168.3( Authentica 2100ef68-f 3/26/2014 User admin logged out of QcularisClient on machine 192.168.30.200 3
| 8 |Default  admin 192.168.3( Authentica 10902391- 3/26/2014 User admin logged in to OcularisClient from machine 192.168.30.200 ‘
| 9 |Default  admin 192 168_3( ViewSelec 1b902391- 3/26/2014 Loading initial view: New View (5 x 5) *
| 10 |Default  admin 192.168_3( ViewSelec 1b902391- 3/26/2014 | Menu item selected: Views==Client Setup
| 11 |Default admin 192.168.3( ClientSetu 1p902391- 3/26/2014 Opening Client setup window J
| 12 |Default  admin 192 168 3( ClientSetu 1b902391- 3/26/2014 Video Tab - Synchronous Playback Value: True L]
| 13 |Default  admin 192 168 3( ClientSetu 1b902391- 3/26/2014 Video Tab - Critical Camera Failover Message Time in Seconds: 5
| 14 |Default admin 192.168.3( ClientSetu 10902391- 3/26/2014 Closing Client setup window: Save Button
| 15 |Default admin 192.168.3( Authentica 10902391- 3/26/2014 User admin logged out of QcularisClient on machine 192.168.30.200
| 16 |Default admin 192.168.3( Authentica 0e0b6fba-e 3/26/2014 User admin logged in to QOcularisClient from machine 192.168.30.200
| 17 |Default  admin 192.168.3( ViewSelec 0e0bbfba-€ 3/26/2014 Loading initial view: New View (5 x 5)
| 18 |Default  admin 192.168_3( Authentica 8cfbfa97-7 3/26/2014 | User admin logged out of Ocularis Administrator on machine 182 168 30 200
| 19 | Default admin 192.168.3( Authentica 0e0b6fba-e 3/26/2014 User admin logged out of OcularisClient on machine 192.168.30.200
| 20 | Default admin 192.168.3( Authentica 38847b77- 4/7/2014 5 User admin logged in to OcularisAdministrator from machine 192.168.30.200
| 21 |Default admin 192.168.3( Authentica 38847b77- 4/7/2014 5 User admin logged out of OcularisAdministrator on machine 192.168.30.200
| 22 |Default admin 192.168.3( Authentica e6375673- 4/7/2014 5 User admin logged in to OcularisAdministrator from machine 192.168.30.200
| 23 |Default admin 192.168.3( Authentica e6375673- 4/7/2014 5 User admin logged out of OcularisAdministrator on machine 192.168.30.200
| 24 |Default admin 192.168.3( Authentica 46ee4517- 4/7/2014 5 User admin logged in to QOcularisClient from machine 192.168.30.200
| 25 |Default  admin 192.168.3( ViewSelec 46eed517- 4/7/2014 5 Loading initial view: View for Admin (2 x 2)
| 26 |Default  admin 192.168.3( Microphon 46eed517- 4/7/2014 5 MICROPHONE button activated on view pane # 3. Camera Name: Camera 7
| 27 | Default admin 192.168.3( Microphon 46ee4517- 4/7/2014 5 MICROPHONE button deactivated on view pane # 3. Camera Name: Camera 7
| 28 |Default  admin 192.168_3( ViewSelec 46e84517- 4/7/2014 5 Menu item selected: Views==Client Setup
| 29 | Default admin 192.168.3( ClientSetu 46ee4517- 4/7/2014 5 Opening Client setup window
| 30 |Default admin 192.168.3( ClientSetu 46ee4517- 4/7/2014 5 Display Tab - PushToTalk Value: True
| 31 |Default admin 192.168.3( ClientSetu 46ee4517- 4/7/2014 5 Closing Client setup window: Save Button
| 32 |Default admin 192.168.3( Microphon 46ee4517- 4/7/2014 5 MICROPHONE button activated on view pane # 3. Camera Name: Camera 7
| 33 |Default  admin 192.168.3( Microphon 46eed517- 4/7/2014 5 MICROPHONE button activated on view pane # 3. Camera Name: Camera 7
| 34 |Default  admin 192 168_3( ViewSelec 46eed517- 4/7/2014 5 Menu item selected: Audio=>Microphone 2 for Camera 7 Hardware Device 4
3.Def2u g TR 321G GpticaTbondO T AN BCLIGATQEENTER pogisrmad of vigw pape £ 3, Cameia namp: Camei s g

2. Use the

third-party application’s tools to view, sort and print the data.

Logs Tab
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16 Settings Tab

Settings Tab

The Settings Tab has been added to Ocularis Administrator to provide a central location for

Ocularis Administrator settings. Here you can configure the Audit Log and the Client Update

Settings

16.1 Audit Log Settings

Auditing is done system-wide and includes all users of Ocularis. Only the user ‘admin’ (superuser)

or a Standard Administrator can configure the settings for the audit log. By default, the audit log is

not enabled and only the user ‘admin’ or any Standard Administrator can enabile it.

Figure 183 Configure the Audit Log

& Oculans Administrator

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Audit Log Settings
Update Settings |

PTZ Priority Settings |

| Configure

Enable Audit Log: [

Log Duration 30| | Days

Storage Size : 3584 ME (0 = Unlimited)

To CONFIGURE AUDIT LOG SETTINGS

1. Inthe Settings Tab, select the Audit Log Settings node.

2. Make changes to the Configure settings shown.

Field in the Configure pane include:

Enable Audit
Log

Log Duration

Storage Size

This checkbox enables or disables system auditing. If the box is
checked while Ocularis Client users are currently logged into
Ocularis Base, actions performed by those logged in users will
NOT be logged until their next session (the next time they log in
to Ocularis). The default value is on/enabled.

Available units are: Hours, Days and Months. Log data will be
retained for this period and purged once the duration has been
reached.

This is the maximum size of the log database you want to
dedicate for audit logging. The default value 3584 MB (or 3.5
GB) is well within the 10 GB max limit for SQL Express.
However, you can make the maximum database size any value
you want, including O for unlimited size.
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16.1.1 Storage of Log Data

As the system is used, each action is entered as one record into the log database, a separate
SQL database within Ocularis. As you can imagine, this database can rapidly grow in size and fill
up quickly. Data is written to the database in FIFO format (‘first in, first out’) so if the database is
full, the oldest data is purged. Administrators have an option to control the size and/or the duration

of maintaining data using the Storage Size and Log Duration settings respectively.

The log database is examined every hour. The Storage Size is checked first and the oldest data
over the limit will be purged. Additionally, data that is older than the Log Duration setting will

automatically be purged

16.2 Update Settings

Introduced in Ocularis v5.4, we have provided a way for administrators to allow Ocularis Client
users to update their own systems via an Auto Update option. This applies to upgrades from 5.3
SP1 or later. Whenever Ocularis Client's login process is performed, the software can check
Ocularis Base for the most current version. If the version of Ocularis Client on the Base is newer
than the one being used by the Operator, a prompt appears asking if the operator would like to
download and install the new version.

Note: The logged in Windows user must have administrator rights to the PC in order for this method to

work. If the Operator does not have administrator rights, the prompt will not appear. Try right-
clicking the Ocularis Client icon and select 'Run as administrator'.

When an Ocularis Client login attempt is made after upgrading Ocularis Base, the following
message appears:

Figure 184 Version Check for Ocularis Client

b Select "Yes'to download the newer version of Ocularis Client. After the
£5 software downloads in the background, you will receive a prompt to
install.

[] Don't ask again

e Click No will delay the upgrade at the present time. The next time the user logs in to Ocularis
Client, they will receive this message again. It will keep appearing until the software is upgraded
or the 'Don't ask again' checkbox is clicked.
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e Click Yes will download the installation files from Ocularis Base. Ocularis Client will launch and the
files are downloaded in the background. This may take several minutes based on the network
bandwidth. When the download is complete, the following message appears:

Figure 185 Upgrade Downloaded Message

Message From Ocularis X

é\ A newer version of Ocularis Client has been downloaded. Would you like
to install it now? This will terminate the current session.

e Click No will avoid software installation at the present time. The software may be manually
installed at a later time by launching Ocularis Client x64.exe from c:\Program
Data\OnSSI\OcularisClient.

e Click Yes will close Ocularis Client and start the upgrade process.

16.3 PTZ Priority Settings

e Introduced in Ocularis 6.1, the “Enable PTZ Priority” setting controls whether the
Administrator and Ocularis Client users should see the PTZ Priority settings and
messages. If un-checked, the configuration settings inside Ocularis Administrator will be
unavailable.

e Default behavior is unchecked/disabled.
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16.3.1

Settings Tab

To Allow Ocularis Client Users to Self-Update

1. First, make sure to update Ocularis Base and Ocularis Administrator.

In Ocularis Administrator's Settings Tab, make sure the checkbox to 'Allow Ocularis

Client to check for and install new software updates' is checked. It is checked by default.

Figure 186 Allow Ocularis Clients to Self-Update

# Ocularis Administrator

Audit Log Settings

Update Settings

- O X

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Settings

Update Settings

Allow Ocularis Clients to check for and install new software updates

Reminder: the above process will work only if the Ocularis Client user has administrator privileges

on their local PC. You can also right-click the Ocularis Client desktop icon and select 'Run as

administrator'. If administrator privileges are unavailable, the standard method of re-installing the

new Ocularis Client over the old Ocularis Client will then need to be performed.
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17 About Tab

The About Tab displays system information regarding the Ocularis installation. The display is

divided into four sub-tabs:

e About Ocularis

e Base Licenses

e Recorder Licenses
e Help

17.1 About Ocularis

The About Ocularis sub-tab displays version and build information for the Ocularis Administrator
/ Base installation.

Figure 187 Version Information on the About Tab

# Qcularis Administrator - m] X

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | About

Version : 5.8 (5.8.0.779)

‘ About Ocularis

© Copyright Qognify Inc 2002-2019
U.S. patent 8390684 B2
Patent Pending

‘ Base Licenses ‘
‘ Recorder Licenses ‘

‘ \o, Help

17.2 Base Licenses

The Base Licenses sub-tab provides a unified display of Ocularis Base license information as

well as the number of cameras used and their corresponding recording components.

Ocularis v5.x includes categories where recorder licenses are assigned. These categories are
labeled:

e RL-1 Channels
e RL-2 Channels
e RL-3 Channels
e RL-4 Channels
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About Tab

The categories simply represent a counter where similar recorder camera license counts are

placed. Since Ocularis v5.x supports Mix & Match of recorders, different recorder counts can be

combined into the same category.

For example: camera licenses for Ocularis Ultimate Recorder, RC-E and RC-L would all appear

in the category RL-1 Channels. The example shown in Figure 188 shows that the license contains

300 RL-1 licenses, 165 of which are in use.

Figure 188 About Tab License Information

£ Qcularis Administrator

‘ About Ocularis

‘ Recorder Licenses

‘ Base Licenses

‘ =, Help

Ocularis Base License Status

SLC:

SMA Expiration Date :

= RL - 1 Channels :

RL - 2 Channels :

RL - 3 Channels :

RL - 4 Channels :

‘Camera NVRs :

Remote Video Walls :

OpenSight Channels :

G05- 1IN e e

9/4/2020

300 (165 in use)

200 (0 in use)

200 (0 in use)

50 (0 in use)

0(0inuse)

1

20 (0 in use)

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings About

m]

*

If you expand any row, you will see the detailed breakdown of how the licenses are distributed.

(See Figure 189). In this example, the customer is using only Ocularis Ultimate.

Figure 189 About Tab Expanded Rows

£ Qcularis Administrator

| About Ocularis

| Recorder Licenses

| -, Help

| Base Licenses

Ocularis Base License Status

SLC:

005-" 4 PEEHES SRRl

SMA Expiration Date : 9/4/2020

w RL - 1 Channels :

300 (165 in use)

Ocularis Ultimate Recorder: 165

RL - 2 Channels :

RL - 3 Channels :

RL - 4 Channels :

200 (0 in use)

200 (0 in use)

50 (0 in use)
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About Tab

This feature gives you the flexibility to exchange licenses between recorders within the same RL

level, allowing you the time and flexibility to migrate cameras from one recorder to another at your

own pace. Video Channel licenses are assigned by the administrator in the Servers / Events tab.

(See Selecting Licensed Cameras on page 16). RL-4 Channels are reserved for RecOn5 NVRs.

17.3 Recorder Licenses

The Recorder Licenses sub-tab provides a unified display of Ocularis recorder license

information as well as the number of cameras used. This saves you the effort of logging into each

Main Core individually to locate this information.

Figure 190 Recorder Licenses

# Ocularis Administrator

About Ocularis

17.4 Help

Base Licenses
| Recorder Licenses

Help

Servers / Events | Users / Privileges | Views | Distribution Groups | Maps | Table Management | Assets | System Status | Logs | Settings | Abaut

Ocularis Recorder License Status

10.1.30.106 (Ocularis Ultimate Recorder): 25 {12 in use)

192.168.60.185 (Ocularis Ultimate Recorder) : 100 (27 in use)

192.168.70.204 (Ocularis Ultimate Recorder) : 10 (117 in use)

- [m] X

Click the Help sub-tab to launch the Ocularis Administrator User Manual using the corresponding

PDF reader.
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18 OpenSight

Ocularis OpenSight™ enables disparate Ocularis systems to be monitored within a single

interface.

18.1 What is Ocularis OpenSight?

Ocularis OpenSight is designed to let users consolidate and share information from video
surveillance and other security systems that are not within a single entity. For example, a
school may wish to allow the local police department to monitor selected cameras of the
school's security system. With OpenSight, the police can now view the school’s designated
cameras within the police department's own Ocularis configuration without the need for a
separate login into the school’s system. What's more, many other schools can be added to
the same view at the police department. Ocularis OpenSight is an Add-On that is supported

on the Base for Ocularis Ultimate.

When implementing OpenSight in this example, the university, or host, would grant the police
department the user privileges and access rights the school feels is necessary for proper
monitoring by the police. These rights and privileges can be different from the school’s own
internal personal use. If this university has multiple locations it may wish to share information

between each in one integrated map.
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Figure 191 OpenSight Layout (Sample)

Share as many or as few cameras and events from your Ocularis system with other
security stations running Ocularis for added coverage

University
Cameras
UcCi1 |ucz Uet
Uc3 |uC4
g.............. ucz
| UcC3
University . 5’0- ucs
Operator
uc4
Police Station
Cameras
PS1 |uC1
PS2 |UC3 PS1

.
asesessen

PS2

Police Station
Operator

Should an emergency situation develop, authorities can assess and respond immediately.
Police stations can monitor multiple disparate systems simultaneously.

18.1.1 OpenSight & RecOn5 NVR

The RecOn5 NVR is a complete Ocularis system installed on specific hardware. This is an all-

in-one implementation of Ocularis where all components are installed on the same computer.

In the event where an organization would like to include cameras from a RecOn5 NVR into

their corporate Ocularis installation, they may do using OpenSight. The organization must

have Ocularis ULT as their Base and they must purchase OpenSight licenses to import

RecOn5 cameras.

18.2 OpenSight Entities

As depicted in Figure 191 above, there are typically two parties or entities involved when using

OpenSight. These are: the Host (who ‘hosts’ the video) and the Remote Monitor (who

‘monitors’ someone else’s video).
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18.2.1 Host

The Host entity in an OpenSight environment, is the party who wishes to share their cameras
with someone else. Cameras may be shared across the same organization or with different

companies. To use OpenSight, the Host may possess any of the following recorders:

Supported Recorders

Ocularis Ultimate RC-C

Recorder

Ocularis Enterprise RC-I

Recorder

Ocularis Professional RC-P

Recorder

RC-E NetDVMS

RC-L ...and other 3 party recorders (check with Tech

RecOn5 NVR Support to see if your recorder is supported with
OpenSight)

In the example above, the host is the University.

See Host Configuration below for further instructions.

18.2.2 Remote Monitor

The Remote Monitor entity in an OpenSight environment, is the party who wishes to view the
cameras of someone else. It can be across the same organization or with different companies.
To use OpenSight, the Remote Monitor must possess a valid installation of Ocularis Base with
corresponding OpenSight licenses. Supported models include Ocularis Ultimate as well as
legacy models Ocularis ES, Ocularis LS and Ocularis CS. (Note: legacy models can only
support legacy recorders). In the earlier example, the Remote Monitor is the Police

Department.

Note: the Host recorders brought into a Base with OpenSight licenses must be the same
model as the Remote Monitor's Base or lower. For instance, if the Police Department had
Ocularis LS, they could only monitor a Host with RC-L, RC-C, RC-P or NetDVMS. They could
not monitor RC-E, Ocularis Ultimate Recorders, Ocularis Enterprise Recorders or Ocularis
Professional Recorders. If the PD used the Ocularis Ultimate model, they could monitor any

supported recorder in the list shown on page 212.

See Remote Monitor Configuration below for further instructions.
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18.3 Configuring OpenSight

This section reviews the steps necessary for OpenSight configuration.

e Host Configuration

¢ Remote Monitor Configuration

18.3.1 Host Configuration

The following steps should be performed by the Host when preparing their system for

OpenSight use.

1. Determine which cameras you wish to be monitored by the Remote Monitor
organization.

2. Create a user account on the recorder (Main Core) with the privileges you wish to
provide to the Remote entity.

3. Provide the Remote Monitoring entity with the user account ID, password, public IP
address and port number for the recorder (i.e. Image Server or Main Core).

4. The IT department should configure the firewall to port forward 1801 outbound to the
remote monitor’s public IP address.

Proceed with the following instructions based on the recorder used:

e For Ocularis Ultimate, Ocularis Enterprise, Ocularis Professional Recorders
& RecOn5 NVRs see page 215.

e Host Configuration For NetDVMS 6.5x Recorders see page 215.
e Host Configuration For RC-C 7.0x/8.0x and Later Recorders see page 217.

o Host Configuration For NetEVS 3.1x, RC-L 6.0x, and RC-E 4.0x/5.0x/6.0x
Recorders see page 218.

5. If you would like your Ocularis events forwarded to the Remote Monitor, add the
Remote Monitor’s public Ocularis Base IP Address to your recorder proxy.

How To....
Ocularis Recorder proxy

In the Ocularis Recorder proxy, click Base Settings.
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Figure 192 Ocularis Recorder Recorder Proxy

OpenSight

Clognify

OCULARIS

Recorder Proxy Setup

Set up the Recorder

Recorder Settings

Set up the connection to Ocularis Base

Base Settings

Select events to be se

cularis Base

Event Filters

Service Status : Running

Restart

v5.8 (5.8.0.779) °

In the Base Settings screen, click Add Base and enter the Base IP address of the
Remote Monitor's Ocularis Base (external address) as well as user account

credentials they provide.

Figure 193 Configure Base Settings

Ocularis
Base Settings

10.1.30.108

Base List

Auto Update Recorder on Ocularis Base

[] Associate Cameras with Events

Oculanis
Add Base

Ocularis Base IP Address [9556.185.138 |

Username |opensight ]

Password [esssses ]

Authentication ‘ Basic o |

Test Connection

Click Test Connection to verify credentials and then click Add.
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18.3.1.1

Click OK on the Ocularis Base Settings screen.
Start the service if it is not running.
RC-C Event Proxy

In the RC-C / RC-I Event Proxy, enter the IP address for your own Ocularis Base
computer as well as the Remote Monitor's Ocularis Base (external address)
computer in the Server IPs field. Separate each IP address by a comma.

RC-L/RC-E Event Proxy

In the RC-L/RC-E Event Proxy, enter IP address for your own Ocularis Base
computer as well as the Remote Monitor's Ocularis Base (external address)
computer in the Base Server IP field. Separate each IP address by a comma.

Host Configuration for Ocularis Professional, Ocularis Enterprise

and Ocularis Ultimate Recorders

How To....

1.

18.3.1.2

Using the Ocularis Recorder Manager, log in to the Core.
Create a new user account.
In the ‘Manage user rights’ section of the user configuration, select the cameras that
you would like to grant access to the remote monitor.
You may further select the rights of the selected cameras to include:
a. Surveillance camera — allows access to live video
b. Camera archive — allows access to recorded video
c. Camera PTZ — allows the ability to use PTZ controls
d. Use camera position — allow the ability to use PTZ presets that you have
defined on the recorder
Click Save.

Close the Ocularis Recorder Manager.

Host Configuration For NetDVMS 6.5x Recorders

On the NVR responsible for those cameras you wish to share, create a new basic
user account in the NetDVMS Image Server Administrator to be used by the Remote
Monitoring entity. If the cameras are located on more than one NVR, this process
must be repeated for each NVR. In the case of a Main-Secondary, create the user
account on the Main NVR.

How To....

a. Inthe User Administration section of the NetDVMS Image Server
Administrator, click the User Setup button.
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b. Click the Add a Basic User button.

c. Enter a Username to be given to the Remote Monitoring entity.
d. Enter a Password for this account.

e. Click OK and then click Close.

2. Restrict the access for this new user account for only those cameras you wish to be
monitored.

How To....

a. Inthe User Administration section of the Image Server Administrator, select
the Restrict user access radio button.

Click the User Access button.
Select the new user account from the User drop-down list.
Select the Global User Rights you wish to provide to the Remote Entity.

Select the cameras you wish to enable for the Remote Entity.

-~ o o o T

Select or remove additional privileges for the cameras (Browse rights,
Export, etc.)

Restrict the account privileges to only those which you want the Remote
Monitoring entity to have. You may be as broad or as granular as you like.
Consider, however, that you may not want to provide privileges to a feature

that may interfere with your own operators (such as controlling PTZ).

g. When finished, click Close.
3. Ifitis not already configured, outside access must be enabled in order to allow the
Remote Monitoring entity to gain access to the NVR video.
How To....
a. Inthe Server Configuration section of the Image Server Administrator,
check the Enable Outside Access checkbox.

b. Inthe Outside Address field, enter the public IP address assigned to your
firewall.

c. Inthe Outside Port field, enter the port used by the public IP address to
gain access via the firewall.

d. Click the Local IP Ranges button to identify local address ranges used
internally. This will enable the Image server to recognize login requests
originating from these IP addresses as coming from a local network and
provide access locally.

Note: when using outside access, the router or firewall used must be configured so
that requests sent to the outside (public) IP address and port are forwarded
to the inside (local) IP address and port of the server running the Image
Server service.

e. When done adding local IP ranges, click Close.

f. Click OK to save settings and close the NetDVMS Image Server
Administrator.
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18.3.1.3 Host Configuration For RC-C 7.0x/8.0x and Later Recorders

1. Onthe NVR responsible for those cameras you wish to share, create a new basic
user account in the Management Application to be used by the Remote Monitoring
entity. If the cameras are located on more than one NVR, this process must be
repeated for each NVR. In the case of a Main-Secondary, create the user account
on the Main NVR.

How To....

a. Inthe Management Application, expand the Advanced Configuration node
of the Navigation Pane.

b. Right-click the Users node.

c. Select Add New Basic User.

d. Enter a Username to be given to the Remote Monitoring entity.
e. Enter a Password for this account.

f. Click OK.

2. Restrict the access for this new user account for only those cameras you wish to be
monitored.

How To....

a. Inthe User Properties screen, accessed by double-clicking the username if
not already open.

Click the General Access Properties tab.
Select which general settings you would like to grant to this user account.
Select the Camera Access tab

Select the cameras you wish to enable for the Remote Entity.

-~ o o o T

Select or remove additional privileges for the cameras (Browse rights,
Export, etc.)

Restrict the account privileges to only those which you want the Remote
Monitoring entity to have. You may be as broad or as granular as you like.
Consider, however, that you may not want to provide privileges to a feature

that may interfere with your own operators (such as controlling PTZ).

g. When finished, click OK.
3. Ifitis not already configured, outside access must be enabled in order to allow the
Remote Monitoring entity to gain access to the recorder video.

How To....

a. Inthe Navigation Pane, right-click the Server Access node.
b. Select Properties.
c. Inthe Server Access tab, check the Enable Internet Access checkbox.
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d. Inthe Internet Address field, enter the public IP address assigned to your
firewall.

e. Inthe Internet Port field, enter the port used by the public IP address to
gain access via the firewall.

f. Click the Local IP Ranges tab to identify local address ranges used
internally. This will enable the Image server to recognize login requests
originating from these IP addresses as coming from a local network and
provide access locally.

Note: when using outside access, the router or firewall used must be
configured so that requests sent to the outside (public) IP address and
port are forwarded to the inside (local) IP address and port of the
server running the Image Server service.

Click Add to enter the Start and End Address for the Local IP Range
h.  When done adding local IP ranges, click OK.
i. Click Apply to save settings.

18.3.1.4 Host Configuration For NetEVS 3.1x, RC-L 6.0x, and RC-E
4.0x/5.0x/6.0x Recorders
1. Onthe Management Server machine, create a new Windows account to be used by
the Remote Monitoring entity. This account is created through the operating system
user account utility. Be sure to create a password for this user account.
2. Using the Management Client (or NetEVS Manager), create a Role specifically for
use by the Remote Monitor.

How To....

a. Inthe Management Client, right-click on Security > Roles in the navigation
tree.

b. Select Add New Role...
c. Enter a name to assign to remote monitoring users.
d. Enter an optional description for this role.
e. Click OK.
3. Add the Windows account created in step 1 to this new role.

How To....

a. Select the Role created in step 2 above.
In the Users & Groups tab, click the Add button.

c. Verify that the required domain is specified in the From this location field. If
not, click the Locations button to browse for the required domain.

d. Inthe Enter the object names to select text box, type the user name created
in step 1.

e. Click the Check Names button to verify the entry.
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f. If you are prompted for the username and password, enter it and click OK.
The name should be listed n the Enter the object names to select text box.

g. Click OK. The account should be added as a member of this Role.

4. Configure the rights for this Role. Restrict or grant access to devices and functions
as needed.

How To....

a. Select the Role created in step 2 above.

b. For each tab, (Device, PTZ, Speech, Application, etc.) grant or restrict
access to cameras and privileges for the remote monitor.

5. Save changes.

18.3.2 Remote Monitor Configuration

The following steps should be performed by the Remote Monitor entity when preparing their

system for OpenSight use.

1. Purchase OpenSight licenses from your Qognify certified dealer.

2. Your Ocularis Base SLC will need to be refreshed to be updated with the new
OpenSight camera licenses.

3. Open the Ocularis License Activation application located on the Ocularis Base
computer.

4. For:
a. Existing installations:
i. Click the Refresh button.
b. New Installations:
i. Enter your Ocularis SLC and click Activate SLC.

5. If the Ocularis Base computer has internet connectivity, licensing is done online and
you are done! If there is no internet connectivity, a few additional steps are required:

a. Click the link in Step 2: Click here to retrieve offline html file.
An html file is created named OcularisActivationRequest.html and stored in:

c:\Program Files\Qognify\Ocularis Licensing
Activation\OfflineActivation

b. Copy this file to portable media and bring to a computer that has internet
connectivity.

c. Launchthe OcularisActivationRequest.html file (double-click it).

d. The default web browser should launch and load a page with a Download button.
Click the Download button.

e. The browser may ask you if you want to save a file called response.xml from
licensing.onssi.com. Choose Save As and save it to portable media.

f.  Bring the response.xml file back to the Ocularis Base computer.

g. On the Ocularis License Activation screen, click the link in Step 3: Click here and
browse to the response file.
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h. In the resulting Windows’ Open dialog, browse to the response.xml file you just
brought from the internet connected machine. Select the file and click Open.

You should see a ‘License Activation Successful’ pop-up. Click OK.
Close the Ocularis License Activation application.
8. Obtain the access credentials from the Host.

You will need:

a. The public IP address of their recorder.

i. For Ocularis Ultimate Recorder, Ocularis Enterprise Recorder,
Ocularis Professional Recorder & RecOn5 NVR: You need the IP
address of the Main Core Server.

ii. For NetDVMS, RC-C, RC-l and RC-P: You need the IP address of
the Recording Server machine(s).

iii. For NetEVS, RC-L and RC-E: You need the IP address of the
Management Server machine.

b. The port number for the corresponding NVR Server(s) (a.k.a Image Server
port #).

c. The user account created for you by the Host.
d. The password for this account.
9. In Ocularis, add the Host’'s NVR(s) using the credentials provided.

How To....

Open the Ocularis Administrator application.

a. Inthe Servers/Events tab, click the Add button in the Servers pane. (See
Figure 8 on page 9).

b. Type the IP address of the Host’s NVR followed by a “:” and (for legacy
recorders) the port number.

For example:

204.55.174.192:8080

c. Select Basic or Windows as the login type as instructed by the Host.
d. Enter the User name provided to you by the Host.

e. Enter the Password provided to you by the Host.

f.  Click the Use OpenSight checkbox.

g. Click the Add button.

The server should appear in the Servers pane and the authorized cameras are
displayed when the NVR is expanded. Only OpenSight licenses will be applied to
cameras on this server. Check the About Tab to verify.

Repeat these steps for each recorder to be used with OpenSight licenses.

10. Provide access to the new cameras to those Ocularis users as needed.
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How To....

a. Inthe Users/Privileges tab, select the group for which you would like to
provide access to the new cameras.

b. Drag and drop the camera from the Devices list to the Privileges pane.
11. Restrict further privileges if necessary.

How To....

a. Inthe Users/Privileges tab, uncheck privileges to the newly acquired
cameras (PTZ, Presets, etc.)

Note: Despite appearances, you may have fewer privileges than displayed on the

Users/Privileges pane. You may further restrict privileges but you may not
grant additional privileges to OpenSight licensed cameras.

12. Assign the newly acquired cameras to new or existing views in the Views tab.
13. Save your changes.
14. The IT department should forward the following ports:

a. 1801 inbound to Ocularis Base

b. If receiving events from the Host using an RC-E, RC-L, RC-C, RC-I, RC-P
or NetDVMS recorder, the NetCentral port #1237 should be forwarded
inbound to Ocularis Base.

When viewed in the Ocularis Client, these cameras will appear as any other cameras and

the fact that they may belong to another organization is entirely transparent to the

operator.
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19 Enabling Single Sign On Between Ocularis
and BriefCam

To prevent the System Administrator having to configure users inside both Ocularis and BriefCam,
the integration supports (and requires) SSO between the two systems.

Here are the steps to enable and configure SSO inside BriefCam:
1. Log into BriefCam Admin webpage
2. Go to Settings > Environment Settings and search for “SSOEndpoint”
3. Change the Value field to http://Base_IP:7072/OcularisSSO/

(i.e. http://192.168.1.1:7072/OcularisSSO/ ) where “Base_IP” is the IP Address of the
Ocularis Base.

e WV ENVIRONMENT SETTINGS @ o
3S0Endpoint % [] Show setlings that have been changed
Scope Type Key Value Default Value Description
G OpenAPI ( SSOEndpoint hitp:// I A http:/localhost 80 Endpoint BOA Service contacts to authe Vs

Environment Seltings Change This Field

Figure 194 Configure Ocularis and BriefCam Flow
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